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Introduction

This document describes the events generated, trackaed storedby VMware Carbon Bladkpp
Control and the ways youaan access these events

Section 1, Event Specification,sdeibesthe content, structure and purpose of these events for the
benefit of integrators interested in using them outside of tharbon Blackpp Controkenvironment.
This section includes a comghensive list of event subtypes and their descriptions.

Section 2, Access fpp ControEvent Data, describes the ways you can acéegsControkevent data
outside of theApp ControlConsolauser interfaceFor supported syslofprmats, this section shes how
event data is mapped.

App Controkvents provide a critical set of audit data required by many organizations for compliance,
legal, and reporting purposes. Among other things, they can show you:

1 who is usingApp Control

1 what App ControlServerconfiguration changes have been made

9 conditions requiring action (e.g., low disk space or database issues)

For computers runninthe App ControlAgent eventsprovide information such as:

9 file executions that have been blocked due to security rules
1 malicious filedound by App Controbr connected thirdparty security devices
1 new devices found

The App ControlAPI allowgprogrammers who want to write code to interact wigkpp Controlsing
custom scripts or from other application&s with actions performed through th&pp ControlConsole
App ControlAPlactivity createsan audit trail. Thé\PI user taking the &ion isidentified in the event

Depending on your role and use case, how you use these events wilFeamgxample:

1 A Hdp Desk responding to an end user request might be interested Imoalkevents for a given
computer.

1 AnIT security specialist responding to an incident might be interesteevirfile executionand
events related tdile installation groups.

1 An App Catrol administrator establishing corporate policies might be interested in classes of
events specific to a particular policy interest, suchligsovery of new devices execution of
unapprovedfiles(i.e., files neither approved nor banned).

The descripons in this document will help you locate the specific events you need and filter out those
not of interest. If you need more information abo@pp Controfeatures associated with these events,
see theVMware Carbon Bladkpp ControlUser Guiddor thisrelease which is available asPDF file o

the Carbon Blacklser eXchangandin online help on theApp ControlConsole

Note: The main table of evenypes and subtypem Table 3describes events as they appearcinrent
versions ofApp Control8.6.

Larbon Black
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Section 1. Event Specification

There are twdkey elementsn the App Controkevent specification
1 the event fields that is, the different types of information available in a single event
1 the list of uniqueevent type/subtypecombinations, shown ifiable 3beginning on pagél.

Event Fields

This section describes the fields that can barimApp Controévent.¢ K2 a4 S aK2gy | & aNBIj dzA |
expected to be present in eadpp Controkevent. Other fields are present only for certain events or
under certain conditions.

Timestamp (required)

All event timestamps arstoredin UTAn the App Controdatabase The timestamp is the date/time at
which the event occurs; that is, it is the time as seen from the source of the event. For example, for
servergenerated events, it is the UTC time of the server; for agemierated events, it is the UTC time
onthe agert computerreporting the eventin the App ControlConsole timestamps are displayed
according to the time zone setting selected on theneraltab of the System Configuration page

The timestamp for a event corresponds to the date/time whethe AppControlAgentor Serverecords

the event.This means, for example, that a new file discovery during initialization of all files on a new
agent computer will show the time the file is first seentbg agent, not when it first arrived on the
computer.If the time on the agent computer is not the same as the time on the server, an agent could
report a skewed time, including reporting events as happening at a future time

Note: Although notpart of the basic and enhanced Syslog outpurgceivedimestamp nay appear in
other event output fromApp Control showingthe timethe App Controlserver receivedan event.

Severity (required)

EachApp Controkvent has one of five different severity valu&sror! Reference source not founs.
hows the severity values listed in order of ascending importance.

Table 1. App Control Event Severities

Severity ‘ Description

6 - Info Informational message

5 - Notice Normal, butsignificant, condition

4 -Warning | Warning condition; worth investigation

Error condition, usually something that requires contact withiwareCarbon

SRS Black Support

2 - Critical Critical condition that requires immediate investigationaation

Carbon Black
App Control 4
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Type (required)

This is the todevel, general classification for an event. Each event also has a subtype, which specifically
classifies the kind of event it ifable 2shows thepublic event typs.

Table 2.  App Control Event Types

Event Type Description

Computer Events related to changes to Computer assets managéekddpp ControServer

Management | or specific toan App ControlAgent For example:

- Z)V/ézt §VYI- YIE3IASYSyid 2LISNIFGA2ya A
Y2RATASRE

- Computer/Agent specific diagnosticlad 2 y' & ¢ A 1 Scondplete il S
a! ASyud aeyOKNRBYAIFUA2Y FAYAAKSRE

- Template and cloneomputer management operations

- 13Sy i all Gdza 2 LI&NIONT2y & yERA 1609 36S yFIS

- G arbonBlack EDRSY &2 NJ a i | ( dza ¢

Discovery BEvents related to the discovery or existence of new assets or new actions. For

example:

- Devicerelated events likér b S RS@GAOS F2dzy Ré | yR

- FileNBtFGSR S§@SyiGa tA1S &CA NEnapprEvedIO ¢
U2 O02YLdzi SNE

- Events directly related to the rrletad,ata retvied trom theCarbon Blgck File
Reputation (}arbon Blad® a RJ- u J 0 ]fog“n@tjor? For e'Ra"mblvés AY
dal fAOA2dza FAfS RSUSOUSREe |YyR at 2

- Events related to notification of malicious or potentially risky files from exte
sources.

General Events related to the management of noser, noncompute and nonrpolicy

Management | assets.This includes events related tdeters, Alerts, Baseline Drift reports,

Shapshots andEvent Rule For exampled ! £ S NI { NA 3 DHtNREpRrE 3

ISYySNY GSR¢

Policy Events related to the enforcement of any policy or rule onAlpg ControlAgent

Enforcement | For example:

- CAtS S@gSyia fUIRS (BQNIES HaIIBENEEOAARIR 2 V]
G wS L2 NXustonNailgh 3 0

- DeviceRu& @Sy ia tA1S awSl R 0 200 R 6NBSYL
ONBY20I 0tS YSRALI O¢

- RegistryRUE @Sy G a f A1 SegidtiyRIkO(ES oyt R2 Gilw SoLv2
(Registry Bzf S0 ¢

- MemoryRulS @Sy Ga fA1S cemnd®&EEaE0 LINRYWRIIA |
(Memory Rizf S0 ¢

Note: This doesot include thecreation or management of policie$hosesvents

are included undethe PolicyManagementype.

Carbon Black
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Event Type Description

Policy Events related to the management (creation, modification, deletion) of any poli

Management | or rule. For example:

- t2f A0 S@Syida ftyAR Sttt 200 eR SG NSRIFSIRS

- {2F061 NB NMHzZE S S @S yaicieatédAs Sa CANIE {0\SaH
G ¢ NHza G SR ¢) & FORoMMIRGNS | § SRE

- DeviceRu& @Sy ia tfA1S a45SGA0S | LILINR DI f

- RegisttyRUS @Sy ia tAUBLSaOSBREaERE w

- MemoryRUIS Sy (&4 f ARIA Sa &r@RANB SR¢

Server Events related to the configuration and administration of &g ControlServer

Management | and database. For example:

- af SNBSS NJ égdzﬁ R2oyéx a[ AOSyasS | RRS
S NNE NEarbbryBiek File Reputatio®2 Yy SOl A2y f 2aié

Session Events related to the login activity and managemen#pp ControlConsoleusers.

Management | For example:

- alylr3aSySyida S@Sydaa tA1S a/2yaz2tS dz

- [23AYy FTOUAGAGE tA1S a/ 2y&aARIUzidza S N,

Note: App ControlConsolds the webbased user interface tthe App Control

Serverthrough which all standardpp Controbdministrationtakes place.

-

Subtype (required)

The subtype corresponds to one (and only one) event t@odtypes generalljap closely to ral world
use cases and/ohpp Controproduct functionality.Table 3shows the full list of subtypes.

Source (required)

¢tKSNB IINB (62 LIaaArof S &pbCandBervErdmMisdrnardamdpddent)ore e a i Sy
computer name (indicating the event came fr@an App ControRgent on the named computer).

Unified Server Source

This release includes the ability to naye certain functions on multiplepp Controkervers from one
server. If arevent was initiated by a remote server connectedWidafied Management, the Unified
Server Source field shows the name of that server.

Note: On the console Events page, thiddiéf available) is displayed only if the logged in user has
Unified Management permissions.

Description (required)

The description field is maturallanguage description of the event. Often, the description will contain
informationalso provided irother fields in the event. This redundancy is intentional; it allows the
description to be fully descriptive of the event without the other fields.

Table3 includes examples (or formats) of descriptions for each unique event subtype, but it does not
enumerate all possible event descriptioMghere descriptions contain error messages anderth
unrestricted contentan exhaustive list is impractical.

Carbon Black
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Note: Because it can contain sensitive information, including passwoodsm@and line informations
included inthe Description field foSyslog output from thépp ControlServeronly if command line
export is enabled on the System Configuration/Events padiee App ControlConsole

IP Address
The IP Address field denotes the IP address of the source of the event. Most, but not all, events have an
IPaddressC2 NJ Y2aid S@Sydaz GKS Lt FRRNX&a O2NNBaLRYyRa 0

the client computer foApp ControlAgentgenerated eventsThis is the IP address of the agahthe
time of the eventnot necessarilyhe current IP addressf ehe agent.

Events generated b&pp ControConsolegctivitiesreport the IP address of the machine on which the
user is accessing tiensole C2 NJ SEF YLIX S &/ 23paeBfCE f i $ NILIN2 A f ¢ OINBR
events contain the IP address of the comput@ which aconsoleuser performed those actions.

Most events generated by thepp ControlServer Reporter and the database itself (whose source is
G{eadSyév R2 y20 KI@S +ty Lt FRRNBaaod ¢KAa& AyOf dzRS:
G { BB S NM@Esddasespthe IP address is unnecessary, since it is always th&zeemions to

this rule are Server and Reporter start and stop events, which contain IP address of the Server and

Reporter for diagnostics purposes.

User

The User fiel contains either the user that was active on #gentcomputer (Source) at the time of the
event, or the Console User in the case of events genelayednsoleactivities There are cases in
whichan event cannot be attributed to either a consoleaobgged inuseron an agent system:

 Insomecasesi KS dzaSNJ yIYS gAff 6S a{edadsSyvye¢od

1 The User field might be empty when there is no user account to attribute to the event. This
occursforagenB SY SNI 4GSR / 2YLJziSNJ al yI 3SYSydnS@Syia A
PoliO& dzLJRI (i SR¢ o initiKtedZdyihe Spp Sontfiodgentitddlf and therefore have
no associated user.

f  In some caseshe User fieldvil 0 S & f dzy pecase A Bsér cannot be determined. For
example, it would be <unknowrferthe5 A 8 02 3SNE S@Syia a5SOAOS | adl
RSGIFI OKSReé® 2KSYy RSOAOS& I NB [|AppiGodritderRto 2 NJ RS G |
RSGSNN¥AYS GKAOK dzaSNJ Aad OdNNNByuafte al OGA@Se |
for example, if theres no one currently logged nApp Controlwill use the special string
Grdzyl1y26ybHhe FT2NI | &SN

LT &2dz NB dzaAy3 | YAFTASR alyl3aSyYSyd 2F YdzZ GALX S &
client servers through the management seri@notnecesarily the user currently logged into the

console.The account used tauthenticatethe connection between the management server and the

client serverappearsas the user.

Larbon Black
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File Events
The following events relate tospecific file:
9 File Extension 1 File Path 1 File State Reason
9 File Fist Execution 1 File Prevalence 9 File Threat
Date 9 File Publisher 1 File Trust

i File Hash i File State

1 File Name
2 KSy (KS S@Syid NBflIiGSa G2 I &LIEppravkdDA FEESZ 66T DPEA

Hash, File Name, and File Path fields will be completed with thed#deific information that is available.

b2dG Ittt FTAES S@Syida sgAatf KIFI@S GKSAS FTAStRa O2YLX S
event, will not have file hashPolicy Management events, like creating approvals and bans, also

contain File Hash or File Name data when available and applicable.

When the File Hash is available, it is a @8&hash The File Path doe®ot end with a trailing slash.

FileStateprovides the state of the file associated with the event (Approved/Unapproved/Banned) and
File State Reasgorovides additional details behind the state of the file associated with the e¥det.
Prevalencdists the number of computers on which tfiee associated with an event appears.

If Carbon Black File Reputatidatais enabled when the file event is generated, File Trust and File
Threat information is included in the event if it is available.

Process Events

The following events relate to gscific process:

f Process { Process Name 9 Process Threat
9 Process Hash 9 Process Path 1 Process Trust
1 Process Key 1 Process Prevalence

Process Name, Process Path, Process Key, Process Trust, and Process Threat

Several Process fields arsed within events generated by tigp ControlAgent Most of them are

similar to the File fields, except thateh describehe running process that caused an event to be

generatedrather than the file that is the target of an actiofor example, when file execution is

0f 201 SR YR G(GKS a9ESOdziAazy of201¢ S0 S8amefieldl with3Sy SNI
the file name of the program that tried to launch the blocked file.

The Process field provides the fpdith and name of the processsociated with the event arfdrocess
Prevalencdists the number of computers that have the process associated with an event.

Typically, the procedteldsappears in Discovery events or Policy Enforcement events but also can be
part of certain subtypesf other event types.

If Carbon Black File Reputatidatais enabled when the file event is generated, Process Trust and
Process Threat information is included in the event if it is available.

Process Keig a uniqueproprietary keyidertifyingthe instance of the process on a specific computer

Note: ! &t NP O @vihaut anyadditibrial termjs also irevents exported to Syslog and archives
This field contains the name and full path, and is used for compatibility witfy 2r@ agents iad
events.Another field, Process Hash, is exported only in archévents(seeArchive Filesn pages0).

Larbon Black
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Installer, Root Hash

Installer and Root Hash are used witsmmeevents generated bthe App ControlAgent

The Installer field contains the nammeof the path) of the file thatreatedthe file referenced by a File
Name and/or FileHashA Yy 20 KSNJ g62NRaz (GKS NRB2(d LI NByd 2NJ aAya

In many cases, the Installer is thereaas the Proceddame but not always. For example, for file
approval events, the process running is often (by definition) the same as the installer that is approving
the file being written. In the case of execution block events, the process running mnagyonot be the
same as the process that wrote the file in the first place.

For example, consider what happens when the instalétup123.exavrites the file myapp.exeWhen

myapp.exds first written ona computer runningan App Controhgent I &b Sé2§F y S 62 NJ ¢ ¢
generated, and both itBroces Namefield and itsinstallerfield referencesetup123.exelf myapp.exds

later launched from a command prompt and is blocked, the Prodassefield may becmd.exewhile

the Installer field is stilletup123.exe

The Root Hash field is the SB36 hash value of the Installer file.

Policy

The Policy field is used within events generated byApp ControlAgent It contains the name of the
App Controkecurity poliy in effect on the agent at the time of the event.

Additional Fields

The followingadditionalfields are not mandatory but may appear in events:
1 Ban Nameg For block events, name of the ban that blocked the file.
1 Compuer ID¢ A numeric ID for the computerssociated with the event (O for system).
Increments by one for each computer registered with the server.
1 Computer Tag An optional text string you can add to identify groups of computers that you
might want to get reports about or treat in a particulaay A tag offers an alternative to
policies as a way to identify groups of computers. Tags may be set on the Computer Details page
for one computer or on the Computers page Action menu for multiple computers.
1 Config List Version Version number of the Cdig List associated with an event. The Config List
is the set of rules delivered to agents.
Date Received Timestamp when the event was received by &g ControlServer (in UTC).
Indicator Nameg Name of the threat indicator associated with the evghpresent. Same as
rule name when present.
1 Indicator Setc Name of the threat indicator set for the indicator associated with the epmént
present.

=a =4

9 Operating System DetailsFull OSname, the buildand service pack level.

1 Platform ¢ Platform of the computer associated with the event (Windows, Mac, Linux)

1 Rapid Config; The name of the Rapid Config associated with the evieahy.

1 Rule Name; The name (as it appears in the console) of the rule associated with the event. This
includes both usecreated rules and builin rules, such aBrompt onunapproved executables

1 Unified Source; The name of the unified server associated with the event, if any

1 Updater¢ The name of the updater associated with the event, if any.

Larbon Black
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Events Table

Table Jists all events types and thainique subtypes il\pp Control8.6. New or changed eventre showrwith the following legend:

Changed for v8.6.0 (e.qg., type, subtype, sevedidgcription, triggering condition); type and subtype shown in bold

O Changed for v8.5.0 (e.g., CB Protection changed to Carbon Black App Control)

Y%  New for v8.1.8; type and subtype shown in bold

A New for v8.1.6; type and subtype shown in bold

A Changed for v8.1.6 (e.g., type, subtype, severity, description, triggering condition); type and subtype shown in bold

New for v8.1.4; type and subtype shown in bold

=Y

Changed for v8.1.4 (e.qg., type, subtype, severity, description, triggevimdjtion); type and subtype shown in bold

p New for v8.1.0; type and subtype shown in bold

D Changed for v8.1.0 (e.g., type, subtype, severity, description, triggering condition); type and subtype shown in bold
[ New for v8.0.0

O Changed for v8.0.0

For information about event changes prior to v8.0.0, seeBh#8 Security Platform v7.2.3 Events Integration Goid¢he Carbon BladdsereXchange

In the Example Descriptions/Comments column, the descriptions show the tefdraiodmat of the descriptions for each eveMariable information is
aK2gy 6AGK GKS 02y gSyoiexkdngle, whe@ théldcthiab DeShption fiell@n @vent would show the name of a compuferg.,

[ | LpdfaheDescription02 f dzYy Ay (KA & G ovaridbles tkahisegarameets Fromiigre Gikdbahebe these parameters are not
commonlyknown objects outside of thApp Controtontexts | NB A K2 gy Ay (KS T2 N IYéucankiedheskbtvahereats & b LI N
output from App Controbr view the Events page throughe App ControlConsoleo see realworld examples of these parameteisor example, an

event shown in this guelasd / 2 Y LJdzG SNJ b O2 Y LJdzi S $lilePafhAndName® S KB R nigHBldoie [iektiis® thél console:

Subtype Description
New unapproved fila to computer Computer MY CORPALT-5 discovered new file “c:\windows\system32\oustom' [3:]3.7-1...'_'-GDED].

[?]B Larbon Black
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If you have upgradetiom a presiousversion of this produgtnote the bllowing changes that affect multiple events

1 Several produchame changes version 8.5.ave affected certain event subtypes and descriptions:

- CBProtectionis now Carbon Black App Control.

- CBResponsés now Carbon Black EDR.

- Carbon Black Collective Defense Cloud is now Carbon Black File Reputation.
1 Several prodct name changei® version8 have affected certain event subtypes and descriptions:

- Parity ServeBit9 Serveis nowCB Protection Server

- Parity AgentBit9 Agentis nowCB ProtectiorAgent

- Parity ConsolBit9 Consolés nowCB ProtectiorConsole

- ParityKnowledge Servi¢8it9 Software Reputation ServicenowCarbon Black Collective Defense Cloud
1 Numerous other changes, including some user interface natrge been made since thex product cycls.
 Beginning withT ®H ®m> g KI { &I das Ehhnged taF RS 20St NSRAG22NAG & €
1 Inv8.1.0, capitalization of many subtype namexs changedor consistency

Table 3.  App Control 8.6 Event Types and Subtypes

Type Subtype ID No. Severity Example Descriptions/Comments ‘

Computer Management | Agent bulk state chang@ished 412 Info Computer '$Scomputer$' completed the state transition of all files from '$param1$’ to '$param24
Note:t N} YSGSNE m FyR W OFy 0S5 W yI LIWNROISRQ

Computer Management | Agent bulk state change requested 413 Info '$userName$' requested state transition of all files on computer '$computer$' from ‘$param1$'

‘$param2$'t I NI YSGSNE m yR u OFly 6S W! yI LILINE @SH

Computer Management | Agent config modified 435 Notice Agent configuration propert{paraml1$' was created as '$param2$' ($param3$) by 'Susername;

Agent configuration property '$param1$' was modified to '$param2$' ($param3$) by '$usernan
Agent configuration property '$param1$', value '$param2$' ($param3$) was deleted by
‘$usernames”

Examples:

Computer retrieved Notifier Logo: Source[$param1$] Attempts[$param2$].

Agent configuration property 'KernelWriteExcludePattern' was modified to /opt/apps/*' (Enable
by 'bjones@mycorp.local'.

Agent configuration property ‘protocol_messagersions (Linux)' was modified to
'protocol_message_versions=1:4,2:1,3:1,5:4,6:7,7:5,8:3,9:4,10:1,11:1,12:2,13:1,14:1,15:2,16:]
(Disabled) by ‘rgomez@mycorp.local'.

O | Computer Management | Agent database error 432 Error Carbon Black App Contragent had to restore its primary database cache.

Carbon Black App Contragent had to rebuild its primary database cache and now has-to re
initialize.

Carbon Black App Contrabent detected a cache integrity problem.

Unknown error initializing databag®ol.

Carbon Black App Contrabent had to restore its primary database cache.

Carbon Black App Contradbent had to rebuild its primary database cache and now has-to re
initialize.

Carbon Black
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Type

Subtype

ID No.

Severity

Example Descriptions/Comments ‘

Carbon Black App Contrabent failed to upgrade its database.

Carbon Blek App Contrafgent failed to connect to its cache database.
Carbon Black App Contrafent failed to read config list from file.

Carbon Black App Contraent failed cache verification.

ChangeNote: CB Protection repladevith Carbon Black App Contioiv8.5.0.

Computer Management

Agent deleted events

414

Notice

Computer '$computer$' deleted $param1$ events.
Note: Paraml is a numeric value.

Computer Management

Agent Enforcement Level changed

407

Notice

Computer '$computer$' changed Enforcemeugvel from ‘$param1$' to ‘$param2$'.
Note: Parameters 1 and 2 are one of the Enforcement Levélsooal Approval

Computer Management

Agent error

431

Error

Unsupported kernel [$kernelversion$] running. Agent will not track files.

Carbon Black AppontrolAgent was unable to communicate with the kernel. Agent may be
unprotected

Unable to connect to the Kernel. Agent will not track files.

Computer failed to receive Notifier Logo: $logoFilePath$.

Free space oarbon Black App Contragent drive idow: Drive[$letter$:] Available[$param1$]
Total[$param2$] Free[$param33$] Threshold[$param4$]

Upload failed: Retry limit exceeded. File upload canceled for file ‘$filePath$'. Attempts[$param
ChangeNote: CB Protection replaced with Carbon Black App dantud.5.0.

Computer Management

Agent FIPS status changed

851

Info

FIPS status has changed on computer ‘$computer$' from ‘$param1$' to $param2$'.

Computer Management

Agent health check

447

Info/
Error/
Warning

Carbon Black App Contragent is healthy. Options[$param1$].

Carbon Black App Contragent failed a health check. ErrorsFound[$param2$] Options[$param]
Carbon Black App Contragent detected a problem: $param1$. $param2$

Timestamp of events from computer $Scomputer$ $araml1$ day(s) in the $param2$
Timestamp of events from computer $computer$ are within expected range

ChangeNote: CB Protection replaced with Carbon Black App Control in v8.5.0.

Computer Management

Agent health check request

457

Info

User '$userNameS$equested health check for computer ‘$Scomputer$'.

Computer Management

Agent rotification (other)

1019

Info

Service control notification on '$computer$": $param1$.
Change NoteCapitalization of the subtype was changed in v8.1.0.

ComputerManagement

Agent notification (sssionchange)

1018

Info

Session change on '$computer$': $parami1s$.
Change NoteCapitalization of the subtype was changed in v8.1.0.

Computer Management

Agent notification (time lsange)

1017

Info

System time change dficomputer$': $param1$.
Change NoteCapitalization of the subtype was changed in v8.1.0.

Computer Management

Agent Rlicy changed

406

Notice

Policy change was scheduled éomputer '$Scomputer$' from '$param1$' to ‘$param2$'.
Change NoteSubtype apitalization was changed in v8.1Description was changed in v8.1.4.

Computer Management

Agent Rlicy updated

408

Info

Computer '$computer$' updated Policy from version '$param1$' to '$param2$'.
Change NoteCapitalization of the subtype was changed in v8.1.0.

Computer Management

Agent requires upgrade

415

Notice

Agent polled from '$ipaddress$'. Agent Version($paramil$. Sy & ySSRa G2 dzli3

Computer Management

Agent restart

405

Info

Carbon Black App Contragent has started, version $param1$.
ChangeNote: CB Protection replaced with Carbon Black App Control in v8.5.0.
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Type Subtype ID No. Severity Example Descriptions/Comments ‘
O | Computer Management | Agent shutdown 404 Info Carbon Black App Contragent was stopped because of a system shutdown.
ChangeNote: CB Protection replaced with Carbon Black App Control in v8.5.0.
O | Computer Management | Agent synchronization finished 411 Info Computer '$computer$' finished resynchronizing its local state withGhebon Black App Control
{ SNIDSNYP 6w dAdegyY WpLI NI Y
Note:ParanfRA & 2y S 2F (GKS F2ff26Ay3Y Wi 38y i |l dzS
F3Syd AyAGAFEATFGAZY 618 RSTFSNNBRQ:I W{ SNBS
RSTSNNBRQZ W{SNBSNJ NBljdzSadiQz vw! Z81WE RARSyad
ChangeNote: CB Protection replaced with Carbon Black App Control in v8.5.0.
O | Computer Management | Agent synchronization requested | 418 Info User '$username$' has requested resynchronization of computer 'Scomputer$' witGatigon
Black App Contrderver.
ChangeNote: CB Protection replaced with Carbon Black App Control in v8.5.0.
O | Computer Management | Agent synchronization started 410 Info Computer '$computer$' started resynchronizing its local state withGaebon Black ApBontrol
Server (Reason: $param2$).
ChangeNote: CB Protection replaced with Carbon Black App Control in v8.5.0.
Computer Management | Agent uninstalled 421 Notice Agent has been uninstalled from computer '$computer$’
Computer Management | Agent upgraded 409 Info Computer '$computer$' changed agent version from ‘$param1$' to '$param2$'.
O | Computer Management | Automatic resynchronization 425 Info Carbon Black App Contr®érver scheduled an auto resync on '$computer$' because agent appt
to have gone back in time ($param1$/$param23$).
Note:t F NI YmM A& G(GKS ESNBSNDR&E SELISOGSR aSljdsSyo
number sent by the agent, which can be usedifagnostic purposes with Carbon Black Support.
ChangeNote: CB Protection replaced with Carbon Black App Control in v8.5.0.
Computer Management | Cache check complete 416 Info Cache consistency check stopped Level [$param1$] $param2$
Cache consistenaheck complete: $param1$ optimizations made, $param2$ corrections.
Note: Paraml is cache consistency level. Param2 is a series of values for diagnosis of what w|
during the checkandalsoA Y RA O 1S4 6 KSGKSNI GKS OKS8¥ 0 NI NI
A02LIISR 0ST2NB O2YLX SGA2y o04a{dz00Saa¥FdA onbdé
Computer Management | Cache check error 417 Warning | Cache consistency error number '$param1$), file '$param2$'.
Computer Management | Cache check start 426 Info Cache consistency check at leggaram1$', flags '$param2$' started.
Computer Management | Cache consistency check request | 453 Info | ASN) WPdza SN YSPQ NBIjdSaiSR + OF OKS O2yahy
02 YLz SNI WpO2 YLzl SNP Q8
Note: Param1 is the consistency chéekel chosen by the user and paramz2 indicates any option
OKSO102ES& OK2aSys &4dzOK & acdAZt aloly 27F vy
O | Computer Management | Carbon Black EDRnsor status 458 Info Carbon Black ED$ensor Version '$paraml' installed and '$param2'.
Carbon Black ED&ensor is not installed.
Note: param1 is theCarbon Black EDRS y 4 2 NJ JSNRA2Y T LI N} YH A&
ChangeNotet NA2NJ (i2 @Oyodnodony GKS S@Syid adoieliS &
Computer Management | CLI executed 429 Notice The/ [L O2YYLYyR abO2YYlI YRyl YSPé sl & SESOdzi SR
Computer Management | CLI password reset 403 Notice The CLI password for computer ‘$computer$’ was reset by ‘Susername$'.
Computer Management | Clone orphaned 446 Info Clone computer '$computer$' was orphaned doedeletion of template ‘$parami$'.
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Type Subtype ID No. Severity Example Descriptions/Comments ‘
Computer Management | Clone registered 445 Info Computer '$computer$’ was registered as a clone of template ‘$parami1$'.
Computer Management | Computer added 400 Info New computer '$computer$’ with Policy ‘$policyNamesjistered from '$ipAddress$'. Agent
Version ($param1$).
Computer Management | Computer deleted 401 Info Computer '$Scomputer$' was deleted by 'Susername$'.
Computer Management | Computer modified 402 Info Computer ‘$computer$' was modified by '$username$'.
Computer '$computer$' was moved into the Policy ‘$policyName$' by '$Susername$'.
Computer '$computer$’ was modified by '$username$' to use automatic Policy assignment.
Computer '$computer$’ was restored to its previous Policy by ‘$username$'.
Computer$computer$’ was scheduled for megistration by '$Susername$'.
Duplicate computer ‘$computer$' with address '$param1$' wasegistered.
Computer from '$param1$' changed its name from '$param2$' to '$param3$'.
Agent upgrade for computer '$computer$' weequested by '‘Susername$'.
Computer Management | Computer reboot equest 441 Info User '$username$' requested reboot of computer ‘$computer$'.
i Computer Management | Computer registered Computer '$computer$' registered with the server. $paramsgrs are currently loggdd to the
459 Info computer.
Computer Management | Configuration changed 434 Info Disk configuration change detected: $param1$ volumes added; $param2$ volumes removed.
Computer Management | Configure agent dumps 452 Info ! $ NJ Wb dzx'}hﬁmgéﬂ lagérd sutp configuration from $param1$ to $param2$ for comput,
WpO2YLlzi SNP Qo
Computer Management | Debug level set 451 Info 'a4SN) WhbdzaSNbFYSPQ aSiG RSoda fS@St F2N O02YL
$param3$ minutes.
D | Computer Management | Diagnosc file deletion request 454 Info User '$userName$' requested deletion of diagnostic files from computer ‘$computers.
ChangeNotet NA2NJ (i2 Qyodmdn G(KA& &dooGeLIS 61 & &GChA
Computer Management | Duplicatecomputer registration 433 Warning | 9NNE NJ NBIAAGSNAY I O2YLlzi SNI wpO2YLldzi SNPQ TN
that of computer $param2$ from $param3s.
Computer Management | File deleted 460 Info File ‘test123.bat' [FBADS9...34F00] veascessfully deleted from MYCQRRPTOP3
p | Computer Management | File deletion failed 461 Error If the deletion failed because it was a file from a protected publisher:
File deletion failure of 'emet_gui.exe' [2024F...41CCD] from MYQ@®ARPOP3. Errdvlicrosoft File
LT GKS RStSiAz2y Tl AftSR 0SSOI dza Sasédd8etianI Sy i ¢
File deletion failure of 'emet_gui.exe' [2024F...41CCD] from MYQ@®ARPOP3 because this Ageni
OSNBAZ2Y R2SayQi &dzlJR NI Alod
If the deletion failed becase the file is no longer present on the computer and not in its invento|
File deletion failure of 'tryme.bat' [76C7F...BD915] from MYCGDREKTCR Error: Delete
Error[C0000034]
p | Computer Management | File deletion processed (file not | 466 Info fl FAES Aa SEAaGa Ay +F O02YLdziSNRa Ay@Syiz2N
found) File deletion processed with file not found for [EDBD?7...12F06] from MOBRBRTOP9
p | Computer Management | File deletion requested 464 Info If the request was to delete a file from oreomputer:

User 'admin' requested file deletion of all instances of [2488C...558F1] from MYDEGLTOP6.
If the request was to delete a file from all computers:
User 'admin’ requested file deletion of all instances of [FBAD9...34F00] from 100 corsputer(
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Severity

Example Descriptions/Comments ‘

If the request was to delete a file came from an Event Rule:
User 'System' requested file deletion of all instances of [81027...576DA] from MVQESKTOP6 |

Computer Management

File process error

423

Error

Agent on computer ‘$computer$' is unable to process required update '$param1$'Gemivon
Black App Contrderver.

ChangeNote: CB Protection replaced with Carbon Black App Control in v8.5.0.

Computer Management

File receive error

422

Warning

Agent oncomputer '$computer$' is unable to download required update '$param1$' f@arbon
Black App Contr&erver.

ChangeNote: CB Protection replaced with Carbon Black App Control in v8.5.0.

Computer Management

File upload canceled

438

Info

User '$username$®anceled upload of file [$hash$] from computer '$computer$'.
User '$username$' canceled upload of file ‘$filepath $' from computer ‘$computer$'.

Computer Management

File upload completed

439

Info

Upload of file [$hash$] from computer '$computec®mpleted.
Upload of file '$filePathAndName$' from computer ‘$Scomputer$' completed.

Computer Management

File upload deleted

449

Info

User '$username$' deleted uploaded file [$hash$].
User '$username$' deleted uploaded file '$filePathAndName$'.

ComputerManagement

File upload error

440

Error

Upload of file [$hash$] from computer 'Scomputer$' failed because of error $description$.
Upload of file '$filePathAndName$' from computer ‘$computer$' failed because of error
$description$.

Computer Management

File upload requested

437

Info

User '$username$' requested upload of file [$hash$] from computer ‘$computer$'.
User '$username$' requested upload of file '$filePathAndName$' from computer ‘$Scomputer$'.
Upload of file [$hash$] from computer '$computer$’ wasjuested by Event Rule '$ruleName$'.

Computer Management

Installer rescan requested

424

Info

User '$username$' has requested rescan of installers on computer 'Scomputer$'.

Computer Management

Local agent cache copy request

455

Info

User '$userName$equested local copy of agent cache for computer ‘$computer$'.

Computer Management

Lockdown all computers

427

Warning

Lockdown All button pressed by 'Susername$": $param1$ computer(s) have been moved to Hi
Enforcement level.

Computer Management

Prioritize updates request

450

Info

Updates prioritized for computer '‘Scomputer$' by user '$userName$'.
Prioritization of updates removed for computer ‘$computer$' by user '$username$'.

Computer Management

Resend alPolicy rules request

456

Info

User'$userName$' requested all Policy rules be resent to computer '$Scomputer$'.
User '$userName$' requested all Policy rules be resent to computer ‘$computer$' using share
Change NoteCapitalization of the subtype was changed in v8.1.0.

ComputerManagement

Security Alert

448

Warning

Unauthorized connection attempt: Pid[$processld$] Address[$IPaddress$] to the Notifier client
interface

The $fileState$ file '$filePathAndName$' [$hash$] is set to run automatically: $param2$."
Notes:fileStateis the state of the file i€arbon Black App Conti@l.g., Unapproved or Banned).
Param? is a description of the file source (e.g., Service [Microsoft Network Inspethienjase
referred to in the second description does not occur for agents in hfoncement, and only once
per file unless there is a reboot.

Change NoteCapitalization of the subtype was changed in v8.1.0.

ChangeNote: CB Protection replaced with Carbon Black App Control in v8.5.0.

Computer Management

Tamper Protection changed

428

Warning

User '$username$' has disabled Tamper Protection on computer '‘$computer$'.
Change NoteCapitalization of the subtype was changed in v8.1.0.

Computer Management

Template created

442

Info

User '$username$' has converted computer '$paraml1$etoplate ‘Scomputers$'.
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Severity Example Descriptions/Comments
Computer Management | Template deleted 444 Info User '$username$' has deleted template ‘$Scomputer$'.
Computer Management | Template modified 443 Info User '$username$' has modified template ‘$computer$'.
Computer Management | Temporary Enforcement Level 419 Warning | A temporary override to place computer ‘$computer$' in Enforcement Level $param1$ for
override $param2$ minute(s) has been accepted.
Computer Management| Temporary Enforcement Level 420 Notice Computer$computer$' has been restored to Enforcement Level ‘$param1$'.
restore
D | Computer Management| TemporaryPolicy override 436 Info User '$username$' has generated temporary Policy override code for computer ‘$computer$' v
generated Enforcement Level '$param¥alid for $param2$ minutes.
Change NoteCapitalization of the subtype was changed in v8.1.0.
Computer Management | Unauthorized computer registratior; 430 Warning | An unauthorized computer registration attempt was made from $ipaddress$ ($param1$).
Discovery Banned file written to computer 1004 Warning | Computer $computer$ discovered new banned file '$filePathAndName$' [$hash$].
Discovery Certificate added 1013 Info Certificate '$param1$’' was added by user '‘Susername$'.
Discovery Certificatechecked 1014 Info / 2YLIzi SNJ PO2 YLIzi SNP NBLRZNISR GKIFG OSNIATAC

Error: Ox$parami1$
Computer $computer$ reported that certificate used to courded 3y FAE S WP TAf |
invalid. Error: Ox$param1$

SNBSNJ RSGSOGSR GKI @

OSNIAFAOIGS WPLI NY YHDQ
138y RSGSOGSR GKEFEG O

0

'.F

N
NGHAFAOIGS WPLI NI YHPQ
NGHAFAOIGS WPLI NI YHPQ

Odgs: Sx$parrhI NI YH P Q F2 NJ

138y RSGSOGSR GKI G
{ SNBSNJ OKSO1T SR OSNJIi A

1 3Sy i KlFla y2i 0SSy Fro6tS G2 OSNATE AF OSNIA
Note: a LYy @l t ARE F2NJ GKA&A S@OSyd YSkhya GKFG Ad

Discovery Certificate revocation 1011 Warning | Computer $computerR S G SOG4 SR NBE@20F GA2y 2F OSNIATAOL
Error: $param1$

Note: This event is for filsigning certificates

- > U

Discovery Device attached 1009 Info Device '$param1$' was attached as drive '$param2$'. Interactive user aintiee ‘Busername$'.
Discovery Device detached 1010 Info Device '$param1$' was detached as drive '$param2$'. Interactive user at the time: '$Susername
Discovery External notification 1099 Info $Provider$ reported $notificationType$ with namenglwareName$ for file $filename$ from

$sourceName$[$source_ipaddress$] to $destName$[$dest_ipaddress$]. Found on
$num_endpoints$ endpoints.

Pt NPEGARSNP NBLRNISR y2 GKNBFG F2NJ FAE{S WpT

| Discovery Filediscovered (browser download] 1020 Info The file $filePathAndName$§$hash$] was downloaded by the browser $process$. $param1$
i Discovery File discovered (email attachment)| 1021 Info The file $filePathAndName§$hash$] was created by the email cligggirocess$. $param1$
Discovery File group created 1001 Info Installation group was created for the file '$filePathAndName$' [$hash$].
Discovery First execution on network 1007 Info File '$filePathAndName$' with hash [$hash$] was executed for thetifinst
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Type ‘ Subtype ID No. Severity Example Descriptions/Comments ‘

Discovery Malicious file detected 1201 Critical Unknown file '$fileName$' [$hash$] was identified by $provider$ as malicious.
File '$fileName$' [$hash$] was identified by $provider$ as malicious.
File '$fileName$ [$hash$] was identified GgrbonBlack File Reputatioas a malicious file.

Note: Standard external praders are Check Poiftalo Alto Networksor Microsoft. Other providers|
might be added through thApp ControAPI.

Discovery New certificate on network 1012 Info Server discoveredew certificate $SubjectNames$.
Note: This event is for filgigning certificates.

Discovery New device found 1008 Notice A new device '$deviceName$' was mounted as drideiv$'. Interactive user at the time:
‘$username$'.

Discovery New file onnetwork 1005 Info Server discovered new file '$filePathAndName$' with hash [$hash$].

Discovery New publisher found 1000 Notice bS¢ Lldzof AEKSNJ WhLIdzof A&KSNbI YSPQ 41 a | RRSR(

Discovery New unapproved file to computer | 1003 Notice Computer $computer$liscovered new file ‘$filePathAndName$' [$hash$].

Discovery Potential risk file detected 1200 Warning | Unknown file ‘$filename$' [$hash$] was identified by $provider$ as a potential risk

File '$filename$' [$hash$] was identified by $provider$ as@ntial risk.

CAfS UPFAEISYlIYSPQ wPKI&KbP8 gl a ARSYGAFTASR
Note: Standard external providers are Check Point, FireEye, Palo Alto Networks or Microsoft. (
providers might be added through ti@arbon Black App ContPI.

Discovery Service created 1015 Info ‘$computer$' detected the creation of a new service: $servicename$.
Discovery Service deleted 1016 Info ‘$computer$' detected the deletion of a service: $servicename$.
A Discovery Suspicious file found 1022 Info Computer $computer$ detected a suspicious fifléPathAndNameg$hash$): $paraml$

Note: This event subtype appears whépp Controdetects an MSI file that has data appended
after the signature.

General Management | Agent diagnostics available 1117 Info Host '$Scomputer$’ generated automatic diagnostics '$param1$'.
Note: Paraml is the name of the zip file for the diagnostic package, with timestamp in the nam

General Management | Alert created 1101 Info Alert '$alertname$' was created bjusernames'.
General Management Alert deleted 1102 Info Alert ‘$alertname$' was deleted by '$username$'.
General Management | Alert modified 1103 Info Alert '$alertnames$’ was modified by ‘$usernames'.
General Management Alert reset 1105 Info Alert ‘$alertname$' was cleared by '$username$'.
General Management | Alert triggered 1104 Critical | $alertname$: $alertmessage$

[Error/ Examples:

Warning | Revoked Certificate Alert: Certificate with subject 'New App Corp DigitdM@s revoked for
publisher 'NewApp Corp'

Backup Missed Alert: Scheduled database backup was not performed.

Note: PreviouslyNoticewas the severity for all alerts. Now it Griticalfor High priority alertsError
for Medium priority alertsyarningfor Low priority alerts.

D | General Management Baseline Bift Report created 1106 Info Baseline Drift Report i®portname$’ has been created by 'SuserName$'.
Change NoteCapitalization of the subtype was changed in v8.1.0.
D | General Management Baseline Drift Bport deleted 1108 Info Baseline Drift Report '$reportname$' has been deleted by '$userName$'.
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Type Subtype ID No. Severity Example Descriptions/Comments ‘
Change NoteCapitalization of the subtype was changed in v8.1.0.
D | General Management | BaselineDrift Report generated 1109 Info Baseline Drift Report ‘$reportname$' has begenerated.
Change NoteCapitalization of the subtype was changed in v8.1.0.
D | General Management BaselineDrift Report generationis | 1113 Warning | Drift report $reportlink$ is taking a long time to generate. You may want to consider modifying
slow target or setting the report size to summary only.
Note: Report name is a link in this description.
Change NoteCapitalization of the subtype was changed in v8.1.0.
D | General Management Baseline Drift Bport modified 1107 Info Baseline Drift Report t8portname$' has been modified by '$userName$'.
Change NoteCapitalization of the subtype was changed in v8.1.0.
D | General Management Event Rle created 1114 Info Event Rule '$ruleName$' has been created by 'SuserName$'.
Change NoteCapitalization of the subtype was changed in v8.1.0.
D | General Management Event Rle deleted 1116 Info Event Rule ‘$ruleName$' has been deleted by ‘SuserName$'.
Change NoteCapitalization of the subtype was changed in v8.1.0.
D | General Management EventRule modified 1115 Info Event Rule 'ileNames’ has been modified by ‘SuserName$'.
Event Rule '$ruleName$' was disabled because analysis target is no longer valid.
Event RulerulleName$' was disabled because file uploads are no longer allowed.
ChangeNote: Capitalization of the subtype was changed in v8.1.0.
General Management | Meter created 632 Info aSGiSNI UpLI NI YMbPY F2NJ WpTAESbEYSPQ gFa ONBL
Note: Type was incorrectly identified as Policy Management in previous editions of this docum|
General Management | Meter deleted 633 Info aSaSN) UpPLI N YmMPU FT2NJ WhbTAtSblEYSPQ 61 a RSt S
General Management | Meter modified 634 Info Meterd P LI NI YMbPU F2NJ WbFAt Sbl YSPQ 41 &8 Y2RATAS
A | General Management Saved view cached 1118 Info Saved view '$param1$'[id="$param2$'] selected for caching by user 'Susername$'.
Note: This event occurs when a user requests that the curesents page viewe cached
A | General Management Saved view cache removed 1119 Info Saved view '$param1$'[id="$param2$'] removed from caching by user '$username$'.
Note: This event occurs when a Cached Events view is removed from the Cached Events pagy
also removes it from further nightly processing.
A | General Management | Saved view cache generation 1120 Info Cached view '$param1$' [id="$param2§@neration started.
started Note: This event occurs whem Eventspageview that is queued for generation begins processing
n | General Management | Saved view cache generation 1121 Info Cached view '$param1$' [id="$param2$'] generation complete.
complete Note: This event occurs when an Events paigsvqueued for cachingas been processed and is
availableon the Cached Events page in thexsole.
General Management Snapshot created 1110 Info Snapshot '$snapshotName$' has been created by 'SuserName$'.
General Management Snapshot deleted 1112 Info Snapshot '$ snapshotName $' has been deleted by ‘$SuserName$'.
General Management Snapshot modified 1111 Info Snapshot '$ snapshotName $' has been modified by 'SuserName$'.
D | Policy Enforcement Access blockMemoryRule) 830 Notice Access to process '$filePathAndName$' was restricRequested[$param1$]

Restricted[$param23$].
Change NoteCapitalization of the subtype was changed in v8.1.0.
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Type Subtype ID No. Severity Example Descriptions/Comments ‘
D | Policy Enforcement Access prompt\iemoryRule) 831 Info Accesgo process '$filePathAndName$' was granted because of a Memory Rule user responsg
Access to process '$filePathAndName$' was restricted because of a Memory Rule user respol
Change NoteCapitalization of the subtype was changed in v8.1.0.
D | PolicyEnforcement Banned pocessdiscovered 847 Warning | TheCarbon Black App Contrabent discovered a banned proce$glePathAndNameg$hash$]
0) that ran during system startup. $param1$
Change NoteCapitalization of the subtype was changed in v8.1.0.
ChangeNote: CB Protection replaced with Carbon Black App Control in v8.5.0.
O | Policy Enforcement Carbon Black EDRatchlist 842 Notice If Process watchlist and filare known to App Controi
o Carbon Black EOfRocess watchlist '$ruleName$' hit for proce$process$' [$hash$] on computer
‘$computer$'.
Carbon Black EDfatchlist '$watchlist$' detected file '$filePathAndName$' [$hash$] on compute
‘$computer$'.
If Process watchlist and filare unknown to App Controi
Carbon Black EOfRocess watchlist '$rulame$' hit for unknown process '$process$'
[$processhash$] on computer '$computer$'.
Carbon Black EDfatchlist ‘$watchlist$' detected unknown file ‘$filePathAndName$' [$hash$] of
computer '$computer$'.
(continued on next page)
(continued from previous pag)
If Binary watchlist and fileare known to App Controi
Carbon Black EOfhary watchlist ‘$ruleName$' detected file ‘$filePathAndName$' [$hash$].
If Binary watchlist and file is unknown tépp Controi
Carbon Black EOdthary watchlist '$ruleName$letected unknown file ‘$filePathAndName$'
[$hash$].
Change Notet N 2 NJ (Garb@Bleck BBRZA i G KS adzoi@LllS +FyR R
. t I Odpitalization of the subtype changed in v8.1.0.
ChangeNote: CBResponseeplacal with Carbon Black EMRv8.5.0.
O | Policy Enforcement Execution allowed (file loaded 843 Warning | The $param1$ filetfilePathAndNamegi$hash$] executed before th@arbon Black App Control
before kernel) Agent was running. $param2$
ChangeNote: CB Protetion replaced with Carbon Black App Control in v8.5.0.
O | Policy Enforcement Execution allowed (file loaded 844 Warning | The $param1$ file$filePathAndNameg$hash$] executed before th@arbon Black App Control
before service) Agent was enforcing. $param2$
ChangeNote: CB Protection replaced with Carbon Black App Control in v8.5.0.
O | Policy Enforcement Execution allowed (inactive) 841 Warning | Execution of file '$filePathAndName$' [$hash$] would have blockgdrifion Black Appontrol
Agent was active.
ChangeNote: CB Protection replaced with Carbon Black App Control in v8.5.0.
D | Policy Enforcement Execution allowed fUstedUser) 815 Notice Execution of unapproved file '$filePathAndName$' [$hash$] was allowed becauseustedTdser
‘$username$’.
Change NoteCapitalization of the subtype was changed in v8.1.0.
O | Policy Enforcement Execution allowed (Unanalyzed filg 846 Warning | The file $filePathAndName$executed before th&arbon Black ApBontrolAgent started. The file
loaded before service) was removed before th€arbon Black App Contragent could analyze it. $param2$
ChangeNote: CB Protection replaced with Carbon Black App Control in v8.5.0.

C
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Type ‘ Subtype ID No. Severity Example Descriptions/Comments ‘
Policy Enforcement Execution block (banned file) 802 Notice File'sfilePathAndName$' [$hash$] was blocked because it was banned.
Policy Enforcement Execution blockQustomRule) 806 Notice File ‘$filePathAndName$' with hash [$hash$] was blocked because of a Custom Rule.
Process '$process$' was terminated due Bustom Rule
Change NoteCapitalization of the subtype was changed in v8.1.0.
Policy Enforcement Execution block (network file) 805 Notice The file '$filePathAndName$' [$hash$] was blocked because it was located on a remote drive.
Policy Enforcement Execution block (prompt timeout) | 839 Info File ‘$filePathAndName$' with hash [$hash$] was blocked because of a timeout waiting for ust
response.
Policy Enforcement Execution block (removable media] 819 Notice File '$filePathAndName$' with hash [$haskis blocked from execution because it was on
removable media.
Policy Enforcement Execution block (still analyzing) 804 Info File '$filePathAndName$' was blocked becaGsebon Black App Contragent did not have time to
analyze it.
ChangeNote: CBProtection replaced with Carbon Black App Control in v8.5.0.
Policy Enforcement Execution block (unapproved file) | 801 Notice File '$filePathAndName$' [$hash$] was blocked because it was unapproved.
Policy Enforcement Execution promptQustom Rule) 818 Info File '$filePathAndName$' [$hash$] was executed because of a Custom Rule user response.
Change NoteCapitalization of the subtype was changed in v8.1.0.
Policy Enforcement Execution prompt (unapproved file] 814 Info File '$filePathAndName$bhash$] was approved because of a user response.
Policy Enforcement Execution prompt allowed 838 Info File ‘$filePathAndName$' [$hash$] was approved because of a user response.
(unapproved file)
Policy Enforcement Execution prompt block 837 Info File ‘$filePathAndName$' [$hash$] was blocked because of a user response.
(unapprovedile)
Policy Enforcement File access error 825 Warning | Unable to access the file ‘$filePathAndName$'.
Policy Enforcement File approved (cache consistency)| 835 Info File'sfilePathAndName$' [$hash$] was approved due to cache a consistency scan.
Policy Enforcement File approved@ustomRule) 833 Info File ‘$filePathAndName$' [$hash$] was approved due to Custom Rule.
Change NoteCapitalization of the subtype was changed in v8.1.0.
Policy Enforcement File approved (local approval) 813 Info File '$filePathAndName$' [$hash$] was locally approved.
Policy Enforcement File approved (publisher) 812 Info File '$filePathAndName$bhash$] was approved by Publisher ‘$publisherName$'.
Policy Enforcement File approved (&utation) 840 Info File '$filePathAndName$' [$hash$] was approved by reputation.
Note: This event occurs when an agent attesiat run an unapproved file, checks with the server|
and is given a reputation approval from the server that was not previously sent to the agent.
Change NoteCapitalization of the subtype was changed in v8.1.0.
Policy Enforcement File approved (systenmpdate) 836 Info File '$filePathAndName$' with hash [$hash$] was approved due to system update.
Note: For Windows, this applies to the package/root files from Windows Update, not files instal
from them.
Policy Enforcement File approved (TistedUser) 810 Info File '$filePathAndName$' [$hash$] was approved by Trusted User '$username$'.
Change NoteCapitalization of the subtype was changed in v8.1.0.
Policy Enforcement The file $filePathAndName$$hash$] was approved due to Unidesk ready provisioning.
File approved (Unidesk) 850 Info ‘$param1$’ ‘$param2$'
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Type
Policy Enforcement

Subtype
File approved (updater)

ID No.

811

Severity

Info

Example Descriptions/Comments ‘
File ‘$filePathAndName$' [$hash$] was approved by an Updater.

Policy Enforcement

File approved (version resource)

834

Info

File ‘$filePathAndName$' [$hash$] was approved due to version resource.

Policy Enforcement

File approved (Yara)

852

Info

The file $filePathAndNameg$hash$] was approved due to yara rule(s). ‘$paraml1$' ‘$param2$'

Policy Enforcement

Metered execution

816

Notice

Metered file ‘$filePathAndName$' [$hash$] was executed by the user '$Susername$'.

o O

Policy Enforcement

New file discovered on startup

845

Warning

The newly discovered fil&filePathAndNameg$hash$] was executing when ti@arbonBlack App
ControlAgent started. $param1$

Change Notet NA2NJ 2 @Qyondns G(KS adodellsS gl a
ChangeNote: CB Protection replaced with Carbon Black App Control in v8.5.0.

a9 E

Policy Enforcement

Prompt canceled

849

Warning

Prompt '$filePathAndName$' [$hash$] prompt is canceled ($parami$).
Note: Param1 shows the reason a notifier prompt was cancelled. It can be one of the following

1  EnforcementChangeAgent changed enforcement levels and the prompt no longeiiesppl
(e.g., moved from Medium to High, so the file will now just block).

1  SubsequentBloakAgent blocked the file and is no longer waiting for response (typically
means timeout or file was banned or had a rule change the blocked it).

1  AgentShutdowrg Systenor daemon shutdown while the prompt was still outstanding. File |
be blocked in this case.

1 PingTimeout Agent was unable to communicate with notifier and canceled the prompt. T|
is an error case and should be rare.

Platform Note:This event onlgpccurs for Mac OS X and Linux agents.

Policy Enforcement

Read block (Custom Rule)

854

Notice

Read of file '$pathname$$pathSeparator$$filename$’ was blocked because of a Custom Rule

Policy Enforcement

Read block (removable media)

821

Notice

Readaccess to file ‘$filePathAndName$' with hash [$hash$] was blocked because it was on
removable media.

Policy Enforcement

Report access (moryRule)

829

Info

Access to process '$filePathAndName$' was gragtedquested[$param1$]
Note: Param1 is a hex number indicating the Windows code of the permissions requested.
Change NoteCapitalization of the subtype was changed in v8.1.0.

Policy Enforcement

Report executionQustomRule)

807

Notice

File ‘$filePathAndName$' [$hash$] wasecuted.

Process '$process$' failed to be terminated: $param3$. Banned image: '$filePathAndName$'
[$hash$].

Process '$process$' would have been terminated due to the banned file '$filePathAndName$'
[$hash$] if Policy were not in Visibility Only

Process 'ffrocess$' would have been terminated due to the banned image '$filePathAndName;
[$hash$]: $param3s."

Change NoteCapitalization of the subtype was changed in v8.1.0.

Policy Enforcement

Report execution (removable
media)

822

Info

File ‘$filePathAndNan$ with hash [$hash$] was executed on removable media.

Policy Enforcement

Report execution block

803

Notice

File '$filePathAndName$' [$hash$] would have blocked if a ban were not in Report Only mode

Policy Enforcement

Report read (Custom Rule)

855

Info

File ‘$pathname$$pathSeparator$$filename$’ was read.

Policy Enforcement

Report read (removable media)

824

Info

File '$filePathAndName$' was read on removable media.
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Type
D | Policy Enforcement

‘ Subtype
Report write QustomRule)

ID No.

809

Severity

Info

Example Descriptions/Comments ‘

File '$filePathAndName®/as modified or deleted.
Change NoteCapitalization of the subtype was changed in v8.1.0.

Policy Enforcement

oo

Report write (RgistryRule)

826

Info

Modification of registry '$filePathAndName$' was allowed.
Change NoteThe wording of the Description was modified slightly8r0.0.Subtype capitalization
changedn v8.1.0.

Policy Enforcement

Report write (removable media)

823

Info

File '$filePathAndName$' was modified or deleted on removable media.

D | PolicyEnforcement

Tamper Protection

832

Warning

Execution of ‘$filePathAndName$' by ‘Susername$' was blocked because tamper protection w|
enabled.

Modification of '$filePathAndName$' by ‘Susername$' was blocked because tamper protection
enabled.

Execution &'$filePathAndName$' by '$username$' would have been blocked if tamper protectil
were enabled.

Modification of '$filePathAndName$' by '$username$' would have been blocked if tamper
protection were enabled.

Change NoteCapitalization of the subtype was changed in v8.1.0.

D | Policy Enforcement

Unapproved pocessdiscovered

848

Warning

TheCarbon Black App Contragent discovered an unapproved process '$filePathandName$'
[$hash$] that ran during system startupparami1$

Change NoteCapitalization of the subtype was changed in v8.1.0.

ChangeNote: CB Protection replaced with Carbon Black App Control in v8.5.0.

%2 | Policy Enforcement

User Login denied

853

Warning

User '$param1$' prohibited from logging in computer $computer$.

D | Policy Enforcement

Write block (Custom Rule)

808

Notice

Modification of file '$filePathAndName$' [$hash$] was blocked because of a Custom Rule.
Change NoteCapitalization of the subtype was changed in v8.1.0.

D | Policy Enforcement

Write block (Registry Rule)

827

Notice

Modification of registry '$filePathAndName$' was blocked.
Change NoteCapitalization of the subtype was changed in v8.1.0.

Policy Enforcement

Write block (removable media)

820

Notice

Modification of file '$filePatAndName$' with hash [$hash$] was blocked because it was on
removable media.

D | Policy Enforcement

Write prompt (Custom Rule)

817

Info

File ‘$filePathAndName$' was modified or deleted because of a Custom Rule user response.
Modification of file '$ilePathAndName$' [$hash$] was blocked because of a Custom Rule user
response.

Change NoteCapitalization of the subtype was changed in v8.1.0.

D | Policy Enforcement

Write prompt (Registry Rule)

828

Info

Registry '$filePathAndName$' was modifieddeteted because of a Registry Rule user response
Modification of registry '$filePathAndName$' was blocked because of a Registry Rule user res|
Change NoteCapitalization of the subtype was changed in v8.1.0.

Policy Management

AD rules loaded

605

Info

Active Directory rules script with version $param1$ was loaded successfully.

Policy Management

(eollw]

Approval Request closed

646

Info

I LIWINE G £ wSljdzSad LR PNBIldzSadLs5p gl a Of 2aSK
YpO2YYSyilibpQod
Change NoteTherequest ID was added to the Description field in v8.0.0. Subtype capitalizatior
changed in v8.1.0.
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Type Subtype ID No. Severity Example Descriptions/Comments ‘
D | Policy Management Approval Request created 644 Info Approval Request Id $requestID$ was created by user ‘$Susername$'.
(@) Change NoteThe request ID was added to the Description field in v8.0.0. Subtype capitalizatio
changed in v8.1.0.
D Policy Management Approval Request duplicate create Duplicate of Approval Request Id $requestlD$ was created by user '$username$'.
| 661 Info ChangeNote: Capitalization of the subtype was changed in v8.1.0.
D | Policy Management Approval Request escalated Approval Request Id $requestID$ was escalated by user '$username$'.
I 663 Info Change NoteCapitalization of the subtype was changed in v8.1.0.
D | Policy Management Approval Request modified Approval Request Id $requestiD$ was modified by user ‘$username$'.
I 662 Info Change NoteCapitalization of the subtype was changed in v8.1.0.
D Policy Management Approval Request opened 645 Info ApprovalRequest Id $requestID$ was opened by user '$username$'.
O Change NoteThe request ID was added to the Description field in v8.0.0. Subtype capitalizatio
changed in v8.1.0.
Policy Management Certificate approval created 651 Info Certificate $SubjectNamel & | LILINE GSR 08 WbdzASNYIYSPQ T2
Policy Management Certificate approval deleted 653 Info Approval of certificate $SubjectName$ was deleted by '$Susername$' for publisher $publisher$
Policy Management Certificate approvamodified 652 Info Approval of certificate '$param1$' was modified by '$username$' for publisher '$param3$'.
Policy Management Certificate ban created 654 Info Certificate $SubjectName$ was banned by $username$ for publisher $publishers.
PolicyManagement Certificate ban deleted 656 Info Ban of certificate $SubjectName$ was deleted by '$username$' for publisher $publisher$.
Policy Management Certificate ban modified 655 Info Ban of certificate '$subjectName$' was modified by ‘$username$dbtisher '$param3$'.
D | Policy Management Custom Rule created 638 Info Custom Rule '$ruleName$' was created by '$Susername$'.
O Custom Rule '$ruleName$ (Unified)' was created by '$username$'.
WhNHzA Sbl YSPQ 6F& AYLRNISR o0& WbdzaSNYyIlIYSQo
Change NoteCapitalization of the subtype was changed in v8.1.0.
D Policy Management Custom Rule deleted 640 Info Custom Rule '$ruleName$' was deleted by '‘Susername$'.
O Custom Rule '$ruleName$ (Unified)' was deleted by '$username$'.
Change NoteCapitalization of the subtype was changed in v8.1.0.
D Policy Management Custom Rule modified 639 Info Custom Rule '$ruleName$' was modified by ‘$username$'.
O Custom Rule '$ruleName$ (Unified)' was modified by '$username$'.
Wb NHz Sbl YSPQ HHASNYLYROD®R o0& W
Change NoteCapitalization of the subtype was changed in v8.1.0.
D | Policy Management Device Rule created 641 Info 55SPA0S wdzA S TFT2NJ WhNUzZE Sbl YSPQ éAGK AR Wb Nz
Change NoteCapitalization of the subtype was changed in v8.1.0.
D | Policy Management Device Rule deleted 642 Info wdz § F2NJ RS@GAOS UPRSGAOSHIYSPU gAGK AR WPN
Change NoteCapitalization of the subtype was changed in v8.1.0.
D | Policy Management Device Rule modified 643 Info 5SPA0S wdzZ S WbNMzZ Sbl YSPQ GAGK AR WbNMzZ SL5P
Change NoteCapitalization of the subtype was changed in v8.1.0.
O | Policy Management File approval created 627 Info Approval '$uleName$' for hash [$hash$] was created by ‘$username$'.

I LILINER @1 £

WbNHzE Sbl YS 6! YAFASROUQ T2NJ KF&K b
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Severity

Example Descriptions/Comments

File '$filepath$ ' with hash [$hash$] was approved based on Reputation.

$param1$ files were approved based on Reputation

Notes:This event occurs when the rule is created on the server, not when a file instance is apy
Ly GKS flFad SEFYLX ST WbLINIYmMb FAESAQ f Ay

O | Policy Management File approval deleted 629 Info Approval ‘$ruleName$' for hash [$hash$] was deleted by ‘$Susername$'.

I LILNE G WP NYzE SblYS 6! YAFASROQ F2NJ KFakK b
Approval of file$filePathAndName$with hash [$hash$] was removed based on Reputation.
Approval of $paam1$ files were removed based on Reputation.
Notes:This event occurs when the approval rule is deleted on the server, not when approval of
instance is removed. .
C2NJ GKS tFad SEFYLX ST WpPLI NI} YMP T A fthd fle® wHose
approvals were removed will be listed if they still exist in their respective locations.
Policy Management File approval modified 628 Info Approval '$ruleName$' for hash [$hash$] was modified by '$username$'.
I LILINE @ £ Wb NHgE STh2lNT K |08 Ky AGPPAKS RIOK b8 g a Y2RAT
Policy Management File approved (certificate) 660 Info File ‘$filePathAndName$' was approved by certificate ‘$param1$'.

O | Policy Management File ban created 635 Info Ban '$name$' for [$hash$] waseated by '$Susername$'.

.y Wbyl YSP 60! YATASROQ T2N) obKlFakKpe gka ON
Note: $name$ is either the name of the banned file or a «seated name (usually for mufile
bans).

(o) Policy Management File ban deleted 637 Info Ban '$name$for [$hash$] was deleted by 'Susername$'.

.y WpylYSP 60! YAFTASROQ T2NJ wobKlFIaKpP6 ¢Fa RS
Note: $name$ is the name of the banned file or a useated name (usually for mufiie bans).

O | Policy Management File ban modified 636 Info Ban '$name$' for [$hash$] was modified by 'Susername$'.

.y Wbyl YSP 0! YATASROQ T2N) obKFaKpe gla Y2

Note: $name$ is the name of the banned file or a useated name (usually for mufiie bans).
Policy Management File local apmval 623 Info File '$filePathAndName$' [$hash$] was locally approved on computer $computer$ by '$SuserNg
Policy Management File properties modified 611 Info There are multiple possible descriptions for this subtype. Examples:

File [$hash$] waapproved by '$username$'.

File [$hash$] was marked as an installer by 'Susername$'.

wSLizii F GA2y 41 a RA&AFOESR F2NJ FAtS wbKIFakKpe
Policy Management File remove local approval 625 Info File '$filePathAndName$' [$hash$] was changed to unamar@n computer $computer$ by

‘$userName$'.

1 Policy Management Install package creation scheduled| 603 Notice An $param1$ install package $policyName$.msi was scheduled for creation by ‘$username$'.
Note:t F NI Ym A& SAGKSNI SyLlie 2N aldzi2aYlFGA0¢e 7T
assignment.

Change NoteThe subtype and description were changed in v8.1.4 to indicate that the installati
scheduled, not completed.

D | Policy Management Justificationcreated 650 Info Justification Id $param2$ was created by user '$username$'.

Change NoteCapitalization of the subtype was changed in v8.1.0.

C
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Type ‘ Subtype ID No. Severity Example Descriptions/Comments ‘
i | Policy Management Justification duplicate created 664 Info Duplicate of Justification Id $param2$ was credvgcuser '$username$'.
D | Policy Management Memory Rule created 129 Info Memory Rule ‘$ruleName$' created by '$Susername$'.
(@) Memory Rule '$ruleName$ (Unified)' created by '$username$'.
WpNHzE Sbl YSPQ ¢F& AYLRNISR 08 WpdzASNYIlI YSQo®
Change NoteCapitalization of the subtype was changed in v8.1.0.
D | Policy Management Memory Rule deleted 131 Info Memory Rule '$ruleName$' deleted by '$Susername$'.
O Memory Rule '$ruleName$ (Unified)' deleted by 'Susername$'.
Change NoteCapitalization of the subtype was changed in v8.1.0.
D | Policy Management Memory Rule modified 130 Info Memory Rule '$ruleName$' modified by '$username$'.
(@) Memory Rule '$ruleName$ (Unified)' modified by '$Susername$'.
WP NHzE Sbl YSPQ Whded ANKRKWESR o8
Change NoteCapitalization of the subtype was changed in v8.1.0.
Policy Management Notifier created 153 Info b20iATASNI WPpYy2iATASNDIYSPQ 46Fa ONBIFGSR oe d
Policy Management Notifier deleted 154 Info b2GAFASNI Wpy Héicted bySdkbrhami&sb Q 4 | &
Policy Management Notifier modified 155 Info b2GAFASNI Whby2iAFTASNDEIYSPQ 46+& Y2RAFASR o8
O | Policy Management Policy AD rules changed 604 Notice ‘$username$' created an AD rule for mapping $param1$ to the PglicjcgName$.
Change Notet NA2NJ 2 QGyodndnzs G(KS S@PSyili adzodelLlS ¢
because there are now mapping rules for user login accounts.
Policy Management Policy created 600 Info Policy '$policyName$' was created 'Bysername$'.
Policy Management Policy deleted 601 Info Policy ‘$policyName$' was deleted by ‘$username$'.
Policy Management Policy file tracking disabled 606 Notice File tracking has been disabled for Policy '$policyName$' by ‘$userName$'.
PolicyManagement Policy file tracking enabled 607 Notice File tracking has been enabled for Policy '$policyName$' by 'SuserName$'.
Policy Management Policy modified 602 Info Policy '$policyName$' was modified by 'Susername$'.
Policy Management Processlemoted 1006 Notice Process $filePathAndName$ was demoted on the computer ‘$computer$'. New files written by
process will be unapproved.
Policy Management Publisher approval created 618 Info Publisher '$publisherName$' was approved by 'Susername$'.
Policy Management Publisher approval removed 619 Info Publisher '$publisherName$' approval was removed by '$username$'.
Policy Management Publisher ban created 657 Info Publisher $publisherName$ was banned by $username$.
Policy Management Publishean deleted 659 Info Publisher $publisherName$ ban was removed by ‘$username$'.
Policy Management Publisher modified 630 Info Publisher '$publisherName$' was edited by '$username$'.
D | Policy Management Registry Rule created 132 Info Registry Rule ihleName$' created by ‘$username$'.
O Registry Rule '$ruleName$ (Unified)' created by '$username$'.
WhNHzA Sbl YSPQ 4F& AYLRNISR o0& WbdzaSNYl YSQo
Change NoteCapitalization of the subtype was changed in v8.1.0.

B
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Type ‘ Subtype ID No. Severity Example Descriptions/Comments ‘
D | Policy Management Registry Rule deleted 134 Info Registry Rule '$ruleName$' deleted by '$Susername$'.
O Registry Rule '$ruleName$ (Unified)' deleted by '$username$'.
Change NoteCapitalization of the subtype was changed in v8.1.0.
D | Policy Management Registry Rule modified 133 Info Registry Rule [fleName$' modified by ‘$username$'.
O Registry Rule '$ruleName$ (Unified)' modified by '$username$'.
WhNHz Sbl YSPQ 6F& AYLRNISR o0& WpdzaSNYIl YSQod
Change NoteCapitalization of the subtype was changed in v8.1.0.
Policy Management Reputation settings modified 144 Info Reputation was enabled by ‘$username$'.
Reputation was disabled by '$username$'.
Reputation settings were modified by ‘Susername$'.
Policy Management Rules exported 200 Info Custom Rules were exported by ‘$username$'.
Memory Rules were exporteay ‘Susername$'.
Registry Rules were exported by ‘$username$'.
D | Policy Management Script Rule created 647 Info Script Rule '$ruleName$' was created by '$Susername$'.
Change NoteCapitalization of the subtype was changed in v8.1.0.
D | Policy Management Script Rule deleted 648 Info Script Rule '$ruleName$' was deleted by '$username$'.
Change NoteCapitalization of the subtype was changed in v8.1.0.
D | Policy Management Script Rule modified 649 Info Script Rule '$ruleName$' was modified by '$Susername$'.
Change NoteCapitalization of the subtype was changed in v8.1.0.
D | Policy Management Trusted Directory check 608 Info Trusted Directory '$pathName$' on computer ‘$Scomputer$' is ‘$param2$'.
Change NoteCapitalization of the subtype was changed in v8.1.0.
D | Policy Management Trusted Directory created 613 Info Trusteddirectory '$pathname$' added by '$username$'.
Change NoteCapitalization of the subtype was changed in v8.1.0.
D | Policy Management Trusted Directory deleted 615 Info Trusteddirectory'$pathname$' deleted by ‘$usernames'.
Change NoteCapitalization of the subtype was changed in v8.1.0.
D | Policy Management Trusted Directory import 626 Info, Trusted package ‘$param1$' from '$source$’ has been processed.
Warning, | Notes:Source may be a computer name or a manifest name. Sevdrifg fsr status imports;
Error Warningfor improperly signed or misidentified manifedgsrorfor all other cases.
Change NoteCapitalization of the subtype was changed in v8.1.0.
D | PolicyManagement Trusted Directory modified 614 Info Trusteddirectory ‘$filePathAndName$' modified by ‘Susername$'.
Change NoteCapitalization of the subtype was changed in v8.1.0.
D | Policy Management Trusted Directory scan 609 Info Pre-approval scan startetbr '$filePathAndName$'. Approval ID: $param1$. Job ID: $param2$.
Change NoteCapitalization of the subtype was changed in v8.1.0.
Policy Management Trusted User added 616 Info Trusted User ‘$name$' was added bysgrname'.
Policy Management TrustedUser deleted 617 Info Trusted User ‘$name$’ was deleted bysgrname'.
I | Policy Management Unified rule overridden Unified rule ‘$param1$' was overridden by ‘$username$'
665 Info Note: LY GKS AYyAGALFf NBfSIFaS 2F dyondns 62 FSN,
Policy Management Updater disabled 621 Info Updater '$updaterName$' was disabled by '$username$'.
Policy Management Updater enabled 620 Info Updater ‘®ipdaterName$' was enabled by '$username$'.

C
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Type Subtype ID No. Severity Example Descriptions/Comments ‘
A | Policy Management Yara rule created 220 Info Yara Rule '$param1$' created by ‘$username$'.
A | Policy Management Yara rule deleted 222 Info Yara Rule '$param1$' deletéy 'Susername$'.
A | Policy Management Yararule modified 221 Info Yara Rule '$param1$' modified by 'Susername$'.
Server Management AD lookups are slow 114 Warning | Active Directory Lookups are slow. Average lookup took $param1$ ms. Please review your AL
configuration.
Server Management Agentinstall package generation 214 Error Agent install package generation is disabled for all operating systems. To enable agent generg
: disabled please download rules and host packages from the Carbon Black User eXchange at
https://community.carbonblackam/.
| | Server Management Agent install package generation | 231 Error PLIE FGF2NYP +F3Syd Ayadhtft LIFO1F3IS&a FrHAEtSR i
failed
, | Server Management Agent install package generation | 213 Info $platform$ agent instalpackages have been successfully generated.
succeeded
Server Management Agent SSL error 126 Warning | SSL certificate error was detected when talking with host at IP ‘$ipAddress$'. This event can b)
falsely triggered by unreliable network connections.
Change Notes{ dzo 1 & LIS 4 & a! ISyl OSNIAFTAOLFIGS SELR
@& | Server Management Carbon Black File Reputation 138 Warning | Carbon Black File Reputatioonnection lost: $reason$
connection lost Change Noteln pre8.0.0 releases, the subtype referié® &t F NAG& VYy2gf SRI
{2FGo6 NB wSLzilI GA2y { SNBAOS®E
® | Server Management Carbon Black File Reputation 139 Notice Carbon Black File Reputatioannection restored
connection restored Change Notedlnprey dnon NBf S 454> GKS &ddzoielLlS NBTFSN
{2FGoI NB wSLlzil GA2y { SNBAOS®E @
& | Server Management Carbon Black File Reputatiproxy | 141 Info Proxy disabled. Using direct connectiorGarbon Black File Reptita.
cleared Change Notelnprey ®non NBf S 4S5S4 GKS adzmiéelLlS NBTSN
{2FG6F NB wSLdzli | GA2y { SNIAOS D
©® | Server Management Carbon Black File Reputatiproxy | 140 Info Using proxy '$param1$' for connection @arbon BlacKile Reputation
set Change Noteidlnprey ®n®n NBf S| 48S43 GKS &dzodGeéeLlS NBTSN,
{2FG 61 NB wSLlzit GA2y { SNDAOSPE @
Server Management Communication error 136 Error SOAP error on computer $Scomputer$ ($ipaddress$) in $param1s.
Server Management Connector restart 178 Warning | Connector started, build information: $param1$
Server Management Connector shutdown 179 Notice Connector shutdown cleanly.
Server Management Database error 135 Error Unknown error initializing databagol.
Server Management Database server reached specified 106 Critical Database data file size limit reached. Total data file size is $param1$ MB.
limit
O | Server Management Database verification error 108 Error Carbon Black App Contr8erver database is corrupt: $parami$.
ChangeNote: CB Protection replaced with Carbon Black App Control in v8.5.0.
Server Management Default rules not found 230 Error Failed to generate agent install packages because the default rules do not exist. To enable ag

generation, please download rules from the Carbon Black User eXchange at
https://community.carbonblack.com/.
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Type ‘ Subtype ID No. Severity Example Descriptions/Comments ‘
Server Management Enabled Indicator Set deleted 169 Info Indicator Set $setName$ was deleted by '$username$'
Note: Occurs only when the Indicator Set was enabled at the time of deletion. There is a differg
Indicator Set deleted event for the general case.
Server Management Enabled updater deleted 148 Info Enabled Updater $updaterName$ was deleted by '$username$'
Note: Occurs only when the Updater was enabled at the time of deletion.
Server Management File analysis canceled 158 Info User ‘$Susername$' canceled analysis of file ‘$filenarf#ish$] with ‘$providers'.
Server Management File analysis completed 161 Info File '$filename$' [$hash$] was successfully analyzed with ‘$provider$'. Nothing suspicious was
found.
Warning File '$filename$' [$hash$] was successfully analyzed with 'ped¥. It was reported as malicious,
Server Management File analys|s error 160 Error AnaIyS|S of file '$filename$' [$hash$] with '$pr0Vider$l failed because of error '$pal‘aml$'.
Server Management File analysis modified 176 Info 'User "$username$modified priority of analysis of file [$hash$].
Server Management File analysis requested 157 Info User ‘$Susername$' requested analysis of file [$hash$] with ‘$provider$'.
Analysis of file [$hash$] with '$provider$' was requested by Event Rule '$ruleame
Server Management File downloaded 196 Info File '$filename$' [$hash$] downloaded by '$Susername$' from server
Server Management File inventory deleted 187 Notice Deleted $param1l inventory files that were excluded per configuration
Note: Param1 is the number of files deleted.
Server Management File tracking disabled 109 Warning | File tracking has been automatically disabled because database data file size limit has been re
Server Management File up'oad modified 177 Info UserW b dza S N-y I Yé b q Y 2 R ATA S R LINRA 2 NRA L’l e 2F dzLJt 2 | F
Server Management Health Indicator changed 183 Info ¢CKS {&aiGSY KIFra OKFy3aSR I SIHftOGdK LYRAOI (2N wp
Notes:Param1 is the name of the Health Indicator. Param2 is the tab on which it appears.
Change NoteCapitalization of the subtype was changed in v8.1.0.
Server Management Health Indicator created 182 Info I yS6 1 SHEGK LYRAOL G2Nz#SNY INY SmbBY g &S ONB
System Health page.
Note: Paraml is the name of the Health Indicator. Param2 is the tab on which it appears.
Change NoteCapitalization of the subtype was changed in v8.1.0.
Server Management Health Indicatodeleted 184 Info ¢KS aeaidsSy Kla NBY2@SR | SHfGK LYRAOIFG2NI WH
Page.
Note: Paraml is the name of the Health Indicator. Param2 is the tab where it previously appea|
Change NoteCapitalization of the subtyps&as changed in v8.1.0.
Server Management Health Indicator severity change | 181 Warning | For existing Health Indicators:
/Info Health Indicator $Param1$ has changed from severity $Param2$ to severity $Param3$.

Health Indicator $Param1$ has gone to sevePilyam3$ Check the Health Indicator for more
details. (Appears when indicator stops showing healthy state)

Health Indicator $Param1$ has increased in severity from $Param2$ to $Param3$. Check the
Indicator for more details. (Appears when indicatorves from borderline to critical)

Health Indicator $Param1$ has decreased in severity from Param2$ to Param3$. (Appears wh
indicator moves from critical to borderline)

Health Indicator $Param1$ is now healthy. (Appears when indicator moves to healtby stat

For newly created Health Indicators:
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Type Subtype ID No. Severity Example Descriptions/Comments ‘
Newly created Health Indicator $Param1$ is healthy.
Newly created Health Indicator $Param1$ has severity $Param3$. Check the Health Indicator
more details.
Change NoteCapitalization of the subtype was changed/8.1.0.

Server Managment Host package not found (Linux) 217 Error Failed to generate agent install packages for Linux because the host package does not exist. ]
enable agent generation, please download host packages from the Carbon Blaekdsenge at
https://community.carbonblack.com/.

Server Management Host package not found (Mac) 216 Error Failed to generate agent install packages for Mac because the host package does not exist. T|
enable agent generation, please download host packages from the Carbon Black User eXchal
https://community.carbonblack.com/.

Server Management Host packag not found (Windows) | 215 Error Failed to generate agent install packages for Windows because the host package does not ex|
enable agent generation, please download host packages from the Carbon Black User eAthal
https://community.carbonblack.com/.

Server Management Indicator Set created 163 Info Indicator Set '$setName$' was created by ‘$username$'.

Server Management Indicator Set deleted 164 Info Indicator Set ‘$setName$' was deleted by ‘$username$’

Note: There is a separate Enabled Indicator Set deleted event for Updaters deleted while enal

Server Management Indicator Set disabled 167 Info Indicator Set '$setName$' was disabled by '$username$'

Server Management Indicator Set enabled 166 Info Indicator Set '$setName$' was enabled by ‘$username$’

Server Management Indicator Set exception created 172 Info Indicator Set Exception ‘$setName$' created by ‘$username$'

Server Management Indicator Set exception deleted 174 Info Indicator SeException '$param1$' deleted by ‘$username$'

Server Management Indicator Set exception modified | 173 Info Indicator Set Exception ‘$param1$' modified by ‘Susername$'

Server Management Indicator Set modified 168 Info Indicator Set '$param1$' was modifiey ‘$usernames’

Server Management Indicator Set updated 165 Info Indicator Set '$param1$' was updated by ‘Susername$'

Server Management Install failed 212 Error "$param1$ install failed. $param2$"

Note: $paraml$ is the installation file for the agent host package or default rules file and $parg
is the reason for the failure, such as failed signature verification.

Server Management Install succeeded 211 Info $param1$ install successful
Note: $param1$ specifies a host package platform and version or a default rules version.

Server Management License added 115 Notice User '$username$' has successfully added @arbon Black App Contia@ense.

ChangeNote: CB Protection replaced with Carbon Blapk Control in v8.5.0.

Server Management License error 116 Error User '$username$' attempted to addlarbon Black App Contiatense. ($param1$)
ChangeNote: CB Protection replaced with Carbon Black App Control in v8.5.0.

Server Management Licensavarning 117 Warning | YourCarbon Black App ContiSlite license will expire in $param1$ day(s) on $date$.
ChangeNote: CB Protection replaced with Carbon Black App Control in v8.5.0.

Server Management Network Connector 162 Info New network connectoi$product$', version ‘$param2$' was registered.

bSGig2N] O2yySOiG2N WPLINERAzOGPQS @GSNAAZY WPL
bSGig2N] O2yySOiG2N] WPLINERAzOGPQS @GSNAAZY WPL
'aSNJ WbdzZASNY I YSPQ KI & Y 2dhangctoS#Rrodda@P, F A 3 dzNI G A
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Type ‘ Subtype ID No. Severity Example Descriptions/Comments ‘
2SN WpdzASNPQ KFa Y2RAFTASR ! L O2y TAIdzNI G A2
PaSNI WhbdzZASNY I YSPQ KIF& SylofSR ySisg2N] 0O2yy
PaSNI WhbdzZASNY I YSPQ KIF& RAAalof SR ySisg2N] 02y
PASN) WhdzaSNYF YSPIQY Kt &a B85 52 MRy Shgs2N] O2yy S
' AaSNJ) WhbdzASNY I YSPQ KIF& RAA&AlIO6fSR FAES Fylfea
' ASN) WhbdzASNY I YSPQ KF& &SG LI NIY UPLI NFYHPU
' ASNJ WbdzA SNY | YSb fKeH&3A &S yM20R S RV BFLAENS: YmMb Q T2
Server Management Network Connector added 185 Notice || &5NJ WpdzaSNPQ KFa NBIAAGSNBR ySs ySidsz2N] C
Server Management Network Connector removed 186 Notice ' @4SNJ WpdzaSNPQ KFa NBY2@OSR ySGg2N] O2yySoOiz
Server Management Notifier install failed 156 Error Upgrade Error: Notifier for Policy '$policyName$', Setting ‘$policySetting$' was reset to default
during upgrade.
ServerManagement Old events were deleted 107 Notice Deleting $param1$ events older than $param2$.
I Server Management Rapid Config created 188 Info Rapid Config '$param1$' was created by '$username$'.
I Server Management Rapid Config deleted 189 Info RapidConfig '$param1$' was deleted by '$Susername$'.
| Server Management Rapid Config disabled 193 Info Rapid Config ‘$param1$’ was disabled by '$username$'.
I Server Management Rapid Config enabled 192 Info Rapid Config '$param1$' was enabled by '$Susername$'.
I Server Management Rapid Config modified 190 Info Rapid Config '$param1$' was modified by '$Susername$'.
| Server Management Rapid Config updated 191 Info Rapid Config '$param1$' was updated by '$username$'.
Server Management Reporter restart 151 Warning | Reporter started, build information: $param1$.
Server Management Reporter shutdown 152 Notice Reporter shutdown cleanly.
Server Management Server backup failed 104 Warning | Database backup has failed.
Server Management Server backup missed 105 Warning | Scheduled database backup was not performed.
Server Management Server backup started 103 Info Database backup has been enabled, starting backup service.
Server Management Server backup stopped 110 Notice Backup has been disabled, stoppbagkup service.
D | Server Management Server Config List error 113 Error Data is bad for config list entry. Id[$param1$], Version[$param2$], Data[$param3$].
Change NoteCapitalization of the subtype was changed in v8.1.0.
Server Management Server confignodified 102 Notice Configuration property '$param1$' was changed from '$param3$' to '$param2$' by '$Susername
Tracking of locally approved support files signed by Microsoft was disabled/enabled by
‘$username$’
0 Server Management Server error 142 Error/ There are too many descriptions to list for this subtype since it handles many different types of
Warning | errors. Examples include:

Carbon Black File Reputatiearror logged and service resuming operation.
The remote server returned an unexpectegsponse: (413) Request Entity Too Large.
ChangeNote: CBCollective Cloud Defensgplaced with Carbon Bla¢ile Reputatiorn v8.5.0.

Carbon Black
App Control

30



VMware Carbon Black App ContEMentsGuide

Type ‘ Subtype ID No. Severity Example Descriptions/Comments ‘
Server Management Server performance 175 Warning | Event filter for alert ‘$alertNant® is not performing well. Execution took $param2$ ms while
processing $param3$ events. Please review associated alert filter.
Event Rule '$ruleNamel$' is not performing well. Execution took $param2$ ms while processil
$param3$ events. Please review asated Event Rule filter.
O | Server Management Server restart 101 Notice Carbon Black App Conti®erver started, build information: $param1$.
ChangeNote: CB Protection replaced with Carbon Black App Control in v8.5.0.
O | Server Management Server shutdown 100 Warning | Carbon Black App Contr®erver shutdown cleanly.
ChangeNote: CB Protection replaced with Carbon Black App Control in v8.5.0.
O | Server Management Server upgrade failed 112 Error Failed to upgrad€arbon Black App Conti®érver to $param1$.
e} Change Note¢ KS S@Sy i RSAONARLIIAZ2Y NBTFSNNERO.Ordeases
Not currently used in v8.0.0.
ChangeNote: CB Protection replaced with Carbon Black App Control in v8.5.0.
i Server Management Server upgrade info 195 Info Upgrade Information for servetarbon Black App Contr®erver : Default Rules order was modifie
@) by customer
ChangeNote: CB Protection replaced with Carbon Black App Control in v8.5.0.
O | server Management Server upgradsucceeded 111 Info Successfully upgradegiarbon Black App ContrBerver to version $param1$.
(o) Change Note¢ KS S@Sy i RSAONARLIIAZY NBTFSNNERO.Oreasds
ChangeNote: CB Protection replaced with Carbon Black @pptrol in v8.5.0.
Server Management SSL certificate CN mismatch 128 Critical Common Name mismatch between SSL certificate ($param1$) and RPC Server Name ($para
Server Management SSL certificate error 127 Critical Server was not able to uskefault SSL certificate. Communication with agents is disabled.
Server Management SSL certificate expired 125 Critical Server SSL certificate has expired on $param1$. Agents will not be able to connect if SSL pro;
enabled.
Server Management SSicertificate expiring 124 Critical | Server SSL certificate will expire on $param1$.
o | Server Management SSL certificate generated 118 Notice User '$username$' has successfully generated a new SSL certificBriiom Black App Control
Server: $param1$
ChangeNote: CB Protection replaced with Carbon Black App Control in v8.5.0.
o | Server Management SSL certificate generation failed 119 Warning | User '$username$' has failed to generate a new SSL certifica@afbon Black App Contr8erver.
Error: $param1$
ChangeNote: CB Protection replaced with Carbon Black App Control in v8.5.0.
O | Server Management SSL certificate import failed 121 Warning | User ‘$username$' has failed to import new SSL certificat€éobon Black App Contr8erver.
Error: $param1$
ChangeNote: CB Protection replaced with Carbon Black App Control in v8.5.0.
O | Server Management SSL certificate imported 120 Notice User '$username$' has successfully imported a new SSL certific&araon Black App Control
Server: $parami1$
ChangeNote: CB Protection replaced with Carbon Black App Control in v8.5.0.
Server Management Strong SSL communications 123 Warning | User '$username$' has disabled strong SSL communications. Agents using strong SSL \atil@o
disabled to talk to server anymore. Contact Carbon Black Support for remediation.
Server Management Strong SSL communications enabl| 122 Notice User '$username$' has enabled strong SSL communications. Server cannot be spoofed.
Server Management Systemerror 137 Error Reports a variety of descriptions for command line usage errors in rarely used debugging actiy
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Type Subtype ID No. Severity Example Descriptions/Comments

I | server Management Unified server added 280 Info ' YATASR ASNBSNJ UpLI NFYmPY RRSR G2 €20t (

I | ServerManagement Unified server error 283 Critical | Unified server ‘$param1$' inaccessible.
Unified server '$param1$' inaccessible due to an issue with the SSL certificate.
Unified server '$param1$' inaccessible due to an authentication issue.

I | Server Managemen Unified server modified 282 Info P YAFASR aSNBSNJ UPLI N} YmMPU YZRAFASR 08 Wpdz
Unified Management disabled on local server by '$username$'.
Unified Management configured to be managed only from this server by '$username$'.
Unified Managementonfigured to be managed from all servers by '$username$'.
This server was added to remote unified management configuration by '$username$'.

1 Server Management Unified server removed 281 Info Unified server '$param1$' removed from local configuratioritblp dz& SN/ I YS P Q @
ServerManagement Updater created 145 Info PLIRFGSNI WpdzLJRF GSNbFYSPQ gl & ONBIGSR o6& dUpd
ServerManagement Updater deleted 146 Info PLIREGSN) WhpdzLIRF G SNb I YSPQ 61 & RSt SGSR o6& dbd

Note: There is a separate Enabled Updater deleted event for Updaters deleted while enabled.
ServerManagement Updater modified 147 Info PLIREFGSN) WhdzLJRF GSNbIFYSPQ 618 Y2RAFASR o0& UP
9yl ot SR ! LIRFGSNI WhdzZLIRI 6 SNb I YSPQ 4l & RSt SGS
ServerManagement Updaters Indicator Set disabled 171 Info ‘$username$' disabled automatic update of Indicator Sets fézambon Black File Reputation
Server Management Updaters Indicator Set enabled 170 Info ‘$username$’ enabled automatic update of Indicator Sets f@anbon Black File Reputation
D | Server Management Updaters update disabled 150 Info ‘Susername$' disabled automatic update of Application Updaters f@&arbon Black File Reputatiol
Change NoteCapitalization of the subtype was changed in v8.1.0.
D | Server Management Updaters update enabled 149 Info ‘$Susername$' enabled automatic update of Application Updaters f@arbon Black File Reputatiof
Change NoteCapitalization of the subtype was changed in v8.1.0.
I Server Management Yara Rules Added 197 Info A new set of Yara Rules were added: $param1$ Version: $param2$.
I Server Management Yara Rules Modified 198 Info Yara Rules were modified: $param@&iVersion: $param2$.
Session Management | Console user created 302 Info Updza SNbI YSmbU ONBFGSR ySg dzaSNYlFYS WbdziSNb
Session Management Console user deleted 303 Info ‘$userNamel$' deleted the user 'SuserName2$'.
D | Session Management | Console uselogin 300 Info User '$username$' logged in from $ipaddress$.
O User '$username$' logged in from $ipaddress$ via SAML.
User '$username$' redirected to unified server $serverName$.
Change Noteln v8.0.0, a new description option for Unified Management wakeddin v8.1.0, a
new description option was added for SAML logins.
Session Management | Console user logout 301 Info User '$username$' logged out.
O | Session Management | Console user modified 304 Info ‘$userNamel$' changed the User Roles for $userName2$'.

‘$userName1$' changed the password for '$SuserName2$'.

Wpdza SNb I YSMPQ Y2RAFASR (KS dzaSNJ WhbdzaSNb I Y§
Wpdza SNb I YSmPU OKIy3aSR (KS LI d3d¢62NR FT2NJ U4bd
Wpdza SNb I YSMPQ ONBIFGSR GKS !'tL G218y F2N Up
Unified server modified the unified user $ukame2$.
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Type Subtype ID No. Severity Example Descriptions/Comments ‘
Change Notelnprey ®n ®n NBf S 4S8 GKS FANBRG RS&EONA LI
roles, and listed the user group the user was moved from and to. User groups were changed t
roles in v8.0.0, and users can have more thanrolee Also, unified servers are new for v8.0.0; the
! YATASR &ASNWSN)I Y2RATASRE YvYSaal3aS AyRAOFGS
Session Management Multiple failed logins 305 Warning | User 'Susername$' has failed to log$paraml1dtimes in a row. Current IP Address $ipaddress$.
| | Session Management User Role AD rules changed 309 Notice ‘$username$’ modified an AD rule for mapping $param1$ to the User Role $param2$.
O | session Management User Role created 306 Info User Rolesparam1$' created by ‘$usernames'.
ChangeNotet NA2NJ (i2 Oyodnodns GKS S@Syid adomdeLis |
O | Session Management | User Role deleted 307 Info User Role '$param1$' deleted by ‘$usernames'.
Change Notet NA 2NJ 2 @Qydnodns GKS S@Syid adzoidelLsS |
O | Session Management User Role modified 308 Info User Role '$param1$' modified by '$username$'.
ChangeNotet NA 2NJ (2 @y dnodns (GKS SPSyil ANRORILID |
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Section 2: Access to Event Data

In addition to the App Contr@fonsoleuser interface, event data is available in the following ways:
as Syslog output, in one fdur formats

asAppControd SEGSNY It S@Syid f233Ay 3¢ 2 dzi Lidzi

as SQL views through thpp Controli [ A @SY L FNE { 5Y¢§

asJSOMNutput to external analytics services

in event archive files

=A =4 =4 =4 =4

Syslog Formats

App Controkupports integration of its event information with Syslog servers using several formats. You
configure Syslog integration on ti#/ents tab of th&ystem Configuratiopage, described in the
oSystemConfiguratior chapter of theApp ControUser Guider in online Help in theApp Control
ConsoleUpgrades from previous releases retain the format setting they had.

The supported formats are:

1 Basic REC316)¢ the default for upgradefrom some previous releases

1 Enhanced RFC542¥c a newer standargthe default for new installations

1 CEFHP AcSigh) ¢ the format to use to integratépp Controkvent logs wittHPArcSight ESM
or HPArcSight Logger

1 LEEFBMQI1 Lab3c the format to user to integraté&pp Controkvent logs witiBM Security
QRadar Log Manager IBM Security Qadar SIEM

Note: Manually enabld, customSyslog formatting will bg overwritten on upgrade to this version of
AppControb { SS a{ SGiAyYy3 ! LI 9 EApBAedfrblLiser Guitidoyitistructidrs @i y 3 €
configuring theApp ControlServer for CEF syslog formatting.

Basic and Enhanced Standard Syslog Formats

The fields available in Basic and Enhanced Standard Syslog formats are the same, except for three
optional fields¢ App-Name, ProcID, and MsglDable 4showsthe Basic andEnhanced Syslog format
fields supported byApp ControlExamples of messages in these formaats showrbelow the table.

Table 4. App Control Event Mapping to Basic and Enhanced Syslog Formats

Syslog field Data Type Note |
Facility* INTEGER {eaft23 FI OAHASIESSE ¢t 6 &4
Note: Facility and Severity are coded into one number
per Syslog specification.

Severity INTEGER Seerity mapped fromevent severity(se€labled

Note: Facility and Severity are coded into one humber
per Syslog specification.

Version INTEGER (Enhanced Syslogonfy)e af 23 @SNBRA2Y 3

Timestamp DATETIME Timestamp whenhe Syslogvent was sent (with the
year and UTC time zone according to RFC 5424)

Hostname NVARCHAR(256)| App ControlServerostname, appended by domain as
per RFC 5424

App-Name NVARCHAR(256)| (Enhanced Syslog oni@pnfigurable value in

ParityReporter.log.xml, bR S F I -a@lzf G &
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Syslog field Data Type Note |
ProcID NVARCHAR(256)| (Enhanced Sysllog ontgl))nfigurablg value in o
ParityR&J2 NI SNXf 23 dkIYEf 2 06€ RS
MsgID NVARCHAR(256) (Enhance}j Syslgg onlgl))n,figAurable value )
tF NAGewSLI2ZNUSNWE® IPEYE =
Message | Message field Message isva long text string beginnipg vétlenty and
AYyOftdzRAY3 |ff O0OKS a!ff Y
message also can include some combination of the
conditional fields.
Carbon Black App ContrSlerverevent:itext=< X €
type=£ dP P X
Text NVARCHAR(204§ Event message (All messages)
Type NVARCHAR(256)| Event type name (All messages)
subtype NVARCHAR(256)| Event subtype name (All messages)
hostname NVARCHAR(256)| Event source computer name or 'System' féxpp
ControlServer(All messages)
username NVARCHAR(256)| Name of user associated with the event (All messages
date DATETIME Event timestamp in UTC (All messages)
ip_address VARCHAR IP address (IPv4 or IPv6) of the agent reporting the evi
(Conditional)
process NVARCHART2) Process associated with the event (Conditional)
file_path NVARCHAR%0) File path of the file associated with the event
(Conditional)
file_name NVARCHAR%0) Name of the file associated with the event (Conditional
file_hash CHARRY) Hash of the file associated with the event (Conditional)
installer_name NVARCHAR%0) | Name of the Installer associated with the event (e.g., tl
installer that installed a newly discovered file)
(Conditional)
policy NVARCHARZS) Name of theApp Controlpolicy for the agent associated
with the event (Conditional)
ban_name NVARCHARZS) For files blocked due to bans, name of the ban
(Conditional)
Rapid_config_name| NVARCHAR(256)| Name of theRapid Configssociated with the event
(Conditional)
rule_name NVARCHAR(256)| Name of the rule associated with the event (Conditione
updater_name NVARCHAR(256)| Name of the Updater associated with the event
(Conditional)
indicator_name NVARCHAR(256)| Name of the threat indicator associated with the event;
present, same as rule_name (Conditional)
server_version NVARCHARIAX | Version of the App Control Server associated with the
event(All messages)
file_trust -2 pending File trust from the Carbon Black File Reputation of the
-1 unknown associated with the event. Pending implies that FILE
0-10 Trust vale lookup was not yet performed but will be. (Conditional)
file_threat -2 pending File threat from Carbon Black File Reputation of the file
-1 unknown associated with the event. Pending implies that Carbor
0 No threat Black File Reputation lookup was not yet performed bt

will be. (Conditional)

B
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Syslog field

Data Type

1 Potential risk
2 Malicious

Note |

Message fields (continued)

process_key uIiD
process_trust -2 pending Unique proprietary key identifying the instance of the
-1 unknown process on a specific computer
0-10 Trust value
process_threat -2 pending Parent process trust from Carbon Black File Reprtadf
-1 unknown the file associated with the event. Pending implies that
0 No threat Carbon Black File Reputation lookup was not yet
1 Potential risk performed but will be. (Conditional)
2 Malicious
unified_source NVARCHAR(256)| Unified server that is the source of and event, if unified
management i€nabled and the source of an event.
(Conditional)
prevalence INTEGER Prevalence of file related to the event
global_state NVARCHAR(128)| Global state of the file associated with the event

(Approved/Unapproved/Banned)

Basic Syslog Format Message

Thefollowing is an example of Basic Syslog format:

16/06/1 6 13:42:48

Info message from: 123.45.6 7.8
Hostname: desktop8 .mycorp.local
Carbon Black App Control event : text="

File 'c:

\ apps\ alexainstaller.exe'

[07693beb9aaebdd8b3223a5becc25b44c70afd73cec9e4984ffc4e89624c5e17] was
executed for the first time." type="Discovery" subtype="First execution on

network" hosthname="WORKGROUP \ LAPTOP6 username="

/201 6 1:42:48 PM" ip_address=
\ windows \ explorer.exe" file_path="c:

file_name="alexainstaller.exe"

date="6/16
process="c:

LAPTOPG Administrator”
"fd70::a98b  :d 49b: e45f: cd30"
\ apps\ alexainstaller.exe"

file_hash="07693beb9aaebdd8b3223a5becc25b44c70afd73cec9e4984ffc4e89624c5el7"

policy="Test" process_key="00000000
server_version="
process_threat="0"

C

Carbon Black
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prevalence

- 0000 - 0574 - 01cf - 86e9e504f7e6"
8.1 .0 . 899" file_trust="0" file_threat="2" process_trust="10"
="1" global_state

=" approved "
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Enhanced Syslog Format Message

The following is an example of Enhanced Syslog format:

16/06/1 6 14:38:37

Notice message from 123.45. 67.8

Hostname: desktop8  .mycorp.local

1201 6-06-16T14:38:37Z laptop6 - - - - Carbon Black App Control event :
text="Computer WORKGROUP \ LAPTOPG6 discovered new file

'c: \'windows \ temp\ jvyygbe4.dIl
[eebOada676b1f8e5e94015b5e48ed4bcf23959b0d0837bbd51¢c1870f5d641d2a]."
type="Discovery" subtype="New unapproved file to computer"
hostname="WORKGROUPLAPTOP6 username="NT AUTHORITY \ SYSTEM" date="6/16/201 6
2:38:35 PM" ip_address=" fd70::a98b  :d 49b: e45f: cd30"

process="c: \ windows \ microsoft.net \ framework64 \ v2.0.50727 \ csc.exe"
file_path="c: \ windows \ temp\ jvyygbe4.dll" file_name="jvyyqgbe4.dlIl"

file_hash="eeb0ada676b1f8e5e94015h5e48ed4bcf23959p0d0837bbd51¢c1870f5d641d 2a"
installer_name="csc.exe" policy="Test" process_key="00000000 - 0000 - Obc4 - 01cf -
8970a7aca018" server_ve rsion=" 8.1 .0 .992" file_trust=" - 1" file_threat=" -1
prevalence ="-1" global_state =" approved "

Mapping App Control Events to ArcSight CEF

App Controkuppots integration of its event information with Syslog servers using several formats. One

of the Syslog formats supported is ArcSight CEF (Common Event Format), which you can use to integrate
App Controkvent logs with ArcSight ESM or ArcSight Logger. Mdigame Syslog integration on the

System Configuratioffventspage, described in théSystemConfiguratiod O K | LEin§App 2 F

Control

This section describes the mappingAgfp Controkvent fields to ArcSight CEF fields. See your ArcSight
documentationfor full information about ArcSight CEF and its capabilities.

Top-Level Syslog Format

Table 5. App Control Event Mapping to Syslog ArcSight Common Event Format
(REC 3164 and ArcSight CEF)

Syslog field Data Type Note

Facility INTEGER {eaft23 TFI OAELASIEST ¢ f g &a adzaSH
Note: Facility and Severity are coded into one number per Syslog
specification.

Severity INTEGER Severity mapped from eveseverity(seeTable 2
Note: Facility and Severity are coded into one number per Syslog
specification.

Timestamp DATETIME Timestamp whenhe Syslog event was sent (without the year,
according to RFC 3164)

Hostname NVARCHAR(256) | App ControServerhostname

Message Message encoded according to ArcSight CEF specification

Carbon Black
App Control 37


http://tools.ietf.org/search/rfc3164
http://www.arcsight.com/solutions/solutions-cef/

VMware CarboiBlack App Control Events Guide

Message Format

ArcSighCEF format uses the Syslog message protocol as a transport mechanism. The format of the
message is:

Date - Time host CEF:Version|Device Vendor|Device Product|Device Version|
SignaturelD|Name|Severity|Extension

Each message includes a common predimsisting of the message date and time, the hostname of the
server from which it was sent, and "CEF:" plus the version of CEF fditmeatemainder of the message
is formatted into eventspecific fields delimited by a bar ("|") character.

The following eample illustrates a CEBrmatted message using Syslog output fréypp Control

Sep 19 08:26:10 server3 .mycorp.local CEF:0| Carbon Black | Protection
| 8. 1.0 . 899|801|Execution block ( unapproved file)|5| dst=10.0.0.1
duser=NTAUTHORITY\ SYSTEM msg=File 'itunesset up64.exe' has been blocked

because it was unapproved

ArSIShtE [ o | o | B S =

Last Login: 20152000 2: 32: 38 AW POT

................................................. <......._..,,_..._...._.ﬁ...,,..._...,,.._.....,,.._-.,,........_.,,...._.._._l::_x';;_x':;;_\';;:_\':-.-.l..._ e

St (6010 S:00:00 AWM PDT  End: 90132010 5:59: 59 AM POT [0] [0] [633] [0] [0] Total: 633 Runniry =
e}
Displaying: &1
(0] 0] 0 ad cose | B options | O s Fitr | © et |01 T 23456700 s ges o
r R00 5 25: 09 AM PDT | 412000 1223748 PR POT | Coasiputar CLI Egciad g 439 Li=) Tk CLI cammand “copycacha® was
Managasan Al
[T 13010 5:25: 04 4K PDT | 90052010 129740 PM POT | Cosputer | CLI fodcited & 4% 95 | Thes CLI command "copycacha® was
MO, Lt
| avsman a1 a8 AMBDT | 82000 220824 B EDT | Pakey fancition Elock | & i 1o Fin
Infarcamant | (pandng e} ey A Eph LunREEHa R LU, R,
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CEF-App Control Mapping Tables

The tables below provide the following CGEpp Contromapping information:

i Table 6shows the mapping okpp Controdata to CEF Header fields
1 Table 7shows the mapping ofApp Controbata to CEF Extension field data
1 Table 8howsApp Controlspecific custom extensions

Table 6. Mapping of App Control Event Data to CEF Header Fields
CEF Prefix App ControlValue Description

Field

Host Hostname Hostname of thedpp ControServemproviding theSyslog output
Version 0 CEF format version. By default this is 0.

Device Vendor | Carbon Black The company name of theyslog output provider.
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Device Version | 8.5.0.xxx The version of product generating syslog output. The curkgrmt
Controlversion is8.5.0and xxxrepresents the build number appende
to the version.

Device Product | Protection The product name of theyslog output provider.

SignaturelD Event subtype 1D Unique numberfor the event subtype as classified App Contral
Name Event subtype name Unique namédor the event subtype as classified Bpp Contral
Severity Event severity ID Numeric valuandicating the severity of the evenApp Controkevent

severity ranges from 7 (least severe) to 0 (most sevéiggse are
mapped to CEF severity levels, which range from O (least severe) t
(most severe). The CEF severity is calculated by subtralctigpp
Controlseverity from 9. This means that the most sevapp Control
event has a CEF severity of 9. The least seAdppeControkevent has a
CEF severity of 2.

Extension (varies) Additional evat information. Se Table 7

Table 7. Mapping of App Control Event Data to CEF Extensions

CEF Extension Name App ControlEvent Description

Field

externalld Event ID Unique auteincremented ID of each generated
App Controkvent.

DeviceEventCategory Event Type App Controkevent type

startTime Event Timestamp | Timestamp when the event was created on the
endpoint (in UTC).

ReceiptTime Event Received Timestamp when the event was received by the
Timestamp App ControServer(in UTC).

Message EventDescription Full text message of th&pp Controkevent

deviceHostName ServerHostname App ControlServerhost name Note that this could

be an IP address if that is whatis entered during
server installation.

destinationAddress * IPAddress IPv4 address of the machine generating the eve
(if available).

deviceCustomIPvAddress * IPAddress Ipv6 address of the machine generating the ever
(if available)

destinationHostName * Hostname Host name of the machine generating the event,

destinationUserName * Username User name of the user generating the event.

Fleld * Antibody 1D Unique (auteincremented) ID of the file

generating the event.

filePath * FilePath Full pathname of the file generating the event.
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CEF Extension Name App ControlEvent Description

Field
fileName * FileName Filename of the file generating the event.
fileHash * FileHash SHA256 fle hash of the file generating the event
deviceProcessName * Process Process name of the process generating the eve
sourceProcessName Processey Unique proprietary key identifying the instance o

the process on a specific computer

reason IndicatorName Name of the threat indicator associated with the
event; if present, same aslle name(Conditional)

deviceExternallD Unified Source Name of theunified management server that is tH
source of an evenfConditional)

* CEF Extensions with asterisks @vatextdependent and not available on all events.

Table 8. Mapping to Custom CEF Extensions

CEF Custom Extension & App Control  Description

Label Event Field

deviceCustomsStringl * RootHash Root hash of the file generatirige event.
deviceCustomStringlLabel =
GNR2GI | aKé

deviceCustomsString2 * Installer Installer Filename of the file generating the event.
deviceCustomString2Label = | Filename
GAyadl tt SNCACT

deviceCustomsString3 * Policy App Contropolicy of the machine generating the event.
deviceCustomString3Label =
GLR2t AORE

deviceCustomsString 4* BanName For a block event, the name of the ban (if any) that blocked
deviceCustomString4Label = the file; some bans are unnamed
Gokybl YSE

deviceCustomString 5* RuleName The name of the rule associated with the event (if any)

deviceCustomString5Label
G NHzt Sbl YS¢

deviceCustomsString 6* UpdaterName | The name of thé&Jpdaterassociated with the event (if any)
deviceCustomsString6Label =
G dzLJRI G SNb I YS¢
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CEF Custom Extension & @ App Control  Description

Label Event Field
deviceCustomFloatingPoint1 { File Trust File trust fromCarbon Black File Reputatiofithe file
deviceCustomFloatingPoint1L] associated with the event. Pendingeansthat Carbon Black
0S8t ' aFAf S¢eN File Reputationookup was not yet performed but will be.
(Conditional)
-2 pending
-1 unknown

0-10 Trust value

deviceCustorRlexStringt Fle Threat File threat fromCarbon Black File Reputatiofthe file
deviceCustomEkStringlabel associated with the event. Pendingeansthat Carbon Black
' aFAf S¢CKNBI (G File Reputatiorlookup was not yet performed but will be.
(Conditional§pending

ocunknowrg

00 - No threag

Al - Potential ris

&2 ¢ Malicioug

deviceCustomFloatingPot | ProcessTrust Parent process trust fror@arbonBlack File Reputatioof the
deviceCustomFloatingPoRita file associated with the event. Pendingeansthat Carbon
0S8t I aLINROSa Black File Reputatidmokup was not yet performed but will
be. (Conditional)

-2 pending

-1 unknown

0-10 Trust value

deviceCustorhlexString* ProcessThreat | Parent process threat fror@arbon Black File Reputatiohthe
deviceCustorRlexStringLabel file associated with the event. Pending implies t&atrbon

' aLINREOSAaE ¢ KN Black File Reputatidookup was not yet performed but will
be. (Conditional)

opending

ounknowng

00 - No threat

Al - Potential risk

2 ¢ Malicioug

* All CEF Custom Extensions are contiextendent and not available on all events.

Mapping App Control Events to QlLabs LEEF Format

One of the Syslog formats supportegd App Controis QlLabs LEEF (Log Event Extended Format), which
you can use to integratApp Controkevent logs with QRadar SIEM or QRadar Log Manager. You
configure Syslog integration on the System Configuration gagats tab in thé\pp ControlConsole.

This sectiordescribes setup of QRadar Log Manager to acAgptControkvents, and the mapping of
App Controkvent fields to Q1Labs LEEF fields. See your QRadar documentation for full information
about QRadar and LEEF capabilities.

Important: If you are runningh\pp Controlversion 8.1.0 or lateryou must update th€Radar DSM
module forApp Controto at least theJuly 201#ersion released by QRaddthis will enable QRadtr
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properly parseApp ControB.0- and 8.1specific eventsThe pevious DSM module for BitSecurity
Platform can still be used to integrate older versions of the Bit9 product with the QRadar.

Configuring QRadar Log Manager

Whenan App ControBerverbegins to send events to the QRadar Log Manager, approximately the first
10 events will appeaas "Unknown events". After that, QRadar Log Manager will-digooverevents

as being fronCarbon BlacRpp Contral and will add a Log source definition for tigip ControlServer
called 'CarbonBlackAppControl @ <CarbonBlackServerComputerNamite>the default QRadar Log
Manager parameters.

To be certain you capterall events, set ufarbon Blackpp Controhs a log source in QRadar Log
Managerbeforeintegrating with theCarbon Blackpp ControlServer

Manual Setup of App Control as Event Source

Yau can manually configur&pp Controhs the source of events sent to the QRadar Log Manager.

To configureCarbon Blackpp Controlas an event source for QRadar Log Manager:

1. Inthe QRadar Log Manager Console, click orittrain tab.

2. On the console émin settings, under Data Sources/Events, dliofg SourcesThe Log Sources
window opens.

In the Log Source window menu bar, chakd. TheAdd aLog Sourcewindow opens.
In the new window, for Log Source Name, er@arbon Black pp Control

For Log Sowe Description, ente€arbon Blaclpp ControlServer

ChooseCarbon Blaclkpp Controlon the Log Source menu.

For Log Source Identifier, enter the fully qualified domain name o€Cdumdon Blackpp Control
Serversending the events.

8. Set Credibility td.0.
9. Click theSavebutton.
10. On the QRadar Log Manager Admin console, Blegdoy Changem the Admin menu bar.

No oMo

Top-Level Syslog Format

Table 9. App Control Event Mapping to QlLabs Log Event Enhanced Format
(REC 3164 and QlLabs LEEF)

Syslog field Data Type Note

Facility INTEGER {eaf23 FI OAELASI®ST ¢ f 6 84 GdzaS]
Note: Facility and Severity are coded into one number per Syslog
specification.

Severity INTEGER Severity mapped fromApp Controkeventseverity(seelabled
Note: Facility and Severity aded into one number per Syslog
specification

Timestamp DATETIME Timestamp whenhe Syslog event was sent (without the year,
according to RFC 3164)

Hostname NVARCHAR(256) | App ControlServerhostname

Message Message encoded according to Q1lLabs IspEéification
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LEEF Format

QlLabs LEEF format uses the Syslog message protocol as a transport mechanism. The format of the
message is:

Date - Time hostname LEEF:Version|Vendor|Product|Version|EventID|
Keyl=Valuel<tab>Key2=Value2<tab>...<tab>KeyN=ValueN

Eat message includes a common prefix consisting of the message date and time, the hostname of the
server from which it was sent, and "LEEF:" plus the version of LEEF format. Following the prefix, the
message includes fields describing the product sendingribgsage and an event identifier. The

remainder of the message is formatted into an evepecific series of key value pairs delimited by a tab
character. Characters in the message are-B€Rcoded.

The following example illustrates a LHBfatted messge using Syslog output fro&pp Control with
Getab>d 4 dz0 A GAGdzi SR 6KSNBE FOlGdzZlf dloa FNB dzaSR Ay GKS

Jan 18 11:07:53 19 8.76 . 5.4 LEEF:1.0 | Carbon_Black | Protection |
8.1 .0.978 <tab>|NEW_PORT_DISCOVERD|src=172.5.6.67 <tab>dst=172.50.123.1 <tab>
sev=5 <tab>cat=anomaly <tab>msg=there are spaces in this message

App Control-to-LEEF Mapping Tables

The tables below provide the following LE&#p Contromapping information:

i Table 16shows the mapping o&pp Controkvent data to LEEF Header fields
i Table 11shows the mappingf App Controkvents to LEEF Attributes

Table 10. Mapping of App Control Event Data to LEEF Header Fields

LEEF Prefix Fieli App ControlValue  Description

Hostname Hostname Hostname of theApp ControlServemproviding theSyslog output
LEEF Version 1.0 LEEFormat version. By default this is 1.0.

Vendor Carbon Black The company name of thg/slog output provider.

Product Protection Thename of the product generating/Slog output.

Version 8.5.0xxx The vesion of the product generatingySlog outputjncluding the

0dzA £ Ry dzY o SNJ 6 NB LINB aubrghtiABpRCorird
version is8.5.0.

EventID Event subtype name | Unigque name identifying the event subtype as classifie@asbon
Black App Control
Attributes (varies) SeeTable 11
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Table 11. Mapping of App Control Event Fields to LEEF Attributes
LEEF Property Regular Expression

LEEF Attribute
(name in RAW

view)

cat

(Visible name
in Console)

Category

(to Extract)

App
Control
Event
Field

Event Type

Description

App Controkvent
category name

Sev

Severity

Severity

Severity of theApp
Controlevent.
Mapped fromApp
Controlrange 70 (O is
most important) into
LEEF rangk10 (10=
most important)

devTime

Device Time

Event
Timestamp

Timestamp(UTC)
whenApp Control
event wagyenerated,;
Converted to local
time when displayed
Fa 263 { 2 dzNJX
in QRadar events view

receivedTimé

Received Time

receivedTime=([\t]+)[\t]*

Received
Time

Timestamp (UTC)
when the event wa
received by théApp
ControlServer

msd

Message

msg=([*t+)N\*

Event
Description

Fullmessage
describing theevent

externallB

External ID

externalld=([At]+)[\t]*

Event Id

Unique identifer of
the event instance

sré

Source Address

Ip Address

IP (IPv4) address of
the compuer
generating the event

srcHostNam#g?

Source
Hostname

srcHostName=([t]+)[\t]*

Hostname

Hostname of the
compuer generating
the event

srcProcess

Source Process

srcProcess=(1]+)[\t]*

Process

Name of the process
generating the event

usrNamé

Username

Username

Userrame of the user
generating theevent

filePath-2

File Path

filePath=([At]+)[\{]*

File Path

Fullpath of the file
generating the event

fileNamée-2

Filename

fileName=([At]+)[\t]*

File Name

Filename of the file
generating the event

fileHasHh2

File Hash

fileHash=([A]+)[\ *

File Hash

SHA25@hashof file
generating the event

fileld-2

File ID

fileld=([A+)\ *

Antibody Id

Unique identifier of
file generating the
event

rootHasH?

Root Hash

rootHash=

(N

Root Hash

Root hash ofhe file
generating the event
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LEEF Attribute
(name in RAW
view)

installerFileNam&?2

LEEF Property
(Visible name
in Console)

Installer
Filename

Regular Expression
(to Extract)

installerFileName=(}]+)[\t]*

Installer
Filename

Description

Installer filename 6
the file generating the
event

banNamé 2

BanName

barnName=([At]+)[\t]*

Ban Name

For block events,
name of the ban that
blocked the file
Change NotesThis
waséruleb | Y S €
to 7.0.1 Patch 3.

ruleNameé2

Rule Name

ruleName=([At]+)[\t]*

Rule Name

Name of the rule
associated with the
event (if any)

updaterNamé-?

Updater Name

updaterName=([t]+)[\t]*

Updater
Name

Name of theUpdater
associated with the
event (if any)

indicatorName

indicatorName

indicatorName=([t]+)[\t]*

Indicator
Name

Name of the threat
indicator associated
with the event (if any)

policy*?

Policy

policy=([\t]+)[\t]*

Policy

App ControPolicy of
the computer
generating the event

dstHostNamé

Destination
Hostname

dstHostName ([N t]+)[\ t]*

Hostname

App ControServer
computerreceiving
the event

processKey

Process Key

processKey([Mt]+)[\t]*

Process Key

Unique proprietary
key identifying the
instance of the
process on a specific
computer

fileTrust

File Trust

fileTruse([M\t]+)[\t]*

File Trust

File trust fromCarbon
Black File Reputation
of the file associated
with the event.
Pending implies that
file lookup was not yet
performed but will be.
(Conditional)

-2 pending

-1 unknown

0-10 Trust value

App Control
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LEEF Attribute LEEF Property Regular Expression Description
(name in RAW (Visible name  (to Extract)

view) in Console)

fileThreat File Threat fileThreat ([N t]+)\t]* File Threat | File threat from
Carbon Black File

Reputationof the file
associated with the
event. Pending implieg
that file lookup was
not yet performed but
will be. (Conditional)
-2 pending

-1 unknown

0 No threat

1 Potential risk

2 Malicious

processTrust Process Trust | processTrust([M\t]+)[\t]* Process Parent process trust
Trust from Carbon Black Filg

Reputationof file
associated with the
event. Pending implieg
that file lookup was
not yet performed but
will be. (Conditional)

-2 pending
-1 unknown
0-10 Trust value
processThreat Process Threat | processThreat=(}]+)[\t]* Process Parent process threat
Threat from Carbon Black Filg

Reputationof file
associated with the
event. Pending implieg
that file lookup was
not yet performed but
will be. (Conditional)
-2 pending

-1 unknown

0 No threat

1 Potential risk

2 Malicious

unifiedSource Unified Source | unifiedSource@™\t]+)[\t]* Unified Hostname of the
Server Unified Servefif

Source implemented)that is
the source of an event
1These are custom LEEF attributes&pp Controkevent fields with no predefined attribute name in LEE&U
must use the regular expressions next to each of these items to extract it as a custom attributéar§es Setup
of App ControlCustom Propertiefor instructions.

2These LEEF Extensions are contiegtendent and not available on all events.
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Manual Setup of App Control Custom Properties

For the current release of QRadar Log Manager, manual setup is required to parse App&ontrol
properties.Table 11shows the regular expressions that must be used to parse each custom property.

To configure custom properties for QRadar Log Manager:
1. On the QRadar Log Mager, click théddmintab and then cliciCustom Event Propertieis
the Data Sources/Events section. The Custom Event Properties window opens.

2. ClickAddin the Custom Event Properties window menu bar. The Event Property Definition
window opens.

3. In the EvenProperty Definition window, click thieew Propertyradio butEon, andin the A A
New Property text box, enter a LEEF Property name ffable 116 4 dzOK | & daSaal 3S:
4. ChooseApp Controlon the Log Source Type menu.
5. Enter the regular expression fromable 1lcorresponding to the property you chose (such
I amsg=(At]+H)[\]*€ 0 ©
6. Make sure that théenabledbox is checked, and then click tBavebutton.

7. Repeat the steps above for ea8lpp Controcustom property (those with regular
expressions) listed imable 11

8. On the Admin console, cligkeploy Changei the Admin menu bar.
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External Event Database

You can sendventsfrom the App ControlServerto an external database. The following table describes
the external events table columns.

Table 12. App Control External Event Database Columns

column

External table Data Type

Note

event_id BIGINT ID ofthe event

time DATETIME Time when event occurred (in UTC)

received_time | DATETIME Time when server received the event (in UTC)

severity NVARCHAR(256] Event severity

priority NVARCHAR(256] Event severity; note that priority was used in pf2.1releases,
and i§ qegrecatgd for 7.2.1 and later. The preferred name is
GaSUSNRAUEE D

type NVARCHAR(256] Event type name

subtype NVARCHAR(256] Event subtype name

text NVARCHAR(102{ Event description

hostname NVARCHAR(128] Event source (computer nanag 'system’)

host_id INTEGER L5 2F (KS S@Syid az2daNOS 602YL]

ip_address VARCHAR(40) | IP address associated with the event

platform NVARCHAR(64) | Platform of the computer associated withellevent (Windows,
Mac, Linux)

hostgroup NVARCHAR(512] Name of the policy associated with the event

hostgroup_id | INTEGER ID of the policy associated with the event

username NVARCHAR(512] Name of user associated with the event

process NVARCHAR(512] Name of the process associatedwihe event

filename NVARCHAR(102{ Full file path

hash CHAR(64) File hash (sha256)

tail_filename NVARCHAR(256] Truncated file name (max. 256 characters)

roothash CHAR(64) Installer hash (sha256)

rootname NVARCHAR(1024 Installer name associatealith the event

ieid INTEGER Installer ID associated with the event

ban_name NVARCHAR(128] For blocked file events, the name of the ban that blocked the filg
action; some bans are unnamed

rule_name NVARCHAR(128] Name of the rule associated with tlewent (if any)

updater_name | NVARCHAR(256] Name of theUpdaterassociated with the event (if any)

parent_id INTEGER Not used

indicator_name| NVARCHAR(128] Name of the threat indicator associated with the event (if any)

process_key NVARCHAR(128] Unique proprietary key identifying the instance of the process o
specific computer

file_trust INTEGER File trust fromCarbon Black File Reputatiofithe file associated
with the event. Pending means that file lookup was not yet
performed but will be(Conditional)
-2 pending
-1 unknown
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column

External table Data Type Note

0-10 Trust value

file_threat INTEGER File threat fromCarbon Black File Reputatiofthe file associated
with the event. Pending means that file lookup was not yet
performed but will be. (Conditional)

-2 pending

-1 unknown

0 No threat

1 Potential risk

2 Malicious

process_trust | INTEGER Parent process trust fror@arbon Black File Reputatiofthe file
associated with the event. Pending means that file lookup was 1
yet performed but will be. (Conditional)

-2 pendirg

-1 unknown

0-10 Trust value

process_threat | INTEGER Parent process threat fror@arbon Black File Reputatiofthe file
associated with the event. Pending means that file lookup was 1
yet performed but will be. (Conditional)

-2 pending

-1 unknown

0 Nothreat

1 Potential risk

2 Malicious

process_hash | CHAR (64) Hash of the process associated with the event

—

—

command_line | NVARCHAR Command line in the event description. Command lines may
(1024) include proprietary information (e.g., passwords), and so their
inclusion in events is optional. (Conditional)

| unified_source | NVARCHAR (25€ In a Unified Management environment, the server thatiated an
action. (Conditional)

[ Newor changed for v8.0.

Live Inventory SDK

App Controincludes publicviewsinte G & & f A @S Ay @Sy (i2NBé¢ RIGIOF&S 27
create your own reporting and data analysis solutions through the use of these public views. The
schema for these public viewskig9_publicand the view for events iExEvents

Please r& SNJ (i 2 ad LPLASHRALEy dSy (i 2 NB { £arhon Bldckpp Gohtébldser+ A S 6 & ¢
Guideor online Help irthe App ControlConsoleor more details.

Event Output for External Analytics

An App ControlServercan be configured to send datacludng App Controkevent datato external

data analytics tools, such as Splublata exported foexternal analytical tools is JSON formatt
includes the field name with each value, making it easier both to view the raw output and to parse it
later without creating indexing dependencies.
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t £ SIasS BEpAgData ibRExtérnal Analysis A YsingApR Controbuide or online Help in
the App ControlConsolgor more details.

Archive Files

You can choose to havba App ControlServerexport a daily archive of events to a GZtnpressed

CSV file named in the formgyyymm-dd.csvgz To enable this feature, go to the Events tab of the
System Configuration page, click Edit, check the Archive Events Enabled box, and click Update. The
location of these archive files is in a subfolder of the server installation directory, by default:

C:\ Program Files (x86) \ Bit9 \ Parity Server \ archivelogs \

The following table describes the columns in these archive files.

Table 13. Event Archive CSV File Columns

~ Archive CSV column Note |
TIMESTAMP Time event occurred on agent (in UTC)
RECEIVEDTIMESTAMP Time event was received on server (in UTC)
EVENTTYPE Event type name
EVENTSUBTYPE Event subtype name
COMPUTER Event source (computer name or 'System")
i | COMPUTER_ID 9SSy a2dNOS 6! yAljdzS ydzYSNAO L5
PLATFORM Platform of the computer associated with the event
IP_ADDRESS IP address associated with the event
MESSAGE Event description
POLICY Name of the policy associated with the event
FILENAME Full file path
PROCESSNAME Name of the process associated with the event
HASH File hash
HASH_TYPE Type of the file hash (2 = SHA1, 3=MD5, 5=Sha256, 6=MSlI)
INSTALLER_HASH Installer hash
INSTALLER_HASH_TYPE | Type of the installer hash (2SHA1, 3=MD5, 5=Sha256, 6=MSI)
RULE_NAME Name of the rule associated with the event (if any)
RULE_TYPE Rule type of the rule associated with the event
BAN_NAME For blocked file events, the name of the ban that blocked the file actio
some bans arennamed
UPDATER_NAME Name of theUpdaterassociated with the event (if any)
SEVERITY Event severity 3 o
Change Notest KA a O2f dzvYy ¢l a f{-F.513dleSsBs a
USERNAME Name of user associated with the event
PROCESS_HASH Hash of theprocess associated with the event
PROCESS _HASH_TYPE | Hash type of the process associated with the event
ROOT_NAME Installer name associated with the event
GLOBAL_STATE Global state of the file associated with the event
(Approved/UnapprovetBanned
INDICATOR_NAME Name of the threat indicator associated with the event (if any)
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\ Archive CSV column
FILE_TRUST

Note |
File trust fromCarbon Black File Reputatiohthe file associated with the
event. Pending means that file lookup was not yet performed but will b
(Conditional)

-2 pending
-1 unknown
0-10 Trust value

FILE_THREAT

File threat fromCarbon Black File Reputatiofithe file associated with
the event. Pending means that file lookup was not yet performed but w
be. (Conditional)

-2 pending

-1 unknown

0 No threat

1 Potential risk

2 Malicious

PROCESS_TRUST

Parent process trust fror@arbon Black File Reputatiofthe file
associated with the event. Pending means that file lookup was not yet
performed but will be. (Conditional)

-2 pending

-1 unknown

0-10 Trust value

PROCESS_THREAT

Parent process threat frol@arbon Black File Reputatiofthe file
associated with the event. Pending implies that file lookup was not yet
performed but will be. (Conditional)

-2 pending

-1 unknown

0 No threat

1 Potential risk

2 Malicious

USAGE_COUNTER

Prevalence of file related to this event

PROCESS_USAGE_COUN

Prevalence of parent process related to this event

PROCESS_KEY

Unique proprietary key identifying the instance of the process on a spe
computer

COMMAND_LINE

Command line in the event description. Command lines may include
proprietary information (e.g., passwords), and so their inclusion in eve
is optional.

UNIFIED_SOURCE

In a Unified Management environment, the server that initiated an actij

New orchanged for v&.0.

C
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Contacting VMware Carbon Black Support

Please view our Customer Support Guide on the User Exchange for more information about Technical
Support:

https://community.carbonblack.com/t5/SuppoiZ one/Guideto-CarbonBlackCustomerSupport/ta
p/34324

For your convenience, support f8pp Controis available through several channels:

Technical Support Contact Options
Web: User Eghange
E-mail: support@carbonblack.com
Phone: 877.248.9098
Fax: 617.393.7499

Reporting Problems

When you call or-enail technical support, please provide the following information to the support
representative:

Requwgd Description
Information
Contact Your namegcompany name, telephone number, andvail address

Product version | Product name (for examplépp ControServer or Agent) and version number

Hardware Hardware configuration of the server or endpoint having the issue (processor,

configuration memory, and RAM)

Document For documentation issues, specify the version of the manual you are using. Th

version and version of the document appear on the cover page aftdocuments and
after the Copyrights and Notices section of longer manuals.

Problem Action causing the problem, error message returned, and event log output (as
appropriate)

Problem severity| Critical, serious, minor, or enhancement
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