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About This Book

This preface describes the contents of this publication, /nstalling the Bit9 Server.

Important Note: Bit9, Inc., has changed its name to Carbon Black, Inc. The Bit9 Security
Platform has been renamed to Carbon Black Enterprise Protection. However, this
document describes a release that retains Bit9 identity in its user interface, and so the
document retains this identity as well. Ongoing support and feature development have not
changed — just the name. For more information, see our website at
www.carbonblack.com.

Sections

Intended Audience 8

Chapter Overview 8
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Installing the Bit9 Server

Intended Audience

This manual provides information for system or network administrators who will install
the Bit9 Server software and other components of the Bit9 Security Platform. Staff who
install the software should be familiar with networking concepts and have experience with
the Windows operating system and SQL Server management. In addition, if your site will
use features that integrate the Bit9 Server and Active Directory, administrators and
installers should be familiar with Active Directory concepts and use.

The Bit9 Agent can be installed on Windows, Mac/OS X, and Linux operating systems, so
the installer or administrator responsible for installing and managing agents should be
familiar with installing software on the supported client systems at your site.

Chapter Overview

Installing the Bit9 Server is your guide to the installation and initial configuration of the
Bit9 Server. It is organized as follows:

Chapter Description

1 | Preparing for Bit9 Provides an installation overview and
Server Installation background information helpful to know before
you begin installing Bit9 Server.

2 | Installing the Bit9 Explains how to install (or upgrade) and start

Server the Bit9 Server software.

3 | Logging In to the Explains how to log in to the Bit9 Console.
Bit9 Console

Notes

* This guide, which focuses on Bit9 Server installation, does not include
full instructions for installing third-party products, such as Windows
Server, SQL Server, or products and services integrated through the
Bit9 Connector. For any third-party product that you install separately
for use with Bit9, see the documentation that came with the product.

* Instructions for installing the Bit9 Agent on computers to be managed
by the Bit9 Server are in the “Managing Computers” chapter in the
Using the Bit9 Security Platform guide. This is available as both
online help from the Bit9 Console and as a PDF file.

Other Bit9 Documentation

You will need some or all of the following Bit9 documentation to accomplish tasks not
covered in Installing the Bit9 Server. These documents are available through the Bit9
Technical Support website. Some of these documents are updated with every newly
released build while others are updated only for minor or major version changes.

Bit9, Release 7.2.1 4-Apr-16 8



Preface: About This Book

* Operating Environment Requirements — Describes the hardware and software
platform requirements for the Bit9 Server, the SQL Server database that stores Bit9
data, and the Bit9 Agent.

*  Supported Agent Operating Systems — Describes the supported operating systems for
the current version of the Bit9 Agent.

*  Using the Bit9 Security Platform — Provides complete information about configuring
and operating the Bit9 Server as well as instructions for deploying and managing Bit9
Agents.

*  Bit9 Security Platform Release Notes — Provides version- and build-specific
information about new features, corrective content, and known issues with the release.

*  Bit9 Events Integration Guide — Provides a detailed inventory of events recorded by
Bit9 and includes instructions for integrating Bit9 event data with third-party SIEM
systems via Syslog.

*  Bit9 API Documentation — Describes the Bit9 API, which offers the ability to
perform certain Bit9 Security Platform actions without using the Bit9 Console user
interface. Instructions for enabling this API are in the Using the Bit9 Security Platform
guide. Full details for the API are at: https://github.com/carbonblack/bit9platform

Bit9, Release 7.2.1 4-Apr-16 9
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Chapter 1
Preparing for Bit9 Server Installation

This chapter describes the contents of the Bit9 Security Platform and provides an
installation overview, preparation requirements, and general information about third-party
applications integrated or compatible with Bit9.

This document also includes instructions for upgrading Bit9 from a previous version.
However, you may receive additional upgrade documentation from your Bit9 Support
representative, and, if so, you should have it available for the upgrade process.

The separate Operating Environment Requirements document provides guidelines for
hardware and software required for the Bit9 Security Platform. Your environment must
meet these requirements before you begin the procedures described in this document.

Note

Bit9 Platform v7.2.1 includes a new System Health page that uses health
indicators to report on your system. A prime purpose of these indicators is to
monitor compliance with the Opearting Environment Requirements and report
any non-compliance so that you can remedy it. See “Monitoring System
Health” in Using the Bit9 Platform for more information.

Sections
About the Bit9 Distribution 12
Bit9 License Keys 12
Installation Overview 13
Network Requirements 16
Web Server Configuration 16
Supported Web Browsers 17
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Installing the Bit9 Server

About the Bit9 Distribution

Bit9 supplies the Bit9 Server installation program as a download. New sites will also
receive a Bit9 license key to be used during installation.

Table 1: Bit9 Distribution Contents

Contents Description

Bit9 Software The Bit9 Server installation files.

Bit9 Agent installers are created through the Bit9 Console after the
server is installed.

Documentation | The Bit9 Console includes online Help describing Bit9 Security
Platform features and procedures, including how to install the Bit9
Agent on endpoints. You can view the Help contents page by
choosing Help in the console menu. Context-sensitive Help can be
launched by clicking the Help (?) button on any console page.

PDF versions of this and other user documentation can be
downloaded by logging to the Bit9 Customer Support Portal.

Bit9 License Keys

The Bit9 Server can be licensed at two primary feature levels:

* Bit9 Visibility: This level provides all of the Bit9 Security Platform’s file and event
tracking and reporting capabilities, but does not include support for control features
such as file bans and device blocking.

* Bit9 Suite: This provides both Visibility and Control capabilities.

Licenses are based on the number of agents running at each level. You can mix licenses on
the same server, having, for example, 20 Visibility licenses and 50 Suite licenses. In
addition, you can purchase upgrades to bring Visibility licenses up to full Bit9 Suite level.

Important

During a new server installation, you will be prompted for a license key.
Have this key available before you begin installation. A new installation
completed without a license key is a full-featured, 30-day evaluation
version (without special options). You can add or upgrade a license key
after installation, on the System Configuration page of the Bit9 Console.

Upgrade installations and reconnections to existing Bit9 databases do not require a new
license key, but if one is provided by Bit9, apply it during the installation process. For
instructions on adding licenses after installation, see the “Bit9 Configuration” chapter in
the Using the Bit9 Security Platform guide or online Help.

Licenses for Optional Features

In addition to determining the number of licensed agents and their mode, the license key
can add optional features to your Bit9 installation, including the Bit9 Connector for
Network Security Devices and the File Upload feature. To use these features, be sure to
obtain the correct license from Bit9.

Bit9, Release 7.2.1 4-Apr-16 12
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Chapter 1: Preparing for Bit9 Server Installation

Installation Overview

The Bit9 Security Platform includes server and agent components. Server software installs
on standard Windows-Server-based computers, and can be run on a virtual machine. The
server installation procedure handles all operating system configuration except for IIS, for
which you must follow the configuration on page 16.

Agent software installs on server, desktop, and laptop computers, and on POS (point-of-
sale) systems; it may be installed on Windows and Mac systems that meet the Operating
Environment Requirements. The agent provides initial security rules to endpoint
computers and enables connected systems to interact with the Bit9 Server for ongoing
management. .

Note

Downloadable Bit9 Agent installers are created dynamically by the server
according to protection levels you specify for computers associated with a policy.
Separate media is not provided or required for agent installation. Instructions for
installing the Bit9 Agent appear both in the “Managing Computers” chapter of
the Using the Bit9 Security Platform guide and online console help.

A Bit9 Server installation follows these high-level steps:
Step 1: Determine your appropriate hardware and database configuration.

The Bit9 Server and its database may be set up on a single system. Depending upon your
own preferences and the number of clients you will manage with Bit9, you may require a
dedicated system for a database server and/or for a Syslog server. You also may install the
Bit9 Server and agents in a virtualized environment. See the Operating Environment
Requirements document to determine the right choices for your environment.

Step 2: Procure the required hardware for the Bit9 Server.
Step 3: Install Windows Server, IIS, and .NET on the Bit9 Server hardware.

Use a clean Windows Server installation with all the latest patches from Microsoft. Then
install the Internet Information Services (IIS) version supplied with your Windows Server,
using the configuration described in “Web Server Configuration” on page 16. Also, make
sure that both Microsoft .NET 3.5 and 4.5 frameworks are installed with the default
settings and the latest patches.

Step 4: Confirm that you have Windows Installer 4.5 on the Bit9 Server system.

The Bit9 Server installer requires that you have Windows Installer 4.5 (or greater). You
can check the Windows Installer version by typing msiexec /? at a command prompt.

If necessary, you can download Windows Installer 4.5 from the following location:

http://www.microsoft.com/download/en/details.aspx?1d=8483

Bit9, Release 7.2.1 4-Apr-16 13



Installing the Bit9 Server

Step 5 - option 1: Install your own licensed copy of SQL Server on the same system as
the Bit9 Server before you install the Bit9 Server.

Follow the SQL Server configuration instructions in the Operating Environment
Requirements document; in particular, note whether the number of endpoints you plan to
manage requires the use of option 2.

- Or -

Step 5 - option 2: To use a remote database server, procure the hardware, operating
system, and your own licensed copy of SQL Server, then prepare the system.

Connect the SQL Server hardware to the Bit9 Server hardware by a minimum latency,
gigabit backbone.

Step 6: Install and configure the Bit9 Server software.

Install the Bit9 Server software on the dedicated computer.

SQL Server Account Configuration

The user account that will access a remote Parity database must have the following

permissions:

Permission Required Reason

Create Any Yes, during installation. This permission is required during

Database product installation, and can be
revoked after installer finishes.

View Server Yes Allows collection of Bit9 Security

State Platform performance statistics

View Any Yes Allows collection of Bit9 Security

Definition Platform performance statistics

Alter Trace Yes Allows collection of on-demand
SQL trace for performance
diagnostics

Alter Server No (Recommended) Allows server to reset

State performance counters on daily
basis, and provides better
performance diagnostics

Note that many of these permissions allow server metrics to be collected by Bit9 for
monitoring of the internal health of the server and to provide diagnostics in case of SQL
database issues. This information is very important in helping Bit9 support your server
installation, and also provides server performance data that may contribute to future
product improvements.

In addition to the permissions shown in the table, the Bit9 service account must remain
db_owner after the server is installed.

SQL Server Memory Configuration

If you are using a single-tier configuration, that is, Bit9 Server and SQL Server installed
on the same system, you should configure the SQL Server to use shared memory for the

Bit9, Release 7.2.1 4-Apr-16 14



Chapter 1: Preparing for Bit9 Server Installation

connection to gain the maximum performance benefit of the single-tier archictecture. Use
of TCP for the introduces unnecessary latency into the system.

Follow these configuration guidlines to make the SQL Server to use shared memory for its
connection to the Bit9 Server when they are on the same machine:

* Do not use a FQDN to specify the SQL Server name -- it causes the server to use TCP
for the connection. To make the SQL Server connection use shared memory instead,
use a local server name.

* Make sure that Shared Memory protocols are enabled for both network and client
configuration in the SQL Configuration Manager.

Installing the Platform Software

Follow these guidelines for installing or upgrading platform software for the Bit9 Server:

1. Ensure that the server is a dedicated, trusted computer that uses the NTFS file system,
not FAT or FAT32.

2. Ifyou are repurposing another computer to use as the Bit9 Server, reformat the disk.
During reformatting, select NTFS (the default file system).

Important

e Commercial servers commonly bundle vendor-specific server-
management utilities with Windows Server. If you install the Bit9
Server on a server platform that is bundled with such utilities, there
might be unexpected interactions between the utilities and Bit9.

e [fyour company has any server-hardening procedures that you
intend to use on this server, contact Bit9 Support to confirm that the
Bit9 Server will run in the environment you create.

* Apply server-hardening procedures before installing the Bit9 Server.

3. [Ifthe operating system is not preinstalled, follow the standard Microsoft instructions
for installing it. Be sure you are using the US English version. Bit9 recommends that
you select the default installation options.

4. Ifyou have a network domain and you want to use the Bit9 Server’s Active Directory
integration, add the server to the domain.

5. Install Internet Information Services (IIS) — you may need the Windows Server
media. See “Web Server Configuration” on page 16 for the required IIS configuration.
Note

Once IIS is installed, you cannot change the server name and still have 1S
function correctly. If you need to change the server name for any reason,
contact Bit9 Support.

6. If you currently have an earlier version of Windows than those listed in the Bit9
operating system requirements, upgrade to the required version and service pack.

Bit9, Release 7.2.1 4-Apr-16 15



Installing the Bit9 Server

7.

Install Microsoft .NET 4.5 Framework on the Bit9 Server. If necessary, go to http://

www.microsoft.com/downloads and choose the latest version for download.

8. Download and install any current patches for each element of the platform software.

Network Requirements

See the Operating Environment Requirements document for full network details. In

addition to the requirements described there:

If you intend to use the Active Directory integration features of the Bit9 Server, the

server must be a member of a domain. See the Using the Bit9 Security Platform guide

for more information on Active Directory integration features.

Bit9 recommends that your Bit9 Server have access to a remote network share for
backup purposes, or that you make other reliable backup arrangements.

Web Server Configuration

The Bit9 Server works with IIS 7.5 on Windows Server 2008 R2 or IIS 8.0 on Windows
Server 2012 R2. Do a clean IIS installation before you install the Bit9 Server. In normal

use with Bit9, the web server starts at boot time. The Bit9 Server does not support
substitution or co-installation of any other web servers.

Once IIS is installed, you cannot change the server name and still have IIS function
correctly. If you need to change the server name for any reason, contact Bit9 Support.

In the IIS Roles Manager, verify the following configuration:

Common HTTP Features: All

Application development:

ASP.NET (versions 3.5 and 4.5)

NET Extensibility (versions 3.5 and 4.5)

CaGl
ISAPI Extensions
ISAPI Filters

Health & Diagnostics:

HTTP Logging
Logging Tools
Request Monitor
Tracing

Security:

Basic Authentication
Windows Authentication
URL Authorization
Request Filtering

IP and Domain Restrictions

Performance: None

Bit9, Release 7.2.1 4-Apr-16

16



Chapter 1: Preparing for Bit9 Server Installation

e Management Tools:

- IIS Management Console
- 1IS Management Scripts and Tools
- Management Service

* FTP Publishing Service: None

Notes

* Once the Bit9 Server is installed, you may remove the Basic
Authentication and Directory Browing roles if you choose.

* For Windows Server 2012, private memory for IIS should be increased to
800 MB.

Supported Web Browsers

You access Bit9 features through a Web-based user interface called the Bit9 Console.
Although other browsers with HTML frame support should work, these Bit9-certified
browsers are recommended:

* Microsoft Internet Explorer Version 9.0 or higher
* Mozilla Firefox latest version

*  Chrome latest version

e Safari 5.1.2 or higher (on OS X only)

Browser Configuration

All browsers must be enabled for JavaScript to access to the console and online Help.

In Internet Explorer, you may need to adjust your overall security settings or set the Parity
Console address to be part of your Local Intranet or Trusted Sites zone in order to access
the console. The security settings are accessed by choosing Tools > Internet Options in
Internet Explorer and clicking on the Security tab.

Data Export Options

Bit9 provides data export options including downloadable reports in CSV format, read-
only views into certain elements of the database, and Syslog messaging that exposes
relevant event data and statistics for programmatic analysis. For any database
configuration, events will be stored in the primary Bit9 Server database. If you want to log
Bit9 events to an external SQL Server, see “System Configuration” in the Using the Bit9
Security Platform guide. For more information on the external views into the database, see
“Live Inventory SDK: Database Views” in the Using the Bit9 Security Platform guide.

Beginning with this release, Bit9 also supports export of events and other data to third-
party analytics platforms. See “Exporting Bit9 Data for External Analysis” in the Using
the Bit9 Security Platform guide for more information.

Bit9, Release 7.2.1 4-Apr-16 17
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Chapter 2
Installing the Bit9 Server

This chapter explains how to install or upgrade the Bit9 Server. When you have

successfully completed the server installation procedures, see “Managing Computers” in

the Using the Bit9 Security Platform guide (or online help from the Bit9 Console) for

agent installation and upgrade instructions.
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Installing the Bit9 Server

Pre-installation Check

Before installing the Bit9 Server, ensure that:

* the server on which you will install it meets the requirements in the Operating
Environment Requirements for Bit9 Security Platform v7.2.1.

* [IS s installed and configured as described in “Web Server Configuration” on page 16

* SQL Server is installed according to the requirements in the Operating Environment
Requirements for Bit9 Security Platform 7.2.1.

Important

SQL Server is required for Bit9 Server operation and must be installed
before you install the Bit9 Server. See the separate Operating
Environment Requirements document for information about supported
versions and configuration of SQL Server. Have the SQL Server location,
instance (if any), and login information available during Bit9 Server
installation.

During Bit9 installation, you will have a choice to use Windows
authentication or SQL authentication to configure access to the SQL
Server by the Bit9 Server. Bit9 strongly encourages using a specific
Windows Domain account for installing and logging in to the Bit9 Server,
and using Windows authentication for database access. For either
authentication method, the account you use to access the database must be
added to SQL Server with “sysadmin” checked in the Server Roles.

If dedicated SQL Server hardware is used, the Bit9 Server installer will also install the
required SQL Server drivers locally on the Bit9 Server machine. The drivers installed are
from SQL Server 2008 R2 and should be able to communicate with the any of the
supported SQL Server versions listed in the Operating Environment Requirements.

Installing the Bit9 Server Software

You install the Bit9 Server using standard installation dialogs. During installation, you
specify system configuration information about the server and optionally provide your
own web-server certificate. You must log in as a Windows administrator to install the Bit9
Server.

The system on which you install the server must have an IP address that is visible to all
computers running the Bit9 Agent, with a fully qualified DNS domain name or alias. In
addition, to use Bit9’s Active Directory integration features without special configuration,
the Bit9 Server must be installed in the same AD forest as:

* users you plan to allow Bit9 Console access via their AD login

* computers and users whose AD information you plan to use for automatic security
policy assignment
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Important

If you need to have the Bit9 Server in a different AD forest than
computers and users you want to use in Bit9 integrations, contact Bit9
Technical Support for special instructions.

If you are installing a completely new Bit9 Server, follow the steps in “Installing a New
Bit9 Server” on page 22.

If you are installing new Bit9 Server software with a backup Bit9 database, skip to
“Installing the Server with a Restored or Reconnected Database” on page 36.

If you are upgrading from a previous version of the Bit9 Server, skip to “Upgrading from a
Previous Bit9 Version” on page 50. You also might receive a supplemental document with
newer instructions for an upgrade from your Bit9 Technical Support representative.

Important

Several Bit9 Server administrative features are disabled by a
reinstallation or upgrade of the server. When an upgrade installation is
complete, log in to the Bit9 Server and re-enable the ones you use:

* System backup is disabled. To re-enable, go to the Advanced
Options tab on the System Configuration page.

* Automatic upgrades of agents are disabled. To re-enable, go to the
Advanced Options tab of the System Configuration page. This
should be done only after determining and configuring an upgrade
plan that avoids excess load on the server and network.

* See “Review Post-Upgrade Server Configuration” on page 55 for
more details about re-enabling features after an upgrade.
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Installing a New Bit9 Server

These instructions are for a completely new installation of Bit9, with a new database (no
restorations of or reconnections to an existing Bit9 database).

To install a new Bit9 Server:

1. Log in using an account with local Windows administrator credentials. If you plan to
use Windows Authentication to login to a remote Bit9 database, install the Bit9 Server
using an account that has been added to SQL Server with “sysadmin” checked in the
Server Roles. Bit9 strongly encourages using a specific Domain account for installing
and logging in to the Bit9 Server, and for database access, to simplify control of both
database and Active Directory permissions.

Important

Do not change the privileges of the account used to install the Bit9
Server after installation. This account must continue to have local
administrator privileges for the Bit9 Server to function properly, and
will also be used for server upgrades.

2. Make the Bit9 Server installation file available to the installation computer (either by
download or inserting media in an accessible location).

3. Run the installer in either of the following ways:
a. To install on a local server, double-click the ParityServerSetup.exe file to
start the installation program. Continue to the next step.
b. To install from a remote desktop, copy the ParityServerSetup.exe file to the
installation computer and execute the file.

4. Ifthe installer detects that required Microsoft redistributable packages are not present,
a dialog box listing those packages appears. Click Install on the dialog to install the
packages and continue with the Bit9 Platform.

Eit9 Security Platform - InstallShield Wizard

¥ B9 Security Platform requires the foloesng iters bo be installed on your compuber. Click
€34 Inctal bo bagin instaling thess regurements,

Status | Requrement
Instaling  Microsoft Wsual O+ 200051 Redstrbutable Padiage (=36
Pendng  Microsaft Visual C++ 2002 Redistributable Packags (<B6)

Instalirg Micrasoft Visuel C++ 2010 5P1 Reditributable Packags (=86)

|
| Inicka I Canes|
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If no missing packages were detected, or when the installation is completed, the Bit9
Security Platform Welcome dialog appears.

Bita Security Platform - Installshield wWizard [ x}

Welcome to the Installation Wizard for Bt
Security Platform

.;ﬁ‘-. B I-t 9 The Instalation \Wizard willinstal Bitd Securky Platfom
L]

wersion .21 on pour computes, To continue chck Nest
The Bitd Security Platform

5. From the Welcome page, click Next. The License Agreement screen appears.

Bit3 Secutity Platform - Installshield wizard

License Agrecmenk

Please read tha folowing boense agreemant cansduly. ’%‘Bltg
Thes Exd Security Platiarn

BIT% SECURITY FLATFOERM LICENSE AGFEEMENT EI

Thiz is a l=gal agreement between the end user (*Yon" or "Your™) and
Bit%, Inc., & Delaware corporation (“Licensor” or “Bit®"). This
Apreement 15 part of a package (the "Paclkage”) that also meludes, as
applicable, executable files that ¥ou may dewnlead or a CD-EOM or
other tangible media, in either case contaming Bit®'s Securty Flatform
software application in etyect cods form only (both referred to herein

s e M flerranali and marbain stben matamals he Tiacsmentahant S

1= i accept the lems of the license agreemend Bt

{7 | do net accept the benms of the foersa agreement

Irstallhicld

< Back Het> | Cancel |

6. Review the Bit9 Security Platform software license agreement. You must agree to the
license terms to install the Bit9 Server. When you click I accept and continue, you

agree to all terms of use. To continue, click the Next button. The Select Features
dialog appears.
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Bit9 Security Platform - Installshield Wizard

C:\Pragram Fies [v3EABit3 |
Space Aegured on C; A2 E .
S pace Avalable on C: 7530280 K M
riskal e

License Agreement

Flease read tha folowing beense agreemant cansduly. %’Bltg
Thess B0 Security Platfarn
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| Destingtion Folder

<Back | Mews | Cancel |

7. The Select Features screen provides information about the features being installed by
Bit9, the installation folder, and the space required and available for installation:

a.

Although they have checkboxes, Bit9 Console, Bit9 Server, and Bit9 Reporter are
always installed — they cannot be deselected. Bit9 Console is the web interface to
the Bit9 Server. Bit9 Reporter is the service that connects the Bit9 Server to Bit9
Software Reputation Service (SRS), which provides access to a database of file
information. Reporter, which runs as a Windows service, also provides other
essential reporting capabilities, including collection of support information, for
the Bit9 Server.

Either keep the default installation folder (which differs from 32-bit to 64-bit
systems) or click Browse and navigate to the folder in which you want to install
the Bit9 Server. If you don’t choose the default, use a path that has only valid
ASCII characters, not Unicode. When you have chosen the folder, click Next.

Note

At this point in the installation, the installer program checks to be
certain that it can write to the folders and registry locations needed. If
any issues are found, they (and their paths) are listed in a dialog, and
you must resolve them before continuing the Bit9 installation.
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8. The Database Server screen appears next. It includes two configuration choices:

Bit9 Security Platform - InstallShield Wizard

Database Server =
Select databaze zerver and authentication mathod. %‘Bltg
The Bitl Securky Flatform

Salact the database sarver fom the list beow or click Browse bo see a kst of al database
servers Tou can ako specily the way o authenticate pour login wsing pouw cumerk credentials or

&S00 Lngin 10 and Passieaid

Distabase Seaver

| ] S
Connect using:

* Windows authentication
" S0L Serves suthentication wsing the Login ID and passwond below

Loginy ID: |

Passwerd: |

reetal B hredd |-

< Back Mest + Cancel |

a. Inthe Database Server field, enter the name of the SQL server, and (if any), its
instance name, you are using for Bit9 data. If the SQL Server and Bit9 Server are
on the same system, use a local name (not an FQDN) to allow use of shared
memory for the connection between the two. See “SQL Server Memory
Configuration” on page 14 for more details.

b. With the Connect Using radio buttons, choose Windows Authentication (i.e., with
the user doing the Bit9 installation) or SQL Server Authentication. If you choose
SQL Server Authentication, provide the Login ID and Password. Your choice here
determines how access to the SQL Server by Bit9 will be authenticated, both
during and after Bit9 installation.

c. When you have entered all database information, click Next.

Note: For either authentication method, the user must have been given the
“sysadmin” Server Role in SQL Server.

9. The Bit9 Database Configuration Options screen appears next.
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Bit9 Security Platform - InstallShield Wizard

Bith Database Condiguration... ‘% a
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On the Bit9 Database Configuration Options dialog, choose Create a new database if
you are installing the Bit9 Server for the first time and then click Next.

Note

The other database configuration options, Use an existing database
and Restore from a database backup, are described in “Installing the

Server with a Restored or Reconnected Database” on page 36.

10. On the Logon Information screen, choose the logon account to be used by the Bit9
Server. This will also be the account used to install future patches and upgrades. You

can choose one of two modes of logging in:

Bit9 Security Platform - InstallShield wWizard

Logon Bitd Scrver Az, 5
Spacify e wses account fo be used by Bit9 Senven ",E‘ Bltg

Thea Si59 Securty Platform

Spacily the uzer account bo be wed by Bk Server. The usar account must be in the fomat
"DOrAINW seename’” and must have access o the 501 database server

¥ Local Sysben Accoun

™ Specilp Aocourt

Llzeg nanmec

| bitdsr\administrater
Basswond:

IreteliShield

< Back | Beut > I Cancal I
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a. The Local System Account radio button instructs the installer to configure Bit9 to
use the built-in Windows System account.

b. The Specify Account radio button activates the Username and Password fields so
that you can provide account information. As the screen notes, the account you
provide must be in the format DOMAIN\Username and have full access to the
SQL database server. The default for this choice is the currently logged in user.

Notes

* Bit9 strongly encourages using the Specific Account option to
simplify control of database and Active Directory permissions. In
general, the installer should be run by this same Domain account.

* For local SQL Server Express databases, the currently logged in
user must be the same as the user specified in the Logon
Information installation dialog, and the user must have the
“sysadmin” Server Role. If you enter a different user, an error
message appears and you must re-enter the current user.

e For remote databases, to use a Domain account to access the SQL
database, you must run the installer as that account and choose the
Specific Account option for that account. This user account must
have the “sysadmin” Server Role in SQL Server. If you provide an
invalid login account, Bit9 Server installation will fail later in the
process, and you will need to reinstall.

c. When you have provided logon information, click Next.

11. The Server Configuration Options screen appears next.

Bit9 Security Platform - InstallShield Wizard

Server Configuration Oplions

.- 3
The follawing informalion is nesded 1o corfiguie the s2ier %?'B Itg
The B2 Securty Plalferm

Fleaze arter the infomation pou would Be wour B3 Agents bo use when connacting bo the

Bitd Sarvar.
Saerver Addiess [itdsre mycarp.local
Carzaka Pork 41001

Agent Po: [q00z

gilﬂ Agents usa secure 551 communication using the X 509 carificate generated by the Bit3
EIVET

Afted inzlallation, you can substibute an exiling cailificate, uging the Securily tab on the
Adminiztrakion > System Configuration page.

< Back Mewt > Cancel ]

From the Server Configuration Options screen, review the configuration settings. In
the Server Address field, the preferred address for the Bit9 Server is a fully qualified
DNS name or alias that is resolvable by all computers running Bit9 Agent. Although
not recommended, if the server is assigned a static IP address that will not change at
reboot time, you can keep the default IP address selected for the Bit9 Server. The
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installation program automatically supplies the correct information for the installation

computer. The Console Port, which is used for communications between the Bit9

Server and Bit9 Console, is 41001. The Agent Port, which is used for SSL
communication with Bit9 Agents, is 41002.

Notes

Bit9 strongly recommends the use of a fully qualified DNS name or
alias for Server Address whenever possible. Use of a CNAME (alias)
may provide more flexibility and reliability.

If you use multiple NICs, make sure the FQDN you use in the Server
Configuration screen refers to the address of the card(s) you want the
Bit9 Agents to connect to.

An SSL certificate is automatically generated to protect
communications between the Bit9 Server and its agents. If the
Common name of the server does not match the server name
configured here, server and agents will be unable to communicate
correctly.

After installation is complete, you can replace this certificate with an
existing certificate on the Administration > System Configuration >
Security page in the Bit9 Console.

When you have reviewed the server configuration and made any necessary changes,
click Next.
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12. If you chose Specify Account in the (Bit9 Server) Logon Information screen (step 10),
another Logon Information screen appears next, for Bit9 Console under IIS.

Bit9 Security Platform - InstallShield Wizard

Logon Bit3 Console Application undes 115 As. . & &
Specity the uger accouwnt to be uzed by B3 Console Application A * B I t 9
undar 115 The Bitl Security Platiam:

Speciy the user sccount 1o be used by B9 Corsale Appheation under 15, User sccounl mus! be in
fanmiat DOMAINY ) zemame and have access bothe dalabacs servar and a Log on as a batch job’
Lz night

+ Speciy Account

LUiser name:

I bitfer administrator

Passveonct

I LIELIE LTIl R Tl
ratalEhreld
< Back et = I Caneal |

This screen allows you to specify different user credentials to start the IIS process for
Bit9 Console, the web-based user interface for the Bit9 Server.

a. Choose Local System Account to configure the Bit9 Server to use the built-in
Windows system account to start the IIS process for Bit9 Console.

b. Choose Specify Account to activate the Username and Password fields so that
you can provide account information. As the screen notes, the account you
provide must be in the format DOMAIN\Username.

Note

If you use a logon other than the current user, a warning dialog
will be shown: “The Bit9 Server installer is unable to validate
whether the specified account is able to access the SQL database
server. Are you sure you want to continue?” If you are certain the
account you provided is valid, choose Yes.

c. Click Next.
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13. The Certificate Options screen appears next. Choose the digital certificate that will
appear to Bit9 Console users. You either create a certificate using a template provided
by Bit9 or substitute your company’s certificate.

Bitd Security Platform - InstallShield Wizard E

Bitd Comole(ll5 ] certificate options

L, =
Select the 3 509 celilizate thal wil be ussd ot B9 Conzole [I15]. *+?'Blt9

The Bith Security Plakfam
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a.

If you do not have your own certificate, choose Create Certificate. This allows
you to create a Bit9 self-signed certificate. You can either leave Bit9’s default
information or supply certificate information that identifies your own organization
instead. Self-signed certificates will generate warning boxes when you log in to
the Bit9 Console using Internet Explorer or Firefox, although Firefox will allow
you to permanently accept the certificate to eliminate future warnings. To create a
certificate, choose Create Certificate, click the Next button, and skip to Step 14.

b. To substitute your own certificate, choose Use Pre-existing Certificate, click the

Next button, and skip to Step 15.

Notes

The Bit9 self-signed certificate cannot be universally trusted
because it is not created through a trusted provider such as
Verisign or Thawte. This is why it generates a warning on
login. While this doesn’t interfere with Bit9 operation, you
may want to acquire your own, trusted certificate to avoid the
warning.

It is possible that Firefox browsers will not allow use of self-
signed certificates that specify the hostname as an [Pv6
address. This has been a known Firefox issue: see
https://bugzilla.mozilla.org/show bug.cgi?id=633001

IPv6 itself is fully supported for the Bit9 Server, and if a
FQDN representing an [Pv6 address is used in the certificate,
Firefox should accept the certificate.

A self-signed certificate with a validity period greater than 20
years will not be usable. If necessary, create and use a new
certificate with a shorter validity.
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14. If you chose Create Certificate, the Create X.509 Certificate screen appears.

Bit9 Security Platform - InstallShield Wizard

Create X 504 Certificate for Bit3 Conzole [115]
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a. By default, all certificate details correspond to Bit9 name and address data. Please
replace them with details of your company. The default password is “password’.
Bit9 recommends that you change it, and keep a record of your new password so it
can be retrieved for later use. The Common Name field defaults to the [P Address
or DNS Name of the Bit9 Server; it cannot be changed. If the Bit9 Server is
reachable by multiple DNS names, you can use the Subject Alternate Name field
to specify the alternate names.

When the certificate is validated against a computer, it is validated against a
Common Name or one of the Subject Alternative Name entries (if they exist). If
both are present, names in the Subject Alternative Name field have priority.

b. When the information you want is in all fields, click Next to create the certificate
and skip to the License Key screen (step 16).

15. If you chose Use Pre-existing Certificate, the Use Pre-existing X.509 Certificate
screen appears. Enter the required information:

Bil9 Security Platform - InstallShield Wizard

Usze Pre-Exizting ¥. 509 Cedificate for BitY) Conszoale [115] & .
%Bito
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a. Click the Browse button next to the Enter Certificate File field, navigate to the
PFX (PKCS.12) certificate file you want to use, and click Open when you have
located the file. The filename appears in the certificate file box.

Enter the password for the certificate, and re-enter it in the confirmation field.
When you have entered the certificate file and the passwords, click Next to
validate the certificate file with the password.

Quesktion E |

l:e:l Lo wou want o impork the same certificate for BitS Server?

d. A dialog box appears allowing you to use the same certificate for Agent-Server
communications. Choose Yes to use the same certificate or No if you want Bit9 to
generate a different, self-signed certificate for Agent-Server communications (you
can modify this certificate or choose a new one through the Bit9 Console later).
After you make your choice, the License Key screen appears.

16. On the License Key screen, you enter the license key provided by Bit9. This key
determines how many agents you can run at each of the two fundamental feature
levels -- Visibility-Only or Visibility-and-Control -- and may also include permission
for optional features.

Bit9 Security Platform - Installshield wizard
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You have two options for entering the key:

a. Click the Bit9 license key radio button if you want to cut and paste the license key
(for example, from an email message or other communication).
-0Or-
Click the Bit9 license file radio button if you want to provide the name and path to
a license file containing the key. License key files have the file extension .lic.
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When you click this radio button, the Browse button is activated so that you can
locate and select the license file using the standard Windows Choose File dialog.

Note

You do not have to enter a license key. When no key is provided,
the Bit9 Server is installed with a 30-day evaluation license. After
installation, you can update the license at any time from the
System Configuration page of the Bit9 Console.

b. When you have provided either the license key text or a license file, or have
chosen not to enter a key, click Next. The Bit9 Agent Management screen
appears.

Bit9 Security Platform - InstallShield Wizard
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17. On the Bit9 Agent Management screen, you can enable global access to agent
management commands used for diagnostics, recovery, and other special situations.
Although you can configure this after installing the Bit9 Server, it is highly
recommended that you configure this feature before installing agents since your
choice (or lack of one) is built into the agents when you install them. It is especially
important to set up a global access method if you will have agents that are offline
frequently or at all times. The choices are:

a. Specify a global password for managing agents: Check this box, then enter and
confirm a password, if you want to enable access to agent management commands
on all agents via a single password.

b. Specify a user or group allowed to manage agents for each platform (Windows
and Mac are supported at this time): Check this box if you want to enable access
to agent management commands by choosing a pre-defined group from a menu
(for Windows) or by entering a user or group name used at your site. Provide a
user or group for each agent platform you have in your Bit9 environment.

Notes

e Ifyou define both a user/group and a password, either access method
is sufficient on its own.

e Ifyou plan to manage clients from computers running Vista or
Windows 7, use of pre-defined Windows groups for access privileges
is not recommended because Windows UAC may not provide the
expected membership in a group.

* See “Configuring Agent Management Privileges” in the Using the
Bit9 Security Platform guide for more information about configuring
agent management access.

c. Click Next. The Ready to Install screen appears.

18. If you are satisfied with your installation choices, click the Install button on the Ready
to Install screen:

Bit3 Security Platform - Installshield Wizard
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19. Bit9 Server installation begins. There is a status box overlaying the main dialog to
show the progress of SQL script execution. The main dialog also has a status indicator
for the overall installation.
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20. When the InstallShield Wizard Complete screen appears, the installation is complete.

a. Insome cases, you will need to restart the server computer after installation is
completed, and the dialog will include an option to restart now. Choose to restart
now unless you need to complete some other activity on this computer.

b. Click the Finish button. Bit9 Server, which runs as a service, begins to operate
after you click this button. Installation logs are placed in the Bit9 installation
folder (for example, C:\Program Files (x86)\Bit9).

Bit9 Security Platform - InstallShield Wizard
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Installing the Server with a Restored or Reconnected Database

The Bit9 Server installation program provides the option of reconnecting to an existing
database. In addition, you can restore a database from backup, if necessary, and then

reconnect to that.

If your database server and the Bit9 Server are on the same machine, you can
reconnect to an existing database or restore the database from backup using the
procedure below. The Bit9 Server installation program will prompt you for all

necessary information.

If you have a remote Bit9 database and that database is operational, you can reconnect
to it using the procedure below. The Bit9 Server installation program will prompt you

for all necessary information. Restore is not an option for remote databases.

If you need to restore a Bit9 database on a remote system, contact Bit9 Support for

instructions.

Important

When you reinstall the Bit9 Server or upgrade to a new version, system
backup and automatic agent uprades are disabled. External event logging
may also be disabled. You can re-enable them on the console System
Configuration page Advanced Options and Events tabs, respectively.

If the database you want to restore or reconnect to is a SQL Server 2005
Express database, contact Bit9 Support before continuing.

If you are restoring from or reconnecting to a Parity 7.0.0 or greater
database, and if you imported one or more certificates as part of your
original Bit9 installation, those certificates are available in the database,
and you can use them when you restore or reconnect. You will need the
password for each certificate to reuse them.

If you are upgrading from a previous version of the Bit9 Server, see
section “Upgrading from a Previous Bit9 Version” on page 50 instead of
this section. You may also receive supplemental field upgrade instructions
from your Bit9 Support representative.

During Bit9 Server installation, you will have a choice to use Windows
authentication or SQL authentication to configure access to the SQL
Server by the Bit9 Server. For either method, the account you use to
access the database must be added to SQL Server with “sysadmin”
checked in the Server Roles.

Although not common, if you left a Bit9 Agent on the system on which
you are installing the Bit9 Server, that agent could block installation of the
new server. In this case, you will be prompted to remediate the blocking
conditions. If you are prompted to disable tamper protection, you must
have the client management access password or user account you
provided during the previous server installation or configuration.
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To install the Bit9 Server and reconnect to or restore a backup of a database:

1. Log in using an account with local Windows administrator credentials. If you plan to
use Windows Authentication to login to a remote Bit9 database, install the Bit9 Server
logged in with an account that has been added to SQL Server with “sysadmin”
checked in the Server Roles. Bit9 strongly encourages using a specific Domain
account for installing and logging in to the Bit9 Server, and for database access, to
simplify control of both database and Active Directory permissions.

Important

Do not change the privileges of the account used to install the Bit9
Server after installation. This account must continue to have local
administrator privileges for the Bit9 Server to function properly, and
will also be used for server upgrades.

2. Make the Bit9 Server installation file available to the installation computer (either by
download or inserting media in an accessible location).

3. Run the installer in either of the following ways:

a. To install on a local server, double-click the ParityServerSetup.exe file to
start the installation program. Continue to the next step.

b. To install from a remote desktop, copy the ParityServerSetup.exe file to the
installation computer and execute the file. Continue to the next step.

Bit9 Security Platform - InstallShield Wizard E1

wWelcome to the Installation Wizard for Bt
Security Platform

.;ﬁ‘-. B I-t 9 The Inetaliation \Wizard wilinstal Bit3 Securky Platfam
L]

wersion ©.21 on pour computes. To continue chick Nesg

The Bitd Security Platform

Carcel |

4. From the Welcome page, click Next. The License Agreement screen appears.
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Bit3 Security Platform - InstallShield Wizard

License Agrecment -
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Install5hicld
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5. Review the Bit9 Security Platform software license agreement. You must agree to the
license terms to install the Bit9 Server. When you click the I accept button and

continue, you agree to all terms of use. To continue, click the Next button. The Select
Features dialog appears.

Bit3 Security Flatform - InstaltShield Wizard

License Agrecmenk
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The B59 Security Platlorn
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a. Although they have checkboxes, Bit9 Console, Bit9 Server, and Bit9 Reporter are
always installed — they cannot be deselected. The Bit9 Console is the web
interface to the Bit9 Server. Bit9 Reporter is the service that connects the Bit9
Server to the Bit9 Software Reputation Service, which provides access to a
database of file information. Reporter, which runs as a Windows service, also
provides essential reporting capabilities for the Bit9 Server.

b. Either keep the default installation folder (which differs from 32-bit to 64-bit
systems) or click Browse and navigate to the folder in which you want to install
the Bit9 Server. If you don’t choose the default, use a path that has only valid
ASCII characters, not Unicode. When you have chosen the folder, click Next.
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6. At this point, the installation program checks that the server environment meets the
requirement for Bit9 Server installation. If no issues are found, you will not see any
additional dialogs, and the Database Server screen will appear (step 8). Warning
dialogs appear under the following conditions:

a. Iffiles are detected in the installation directory, you will see a warning dialog. You
can continue the installation without removing the files, but should examine the
files to see whether you want to copy and/or remove them. In most cases, these
will be log files from Bit9 Connector appliances or services.

b. If Bit9 Agent is detected on the Bit9 Server computer, you will see the following
dialog:

Bit3 Security Platform - Installshield Wizard

The system i protected by the BL9 Agert.

! The instaler wil verify the recessary permissions bo update the
BitS Server, You might see BED Notifiers IF reguired pesmis sions
are mak avalable.

If this dialog appears, click OK to dismiss it and initiate the system check that
determines whether the agent and/or other factors would prevent successful
installation of the server.

c. If'the system check finds any issues that would prevent server installation from
completing, you will see a dialog box describing issues that need to be resolved
before you can proceed. If this dialog appears, use the information in it to change
the appropriate settings and then click Next (you do not need to exit the
installation while you remediate the problems). When you click Next, the system
check is run again, and if all issues are remedied, the installation moves to the next
step. If there are still outstanding issues, those issues will be listed again and you
will have another opportunity to correct them. If necessary, you can click Cancel
to exit the installation dialogs.

Note that if you are prompted to disable tamper protection, you must have the
client management access password or user account you provided during the
previous server installation or configuration. In the reconnect/restore case, you
will not be able to use the Bit9 Console to disable tamper protection.
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7. The Database Server screen appears next. This screen includes two configuration
choices:

Bit9 Security Matform - Installshield Wizard

Database Server .
Selkect database serves and authentication mathod. %‘Bltg
The Bité Securiy Flatform

Selact the database sarver fom the list beow or click Browse bo see a ket of al database
servers Tou con alio specily the way o authenticate pour login wsing pouwr cumenk credentials or

s 501 Lngin 10 and Passweaid

Distabase Seaver

oz ) = Biowee.,
Cornect using:

* Windows authentication
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Login - |

Passwond: |

reelal B hreld |-

< Back Hest > Cancel |

a. Database Server is the name of the SQL server, and optionally, its instance. Enter
the server name and instance name (if any) you use to connect to the server. If the
database server is local, you will be able to reconnect, and if necessary,
restore from backup files you have on the server. If the database server is
remote, you will be able to reconnect only.

b. With the Connect Using radio buttons, choose Windows Authentication (i.e.,
authenticate with the user doing the Bit9 Server installation) or SQL Server
Authentication. If you choose SQL Server Authentication, provide the Login ID
and Password. Your choice here determines how access to the SQL Server by the
Bit9 Server will be authenticated, both during and after the Bit9 Server
installation.

c. When you are finished entering database information, click Next.

Note: For either authentication method, the user must have been given the
“sysadmin” Server Role in SQL Server.
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8. The Bit9 Database Configuration Options screen appears. The options on the screen
depend upon whether a Bit9 database was detected at the location you provided on the
previous screen:

Bit9 Security Platform - InstallShield wizard

Bit9 Database Configuration.__ .
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Trea Bitd Saecurity Platform
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a. If'the installation program detects a usable Bit9 database, your choices are to
create a new Bit9 database (and delete the existing database) or use an existing
Bit9 database and upgrade it to 7.2.1. Choose Use an existing database to
preserve your Bit9 data and upgrade the database, and then click Next. If you
choose this option, a warning appears reminding you to backup your Bit9
database before proceeding. If you have recent backups, click Yes to continue, and
skip to step 12.

b. If the database location you provided is local, the Restore from a database
backup option is enabled. Choose this option to restore your previous database
from a backup file, and click Next to continue.

9. Ifyou chose Restore from a database backup, the Bit9 Server Backup Restoration
screen appears.

Bit9 Security Matform - Installshield Wizard

Bit3 Database Configuration. .. -
Configure database to be uzed by B3 Sarver ’&'B Itg

Tre Bitd Securty Platform
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10. On the Backup Restoration screen, enter the path to the folder containing the backup
database, or use the Browse button to locate it. Click Next. The Bit9 Server Backup
Information screen appears.

11. Examine the information on the Bit9 Server Backup Information screen. Note that if
you are restoring from a backup from a previous version of Bit9, that database will be
updated to the version matching your installer if you proceed. Use the Back button if
you want to use a backup other than the one described on this screen.

12. When the information on the Bit9 Server Backup Information screen is correct and
you want to proceed, click Next. If there are certificates stored in the database, you are
prompted to decide whether to re-use any stored certificates. The dialog will specify
whether there is a console certificate only or certificates for both the console and the
server.

Question
9 The Eit? Dakabase contains a backup of previouslk usad Console

and Sarver certificates.
Do you want to reuse themy

13. If you want to re-use the certificate(s), click Yes in the dialog.
- If you are restoring a database from backup, you will be prompted for the
certificate passwords affer the database is restored.

- Ifyou are reconnecting to a database, the Restore Pre-Existing X.509 Certificate
for the Bit9 Console screen appears.

Eit9 Security Platiorm - InstallShield Wizard
Bitd Database Configuration._.

%Bit9

A paszword i reguired to re-use existing X509 certificate file.
Tre Bitd Security Platiom

Specify password hor Conzole [115] cerbhcate

Enites Passusad: | ]
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IrretellGhield

< Back Heut = Cancel ]

14. There database can contain either one or two certificate files, and there will be a dialog
for each one found. Enter a password and click Next in each dialog.
Note: By default, the verified password from the first dialog will be pre-populated in
the second dialog (if there is one). If there is a password problem, an error message
will indicate that immediately and give you the chance to re-enter the password. If a
valid password is provided but another certificate restoration problem occurs during
the installation, an error message will will appear and a self-signed certificate will be
generated instead so that installation may continue.
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15. After you complete the certificate dialogs, the Logon Information screen appears. On

this screen, choose the logon account to be used by the Bit9 Server. You can choose

one of two modes of logging in:

Bit9 Security Platform - InstallShield Wizard

Logon Bitd Server As... -
Spaify e wses account 1o be used by Bit3 Sesven ",E Bltg
The S Securty Platior

Spacily the uzer account bo be wed by Bk Server. The ugar accourt must be in the foomat
"DOMAINYzename’” ard mustk have access to the SOL datshase sarver

" Local System Accoun;

™ Specilp Aoeount

Llzed name:

| bitdsr\administrator
Passvond:

Izl Fistd

+ Back | Bleut > I Cancal I

a. The Local System Account radio button instructs the installation to configure the

Bit9 Server to use the built-in Windows system account.

b. The Specify Account radio button activates the Username and Password fields so

that you can provide account information. As the screen notes, the account you
provide must be in the format DOMAIN\Username and have full access to the
SQL database server. The default for this choice is the currently logged in user.
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Note

* Bit9 strongly encourages using a specific Domain account and the
Specific Account option to simplify control of both database and
Active Directory permissions. In general, the installer should be run
by this same Domain account.

* In Bit9 Security Platform 7.2.1, an SSL certificate is automatically
generated to protect communications between the Bit9 Server and its
agents. If the Common name of the server does not match the
configured server name, then server and agents will be unable to
communicate correctly.

* Forlocal SQL Server Express databases, the currently logged in user
must be the same as the user specified in the Login Account
installation dialog. If you attempt to enter a different user, an error
message appears and you must re-enter the current user. The logged in
user must have been given the “sysadmin” Server Role in SQL Server.

* In the case of remote databases, the installation program cannot
confirm the validity of the account you provide. Note that if you
provide an invalid login account, Bit9 Server installation will be
unsuccessful and you will need to reinstall.

16. When you have provided logon information, click Next. The Server Configuration
Options screen appears.

Bit9 Security Platform - InstallShield Wizard

Servar Configuration Dplions
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17. From the Server Configuration Options screen, review the configuration settings. In
the Server Address field, the preferred address is a fully qualified DNS name (or alias)
that is resolvable by all computers running Bit9 Agent. Although not recommended, if
the server is assigned a static [P address that will not change at reboot time, you can
keep the default IP address selected for the Bit9 Server. The installation program
automatically supplies the correct information for the installation machine. Console
Port, which is used for communications between the Bit9 Server and its user interface,
is 41001. Agent Port, which is used for communication with Bit9 Agents, is 41002.

Note

* Bit9 strongly recommends the use of a fully qualified DNS name
for Server Address whenever possible. Use of a CNAME (alias)
may provide even more flexibility and reliability.

¢ Ifyou use multiple NICs, make sure the FQDN you use in the
Server Configuration screen refers to the address of the card(s)
you want the Bit9 Agents to connect to.

* Ifyou are reconnecting to an existing Bit9 database, and you enter
a Server Address other than the one you used previously, a dialog
box appears asking you to choose one of the two addresses. If the
new address you provided is actually a different server, click Yes
to modify the database with the new name. If the new address you
provided is an alias for the address currently in the database, click
No to use the existing address from the database. Note that if you
use the new address (i.e., click Yes), any existing Bit9 Agents will
not be able to reconnect to the server unless you provide a DNS
alias between the new and old names. If you are not sure which to
choose or you made an error in entering the name, click Cancel to
return to the configuration screen.
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18. If you chose Specify an Account in the (Bit9 Server) Logon Information screen (step
12), another Logon Information screen appears next, for the Bit9 Console (under IIS).

19.

Otherwise, go to step 19.

Bit9 Security Platform - InstallShield Wizard
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This screen allows you to specify a different logon for the Bit9 Console, the web-
based user interface for the Bit9 Server.

a. Choose Local System Account to configure the Bit9 Server to use the built-in
Windows system account for Bit9 Console logons.

b. Choose Specify Account to activate the Username and Password fields so that
you can provide account information. As the screen notes, the account you
provide must be in the format DOMAIN\Username.

Note

If you use a logon other than the current user, a warning dialog
will be shown: “The Bit9 Server installer is unable to validate
whether the specified account is able to access the SQL database
server. Are you sure you want to continue?” If you are certain the
account you provided is valid, choose Yes.

c. When you have provided Bit9 Console logon information, click Next. If you
restored certificates in a previous step, skip to step 22.

If there were no certificates stored in the database, or if you chose not to restore them

in a previous step, the Certificate Options screen appears. From the Certificate

Options screen, choose the digital certificate that will appear to Bit9 Console users.

You either create a certificate using a template provided by Bit9 or substitute your
company’s certificate.
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Bit9 Security Platform - InstallShield Wizard
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a. Ifyou do not have your own certificate, choose Create Certificate. This allows
you to create a Bit9 self-signed certificate. Self-signed certificates will generate
warning boxes when you log in to Bit9 Console using Internet Explorer or
Firefox, although Firefox will allow you to permanently accept the certificate to
eliminate future warnings. To create a certificate, choose Create Certificate,
click the Next button, and skip to Step 20.

b. To substitute your own certificate, choose Use Pre-existing Certificate, click the
Next button, and skip to Step 21.

20. If you chose Create Certificate, the Create X.509 Certificate screen appears.

Bit9 Security Platform - InstallShield wWizard
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a. By default, all certificate details correspond to Bit9 name and address data. Please
replace them with details of your company. The default password is “password’.
Bit9 recommends that you change it, and keep a record of your new password so it
can be retrieved for later use. The Common Name field defaults to the IP Address
or DNS Name of the Bit9 Server; it cannot be changed. If the Bit9 Server is
reachable by multiple DNS names, you can use the Subject Alternate Name field
to specify the alternate names.
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When the certificate is validated against a computer, it is validated against the
Common Name or one of the Subject Alternative Name entries (if they exist). If
both are present, names in the Subject Alternative Name field have priority.

b. When the information you want is in all fields, click Next to create the certificate
and skip to step 22.

21. If you chose Use Pre-existing Certificate, the Use Pre-existing X.509 Certificate
screen appears. Enter the required information:

Bil9 Security Platform - InstallShield Wizard
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a. Click the Browse button next to the Enter certificate file field, navigate to the PFX
(PKCS.12) certificate file you want to use, and click Open when you have located
the file. The filename appears in the certificate file box.

Enter the password for the certificate, and re-enter it in the confirmation field.
When you have entered the certificate file and the password, click Next. The
Ready to Install screen appears.

22, If you are satisfied with your installation choices, click the Install button.

Bit3 Security Platform - Installshield Wizard
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23. Bit9 Server installation commences, and an installation status bar shows progress.
When the InstallShield Wizard Complete screen appears, the installation is complete.

a. In some cases, you will need to restart the server computer after installation is
completed, and the dialog will include an option to restart now. Choose to restart
now unless you need to complete some other activity on this computer.

b. Click the Finish button. Bit9 Server, which runs as a service, begins to operate
after you click this button. Installation logs are placed in the Bit9 installation
folder (for example, C:\Program Files (x86)\Bit9).

Bit9 Security Platform - InstallShield Wizard
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Upgrading from a Previous Bit9 Version

Upgrading to Bit9 Security Platform 7.2.1 requires that your existing server be at the latest
patch of version 6.0.2 or a supported 7.0.0 or 7.0.1 patch. See the Release Notes for this
release for detailed information about build and patch numbers from which you can
upgrade.

Upgrades from pre-6.0.2 Parity versions are not supported by the installation program, but
Bit9 Support can help you make a transition from an earlier version.

Important

You must backup the Bit9 database before running an upgrade. Some
database upgrade failures are non-recoverable. Be sure you have a backup
no more than one day old.

Dialogs during the Bit9 upgrade process will warn you if your database
backup is not recent (or its status cannot be determined). Proceeding in
these cases is not recommended.

In addition to backing up your server, you should consider the following requirements and
recommendations before performing an upgrade:

Changing the Bit9 Server name at upgrade is not recommended, especially if you use
your own distribution methods to upgrade Bit9 Agents. Consider using a CNAME for
the Bit9 Server to avoid having to change the name.

Bit9 Server upgrades must be run as the Bit9 service user account that was configured
during Bit9 Server installation. You can determine the name of this account by
opening the Windows Task Manager and clicking the Services button in the bottom
right corner. The name in the Log On As field next to the Bit9 Server must be used
(either by login or runas) to install the upgrade.

Do not use the Bit9 Server installer program (ParityServerSetup.exe) to upgrade the
Bit9 Server from one build to another within the same version (e.g., from 7.2.1.542 to
7.2.1.829). Running the full installer in a build-to-build upgrade removes the current
Bit9 instance instead of upgrading it. For build-to-build upgrades, there is a separate
"patch" installation procedure. Apply the patch to the server according to the
instructions you received with it, and then update Bit9 Agents as described in the
“Managing Computers” chapter of the Using the Bit9 Security Platform guide (or
online help).

If you inadvertently run the full installer for the build-to-build case, run it again, and,
when prompted, select 'Use the existing database").

If you are upgrading the Bit9 Server on a system that is protected by Bit9 Agent,
examine any custom rules that protect the Bit9 installation folder and its subfolder.
These should be disabled prior to installing the upgrade and re-enabled after the
upgrade is complete. The upgrade installation program will warn you if a Bit9 rule or
third-party software is blocking access to a folder or registry location that the Bit9
Server installer must access to complete the upgrade.

It is also possible, although uncommon, that you will be prompted during installation
to disable tamper protection on th server’s agent. In this case, be certain to re-enable
tamper protection as soon as the server upgrade is completed, and do not disable
tamper protection unless prompted.
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Upgrade Installation Overview

Upgrading to Bit9 Security Platform version 7.2.1 involves the following high-level steps,
most of which are described in more detail later in this section:

Read through the separate Operating Environment Requirements document for the
current distribution of Bit9 Security Platform version 7.2.1 to be sure your server
platform meets the current hardware and software requirements for this release.

Read through this upgrade section to get a full overview of the upgrade process.

Contact Bit9 Technical Support (support@bit9.com or 877-248-9098) for any recent
changes to upgrade procedures, or for advice on special cases, including strategies for
getting to version 7.2 from a pre-6.0.2 version of Bit9 Parity and what to do if you are
currently running a Bit9-installed version of SQL Server Express.

Backup the Bit9 Server database. Do not proceed with the upgrade without a recent
backup since database upgrade failures are non-reversible.

Disable third-party Bit9 Agent deployment mechanisms (such as SCCM).
Stop any other activity (including backup jobs) or user access on the SQL Server.

Either log in as the Bit9 service user account that was configured during Bit9 Server
installation or use runas that user to install the upgrade.

For upgrades to a different version number (e.g., from 6.0.2 or 7.0.1 to 7.2.1) run the
Bit9 Server installation (ParityServerSetup.exe). For build-to-build upgrades (e.g.,
7.2.1.456 to 7.2.1.845), use the patch installation procedure, which does not require
the steps in this document. Patch releases are accompanied by Release Notes
describing any special considerations.

Wait for automatic post-installation server updates to complete.
Make any needed System Configuration changes to the Bit9 Server.

If you distribute agents using your own deployment mechanism, upgrade Bit9 Agent
distribution points and re-enable deployment mechanisms.

If you upgrade agents using the Bit9 Server, re-enable the Bit9 Server’s upgrade
features.

Important

When the Bit9 Server is upgraded from one major version to another (such
as v6.0.2 to v7.2.1), ongoing enhancements to “interesting” file
identification make it necessary to rescan the fixed drives on all Bit9-
managed computers. These upgrades may also require a new inventory of
files in any trusted directories to determine whether there are previously
ignored files that are now considered interesting. For some upgrades, this
process can involve activity similar to agent initialization, and may cause
considerable input/output activity. This could take less than an hour or last
for many hours, depending on the number of agents and files.

For both Bit9-managed upgrades and third-party distribution methods,
Bit9 recommends a phased upgrade of agents to avoid an unacceptable
impact on network and server performance.

See the “Managing Computers” chapter in the Using the Bit9 Security
Platform guide for full agent installation and upgrade procedures.
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* Ifyou have used External Events Logging in a pre-7.0 version of Bit9 Parity, update
the database by running external events.sql on the SQL Server after you upgrade the
Bit9 Server. Depending upon database size, this script could run for a considerable
amount of time before completion.

* For agent upgrades, reboot on systems that prompt you to do so. This should only be
necessary for certain systems running Windows XP or Windows 2003.

* Ifyou have used Syslog/SIEM integrations with Bit9, such as QRadar or ArcSight,
make sure to consult the Bit9 Events Integration Guide for Bit9 Security Platform
7.2.1 to prepare your configuration for required changes. Note that integrations with
SPC and SMP integrations are not supported in Bit9 Security Platform 7.2.1

Note

*  You cannot upgrade Bit9 Agents running on Windows 2000 systems.
You can continue to run v6.0.2 agents on those systems, but they will
not have full v7.2.1 functionality and will have limited support.

* Changing the Bit9 Server name at upgrade is not recommended,
especially if you use your own distribution methods to upgrade Bit9
Agents. Consider using a CNAME for the Bit9 Server to avoid
changing the configured name in Bit9.

Upgrade Pre-installation Requirements

Your existing Bit9 Server must be at least at the v6.0.2 level to be upgradable to 7.2.1.
Also, all agents on all systems you plan to use with version 7.2.1 should be at version
7.0.0, 7.0.1 or the latest 6.0.2 patch. See the “Managing Computers” chapter in the Using
the Bit9 Security Platform guide (or Bit9 Console help) for details on agent upgrades.

Backup the Bit9 Server

Bit9 requires that you backup the Bit9 Server before running the Bit9 Server installer for
an upgrade. Some failures of the database portion of the server upgrade are non-
recoverable, and if you haven’t backed up recently, you will lose data.

Bit9 recommends that you use your own backup mechanism to back up the Bit9 database.
However, if you have not backed up the database and need to use the Bit9 mechanism, go
to the Advance Options tab on the Bit9 Console System Configuration page and enable
backups.

Important

System Backup does not backup IIS certificates. Also, pre-7.0 versions of
the Bit9 Parity Server do not backup the certificates configured for the
server. Please do a separate backup of IIS certificates, and if upgrading
from 6.0.2 (or via 6.0.2 from an earlier release), all Bit9 Server and
Console certificates, on a system other than the Bit9 Server.
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Disable Software Deployment Mechanisms

Please disable any software deployment mechanisms, such as SCCM, used to distribute
Bit9 Agent until after the upgrade completes and you have had an opportunity to update
their respective distribution points with the upgraded Bit9 Agent installers.

Stop SQL Background Jobs

Because the Bit9 database is updated during a server upgrade, no other database jobs
should be running. This includes background jobs such as database maintenance and
backup activity. Stop all of these jobs, and confirm that no one else is using the database
before initiating the Bit9 Server upgrade.

Run the Bit9 Server Upgrade Installation

Make the Bit9 Server 7.2 or dowloaded installer files available to your Bit9 Server. If you
have a CD and no physical CD drive is present on the Bit9 Server, you can insert the CD in
another machine, “share” the drive and mount that “share” from the Bit9 Server machine.
Launch the ParityServerSetup.exe application to validate and upgrade the Bit9 Server
components.

Upgrade Installation Checks

The upgrade installation program checks that the server environment meets the
requirements for Bit9 Server installation. There are two important checks that might
produce warnings after you initiate the upgrade:

* Blocked Access Warning — If the Bit9 Agent is installed on the system, a dialog box
appears reporting that the installer will check to confirm that it has access to the
necessary locations for an upgrade.

Bit3 Secutity Platform - InstallShield wizard

Tha ayekan is pratected b Hha EiEQ AgEnt.

The irstaler will verify the recessary parmissions bo update the
BitS Server, You might see BES Motfiers IF reguined pesmissions
are mat avalable.

If the system check finds that Bit9 Agent or any other system software is blocking
access to folders or registry locations needed by the installer, the issues will be listed
in a dialog, and you will have the opportunity to remedy them and continue with the
upgrade. When you correct the issues listed, click the Next button on the dialog to run
the system check again and (if all issues are corrected) proceed with the upgrade.

It is possible, although uncommon, that you will be prompted during installation to
disable tamper protection on the server’s agent. In this case, be certain to re-enable
tamper protection as soon as the server upgrade is completed, and do not disable
tamper protection unless prompted.

* Bit9 Detection Downgrade Warning — Bit9 Security Platform v7.2.1 includes Bit9
Detection v1.2. If the Bit9 Server upgrade installer finds that your current server and
database include a later version of the advanced detection features, it will display a
dialog allowing you to continue installation (and temporarily revert to Detection v1.2)
or cancel the installation. Detection can be upgraded to the latest version after the
server upgrade is completed.
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Database Backup Warnings — Bit9 Server upgrades include updates to your Bit9
database. Some situations can cause failure of the database update scripts, and some of
these failures are unrecoverable. You must backup your database before an upgrade to
make sure you can restore your most recent data. The Bit9 upgrade installer checks to
see whether a recent backup can be found, and displays different dialogs depending
upon what is found:

- In all cases, an informational dialog is displayed warning that a recent database
backup is required.

- Ifthe installer determines that there is no recent backup, it will display a dialog
telling you to do a backup before proceeding.

- If the installer is unable to determine when the most recent backup was, it will
display a dialog telling you to check the date of the backup before proceeding.

You have the option of cancelling the upgrade or continuing after these warnings.
Continuing without a recent backup is not recommended.

Database Size Warning — Bit9 Server upgrades can require a considerable amount of
free storage space for the database. The installer attempts to confirm that there is
enough space available for a database upgrade, and displays a dialog in these cases:

- Ifit cannot determine whether there is enough space (for example, because it does
not have privileges to view a remote database), it will display a dialog with the
current database size, the estimated amount needed for an upgrade, and a
recommendation to make sure there is enough space available.

- If the installer can determine the free space available and determines that it is
insufficient, it will display a dialog with the current and required amount of free
space, and a warning that there is not enough space.

9 Databass Lpgrads Size Waming

Currenk detshacs disk usage 5 0,71 Gh, Fstimated fres spacs
rsguired for an upgrads is 5.17 Gb for cata files and 10,33 Gb For
I Fibes, Your shorage dons not kave erough free space, Make
surs wou haver encugh Fres space befors conbinung or contact
BT custorer support For Further infoemation,

Dio o s b contirae ¥

You have the option of continuing after either of these warnings, with or without
remediating space issues. If the upgrade is continued and there really is not enough
space, the upgrade program will exit and revert to the previous database and Bit9
Security Platform version.

SQL Server Express — If you are using SQL Server Express for your existing Bit9
Parity database and your database is larger than 4Gb, the upgrade installer will detect
this and a dialog will warn you that your database may become unusable upon
upgrade. You will have the option of continuing the upgrade, but you should consider
upgrading to a full version of SQL Server, as specified in the Operating Environment
Requirements for this release. SQL Server Express has a firm limit on the database
size, and if you see this warning, you are almost certain to exceed that limit.

Bit9 Connector for Check Point Password -- If a previous installation of Bit9
Server used specific credentials during server installation, you may see a message
indicating that Bit9 services could not be started due to the Bit9 Connector for Check
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Point service. In this case, you will be prompted for the Bit9 Connector Check Point
credentials.

Database Update Failure — If there is a failure in the database update portion of the
server upgrade, different dialogs will be displayed depending upon the location of the
failure. If the failure is potentially recoverable, you will be given the option of
continuing. If it is not recoverable, you will see a message ending the upgrade and
listing recommended steps.

Upgrade Completion

After the installer finishes and exits, the Bit9 Server starts running again and updates the
existing agent installers for each policy and platform. This process takes a few minutes,
the exact time depending upon the number of policies you have. If you are refreshing the
version of the Bit9 Agent installer on distribution points for a software deployment
mechanism, make sure the agent installer has completed the upgrade to 7.2.1.

Note

In pre-7.0 releases of Parity, if [Pv6 was configured on the server system,
the Parity installation reverted it to [Pv4 because [Pv6 was not supported.
In Parity 7.0.0 and later, [Pv6 is supported. During an upgrade, if a system
was changed to [Pv4 during a previous installation, a dialog appears
allowing you to return to [IPv6 defaults. If you choose this option, future
upgrades will maintain the [Pv6 address option. This option requires a
system reboot, which will be initiated by the Bit9 Server installer.

Review Post-Upgrade Server Configuration

After you run the Bit9 Server upgrade installation, complete the following checklist prior
to upgrading agents:

In the Rules > Software Rules section of the Bit9 Console, review Updaters as
necessary (e.g., to see any new updater versions or new updaters).

In the Rules > Software Rules section of the Bit9 Console, if you upgraded the Bit9
Server on a system that is protected by Bit9 Agent, and you disabled certain Custom
rules to allow the upgrade to run, re-enable those rules.

In the Assets > Computers section of the Bit9 Console, if you disabled tamper
protection on the server’s agent during upgrade, open the Computer Details page for
that agent and re-enable tamper protection.

In the Administration > System Configuration section of the Bit9 Console, go to the
Advanced Options tab, and modify the Database Backup configuration if necessary.
Then re-enable backup.

If you plan to use Reputation Approvals, it is better to enable it as soon as possible to
avoid heavy network traffic later. This feature requires that you have Bit9 Software
Reputation Service enabled (Administration > System Configuration > Licensing).
If you have it enabled, to access this feature, choose Rules > Software Rules on the
console menu and click the Reputation tab. See “Reputation Approvals” in the Using
the Bit9 Security Platform guide for more information.

Automatic Agent Upgrade is disabled in the server upgrade process. To re-enable:
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- Be sure that you have configured the policies you want to upgrade first for
automatic upgrade, and those you don’t need upgraded right away not to upgrade.
Upgrading large numbers of agents at once can create a large load on the server.

- In the Administration > System Configuration section of the Bit9 Console,
choose the Advanced Options tab and re-enable automatic upgrades of Bit9
Agents.

* Automatic backup is disabled if the Bit9 database was restored during the upgrade. If
you use automatic backup and want to re-enable it, see “Backing Up the Bit9 Server”
in the Bit9 Console help.

* Ifyou installed the optional Bit9 Detection Enhancement on v7.0.0 or v7.0.1, review
the following after the server upgrade and take action as needed:

- Bit9 Security Platform v7.2.1 includes Bit9 Detection v1.2. It is possible that you
have a later version of detection installed on your current Bit9 Server. If your Bit9
Server has Bit9 Software Reputation Service (formerly Parity Knowledge
Service) enabled and connected to the server, the "Indicator Sets" containing the
latest threat indicators will be downloaded by your server automatically not long
after the server upgrade is completed. Otherwise, you can download the detection
upgrade setup program from the Bit9 Support web site.

- The threat indicators that were formerly grouped as Updaters in pre-7.2.0 versions
were moved to separate Indicator Sets beginning in v7.2.0, and are disabled after
an upgrade. If you are upgrading from a pre-7.2.0 release, to re-enable threat
indicators, choose Rules > Indicator Sets, check the box next to each Indicator
Set you want to enable, and choose Enable Indicator Sets on the Action menu.
Do this whether or not you update the indicator sets. See “Advanced Threat
Detection” in the online console Help or PDF version of the Using the Bit9
Security Platform guide for more information.

* Ifyou use a third-party software distribution system to install Bit9 Agents, re-enable
the distribution system and update the distribution points as the next section specifies.

* For upgrades from pre-7.0 releases, the server will not export any new events to an
external database until the schema is upgraded manually. If you have used External
Event Logging in pre-7.0 releases, update the external events database after you finish
the Bit9 Server upgrade installation.

- Navigate to the sql folder in the Bit9 Server installation folder (for example,
c:\Program Files (x86)\Bit9\Parity Server\sql) and copy external_events.sql to
your remote database server.

- On the database computer, use Management Studio to run external_events.sql on
the Bit9 database. Note that the time required for the script to complete the update
can be considerable, depending upon the size of your database.

* Ifyou have used the Live Inventory SDK, review Appendix A of the Using the Bit9
Security Platform guide to see whether any of the fields you used have changed.

* Bit9 Platform v7.2.1 includes a System Health feature that monitors a variety of
factors, including compliance of your system with the Bit9 Operating Environment
Requirements. The indicators for this feature must be downloaded via the Bit9
Software Reputation Service. See the Using the Bit9 Platform guide or online help in
the console for more information about enabling this feature.
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Agent Upgrade Status

To make the upgrade process easier to manage, the Computers page in the Bit9 Console
provides an Upgrade Status column and also visually differentiates between computers
running up-to-date agents and those running previous versions. On this page, computers
running previous agent versions show an orange dot in the “Connected” column while up-
to-date agents are shown with a blue dot.

Computens

Computers conneded: 136 Total compubers: 174 Current CL version: 5925348

Saved Views: [The Currant Wew Hes Unsived Changes] Group By: Days Disconnected:
frong) 500 | || ineme} < | || freone) [=]

Computer Name i Paolicy Status Upgrade Stalus Podicy
MY CORP\DESK TOR-3 Out; of date Mot supported 10.4.23.8 --Adminsstratian--

MY CORP\DESKTOR-F Wp to date Up to date 10.4.23.14 --IT Group--
W DO, LAPTOR- 5 Palicy ouk of datel  Upgrada scheduladl 10.4.23 65 --RAD Group--

BT CORP LABTOR- 2 Out of date Mok requested 10.49.11.23 --Salas Group--

MY CORPSERVER- 1 Up to date Up ta date 10.4.23.16 --0T Group--

In addition, the Upgrade Status column in the Computers table shows a more detailed
description of agent status as each agent goes through the upgrade process. Clients will
transition to an Upgrade Status and Policy Status of “Up to Date” when all their upgrade
processing has been completed.

See the “Managing Computers” chapter in the Using the Bit9 Security Platform guide (or
online help) for addition information about automatic and manual agent upgrades, and
about monitoring upgrade status.
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Uninstalling the Bit9 Server Software

The server uninstallation program removes Bit9 files and associated third-party software
installed on the system. To uninstall the Bit9 Server, you must log in as a user with
administrative privileges, preferably as the same Bit9 service user that was used to install
Bit9 Server. The uninstall program is on the Start > All Programs > Bit9 menu, although
you can also use the Add or Remove Programs interface in the Windows Control Panel.
Consider the following points before you uninstall:

* Ifyou are uninstalling and do not intend to reinstall the Bit9 Server, place all policies
in Disabled mode before uninstalling. Otherwise, computer users will not be able to
uninstall the agent without special assistance. If you attempted to uninstall the Bit9
Server without changing all policies to Disabled mode first, contact Bit9 support.

*  When you start the Bit9 Server installer/uninstaller program, it verifies that you have
the permissions required to uninstall the Bit9 Server. If there are any rules or
permissions prevent un-installation from going forward, the installer provides a report
detailing what must be done before you can proceed. This includes blocks due to an
enabled Bit9 Agent on the computer running the Bit9 Server and other folder or
registry permission issues.

* Self-signed Bit9 certificates are removed during the uninstallation process. If you used
a certificate from a certificate authority (i.e., one that is installed in the Windows
Certificate Store), it is not removed.

To uninstall the Bit9 Server software:

1. Either go to the Control Panel and click Bit9 Server on the Remove Programs list, or
on the Windows Start menu, choose All Programs > Bit9 > Uninstall Bit9 Server. A
confirmation dialog appears.

Bitd Security Platform - InstallShield Wizard

Do you wark bo completely remave the sefecbed applicetion and &l of its
Faatures?

2. Click the Yes button to start the uninstallation process. When the uninstallation
process is complete, either the dialog will close by itself or you will see the Uninstall
Complete screen.

3. Generally, you do not need to reboot your system after uninstalling the Bit9 Server. If
a reboot is necessary (which is true only if the uninstall program could not remove
certain Bit9 files), the screen includes reboot options.
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Bit9 Security Platform - InstallShield Wizard

The B9 Security Flathom

Uninstall Complete

InstalShisld ‘Wizerd has ireshed urinstaling Party S erves
& ez, | wank bo restart mp computer row

"%. B I.tg 7 M, | vl vesstait my campiles later,

Remove any disks from ther dives, and then click Finish ko
complete setup.

If the options appear, rebooting now is recommended unless you have other
immediately necessary activity on the server (for example, an error in uninstalling).

a. Choose a reboot option if prompted.
b. Click Finish.
Notes

For instructions on uninstalling the Bit9 Agent, refer to the Using
the Bit9 Security Platform guide or online Help system.

Uninstalling the Bit9 Server reverts the IIS configuration to its
state prior to Bit9 Server installation. Any configuration changes
applied during the time the Bit9 Server was installed are lost.

The Bit9 Server uninstall program will nof remove the Bit9
database. It must be deleted separately.

If the FastCGI module was installed by the Bit9 Server, the
uninstall program presents a choice to un-install it or leave it
installed once the Bit9 Server itself has been uninstalled.

Visual Studio 2010 and 2012 runtimes installed during Bit9
Server installation are not removed when you run the uninstall
program.

The Bit9 Database remains on the server system after an uninstall.
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Chapter 3

Logging In to the Bit9 Console

This chapter explains how to log in to the Bit9 Console as an administrator. Logged in as
an administrator, you can configure all aspects of the system and create hierarchical user

accounts.

Sections
Logging In to the Bit9 Console 62
Logging Out of the Bit9 Console 63
Changing the Administrator Password 63
Viewing User Activities in the Events Table 64
Using Help 64
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Logging In to the Bit9 Console

The Bit9 Security Platform employs a browser-based user interface called the Bit9
Console. You can log in to the console from a supported web browser on any computer
with network access to the Bit9 Server, including the Bit9 Server itself.

To use the Bit9 Console and online help, JavaScript must be enabled on your browser. In
Internet Explorer, you may need to adjust your security settings or set the Bit9 Server
address to be part of your Local Intranet or Trusted Sites zone in order to access the Bit9
Console. The security settings are accessed from the Internet Explorer Tools > Internet
Options menu, on the Security tab.

For your initial login, you use the built-in administrator account admin.
To log in to the Bit9 Security Platform:

1. From any supported web browser, enter the fully qualified domain name or alias of the
Bit9 Server (IP addresss may be used but a FQDN or alias is preferred):

https://server name

If you installed a verifiable digital certificate from a third-party authority as part of
Bit9 Server installation, you go directly to the Bit9 login screen (step 3).

2. Ifyou chose the Bit9 self-signed SSL certificate during Bit9 Server installation, the
first time you enter the Bit9 Server URL, a certificate error appears. You can safely
ignore the warning and click through the remaining confirmation screens. The
warning appears because the authority of the self-signed certificate cannot be verified.

Note
To avoid future certificate warnings:
* In Firefox, accept the certificate permanently.

* In Internet Explorer, click through the warning, click the Certificate
Error button in the IE toolbar, and install the self-signed certificate.

* In Safari, click Show Certificate on the warning and check the 4A/ways
trust... box for the Bit9 Console certificate, and click Continue.

3. When the Bit9 login screen appears, enter the default user name (admin) and
password (admin) .

% Bit9

User Name:

Password:

| &) Submit |

4. Click the Submit button. The Bit9 Console Home page appears.
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You should change the password for the admin account after logging in. See “Changing
the Administrator Password” on page 63.

Note

For environments that require best security practices, Bit9 recommends
usng AD-based login accounts. See the separate Using the Bit9 Security
Platform guide for more information about AD-based logins.

The console automatically logs users out after a specified period of inactivity. This can be
modified on the System Administration page Advanced Options tab. You can modify the
default starting page for the console using the dialog that appears when you choose Tools
> Preferences on the console menu. See the online help in the console for additional
information.

Logging Out of the Bit9 Console
A logout link appears in the top right corner of the banner of the Bit9 Console web page.
Logging out ends your session.
To log out of the Bit9 Console:

1. From the console banner, click the Log Out link:

Alerts: A1 @1 | admin | bitdsrvr.mycorpaocal | Log Out

Administration Help Wersion 7.2.1.455

2. Respond to the confirmation prompt:

Are you sure that you want to log out (end this session)?

i Yes | | @ No

Changing the Administrator Password

For security, regularly change your administrator password. After logging in to the built-in
administration account admin for the first time, you should immediately change the
password, which initially also is admin.

To change the default administrator password:
1. On the Bit9 Console menu, choose Administration > Login Accounts.

2. On the Login Accounts page, click the Edit (pencil and file) button next to the admin
user.
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3. From the Edit Login Account, change the password as follows:

a. Inthe Password field, enter the new password.
b. In the Confirm Password field, enter the password again.
c. Click the Save button.

Note

A Bit9 administrator can use this same series of steps to change the
passwords of other users if their accounts were created in the Bit9 Console.
If a user logged in to Bit9 Console with an AD user account, that user’s
details, including password, cannot be modified in the console.

Viewing User Activities in the Events Table

You can review the combined event and exception logs in the Bit9 Console Events table.
Messages include a record of user actions, including logins, new users created, and
changes to user accounts.

To view Bit Server log entries:

1. On the Bit9 Console menu, choose Reports > Events. The Events page appears, and
by default shows All Events in the past hour in the table at the bottom of the page.

2. Ifyou want to see a subset of the available events, you can make a choice on the Saved
Views menu or create a special view using Show/Hide Filters and Show/Hide
Columns.

3. Ifyou want to use a different time range, choose a time from the Max Age menu, or
click the Show/Hide Filters link to configure and Apply a more complex time range.
The report table at the bottom of the page updates to show the new time range.

The “Event Reports” topic in Using the Bit9 Security Platform or online help describes
other event report types. The log of events, which grows over time, is automatically
pruned by the Bit9 Server according to the schedule you set so it requires no manual
maintenance. For more information, see the Using the Bit9 Security Platform guide or
Help. To configure events to be output to a Syslog server from the Bit9 Console after
installation, see the Using the Bit9 Security Platform guide or online Help.

Using Help

If you have questions about features outside of the installation and configuration tasks
described in this manual, the Bit9 Console provides a context-sensitive Help system from
which you can also navigate to other topics:

*  When you click the Help button in the console menu, the Using the Bit9 Security
Platform guide opens with an introductory screen and a table of contents.

*  When you click a help button on an application page, the topic relevant to that page
appears in addition to the table of contents.
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To display online documentation from the Bit9 Console:
1. Launch Help either of the following ways:

- From any application table, click the Help E button.
- On the console menu, click Help.

2. From the contents frame, review the displayed help topic or select your topic of
interest.

To view more topics, expand the contents tree.

4. To view an alphabetical listing of topics, click the Index button. Each index entry is
hyperlinked to the associated topic.

5. To search key words, click the Search button, enter search terms, and click Go or
press Enter on your keyboard.
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