DATA SHEET

Carbon Black 101 Training Video Library

The Carbon Black 101 Training Video Library was created because sometimes, you don't need a full class - you just need a little information or a

refresher. The Library contains free, short videos on basic features to provide a baseline understanding. Consider sharing these videos with those in

your organization who need only an executive-level understanding or those in your day-to-day operations who are interested in how Carbon Black

products are monitoring and protecting your environment.

Log into the User eXchange (community.carbonblack.com) and join the Training Group to access the Carbon Black 101 Training Video Library. While

you're there, check out the other training resources available.

Cb Enterprise Protection 101 Videos

Benefits / Architecture & Workflow / File Hashing - (11:23)

+ See an overview of how Carbon Black Enterprise Protection
provides Visibility, Detection, Response, Protection and
Integration capabilities and gain an understanding of system
architecture, workflow, and file hashing.

Cb Enterprise Protection Console - (8:01)

Discover what the Cb Enterprise Protection Console is and
how to navigate the console to view pages of information
on your environment and the files and file activity within
your environment.

Policies / Removable Device Control / Notifiers - (9:53)

+ See how you can organize your endpoints into groupings
called Policies based on custom security requirements and
control what files from Removable Devices can do in your
environment. See too, how the system notifies end users to
when it needs to intervene.

Computer Details - (5:23)

Learn how to see detailed information on end points in
your environment.

File Visibility - (7:59)

Learn how to see detailed information on monitored files in
your environment.

Events / Meters & Alerts - (9:50)

Discover how to see real-time activities within your
environment and learn of the execution and activities of
files in your environment.

Baseline Drift - (11.52)

- See how you can discover file number changes in your
environment and the risk analyses related to those changes.

Software Approvals - (6:25)

Learn of the different pieces of functionality available to
approve known good files in your environment.
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Cb Enterprise Response 101 Videos

Overview of Capabilities / Key Concepts / Terminology - (10:26)

+ See an overview of how Cb Response provides Visibility,
Detection, and Response, and Protection capabilities by
comparing endpoint activity to the Carbon Black Threat
Intelligence Cloud.

Architecture / Data Flows - (5:09)

Learn the basics of how Cb Response structured and how data
travels within your environment.

Threat Intelligence / Alliance Feeds - (5:14)

Learn about the pre-configured feeds from the Carbon Black
Alliance, providing lists of Indicators of Compromise with
scoring which flag potential threats you may need

to investigate.

Process Search / Binary Search - (12:55)

Learn how to search Processes and Binaries in your
environment and optimize your use of search criteria,
filters, and results.
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Process Analysis - (5:17)

Learn how to interpret Process Analysis results, including
the Process Tree, event metadata, and the chain of events
associated with a process.

Watchlists - (3.25)

Learn how to use Watchlists to save valuable searches and to
monitor Processes and Binaries in your environment, as well as
Alliance Feed data.

Investigations - (6:50)

Learn how Cb Response Investigations are used to
collect events that share a common focus, creating an
investigative trail.
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