Linux 2.4.0

PSC Release Notes

CB Predictive Security Cloud

PSC Linux Sensor version 2.4.0 release adds Live Query capabilities and Port 5443 Support.
See the PSC Linux Sensor Support page to view the supported Linux distributions. Live Query
is supported on all these distributions.

New features

This section lists features that are introduced in the PSC Linux 2.4.0 sensor.

e Live Query
e Port 54443 Support

Live Query for Linux

Live Query is one of the main functionalities of Carbon Black’s LiveOps product. Live Query
allows you to ask questions to your endpoint in real-time. To learn more about how to use Live
Query please visit our community. Refer to the following UEX page for a list of suggested
queries (includes Linux, Mac and Windows).

Port 54443 Support

The agent can now communicate with the Predictive Security Cloud over port 54443 if port 443
is unavailable.

Attended and Command Line Installation

For attended installs, an install. sh script is provided to input the company code for
registration purposes. Command Line Installation is also supported via the use of the native
RPM installer (assuming prerequisite steps are taken). See the PSC Sensor Installation Guide
for instructions.

Known differences between Linux and other operating systems

The User field on the Endpoints page is typically populated by the email address of the user
who installed the sensor on the endpoint. We've intentionally left this field blank for Linux
sensors because there can be multiple logged-in users and multiple simultaneous desktop
users.
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https://community.carbonblack.com/t5/Documentation-Downloads/PSC-sensor-Linux-sensor-support/ta-p/66266
https://community.carbonblack.com/t5/CB-LiveOps-Knowledge/Getting-Started-Live-Query/ta-p/44147
https://community.carbonblack.com/t5/CB-LiveOps-Knowledge/The-Query-Hub/ta-p/67631
https://community.carbonblack.com/t5/Documentation-Downloads/PSC-Sensor-Installation-Guide/ta-p/52158

Carbon Black.

Known issues

Issue ID Description

CB-17911 The sensor does not support uninstall from the PSC cloud. To uninstall,
issue the following commands:
For CentOS, RHEL, SUSE or Amazon Linux: rpm -e cb-psc-sensor
For Ubuntu: dpkg --purge cb-psc-sensor
Note: The agent will still be listed in the Registered Devices list on the
backend after running the command unless the user chooses Take Action
> Uninstall

CB-22784 The sensor only supports unauthenticated proxies. Support for
authenticated proxies will be available in a future release.

CB-25700 Live Response Go Live icon always shows for Linux sensors. A policy must

be assigned to each sensor to use Live Response.




