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Before You Begin

This preface provides a brief orientation to the CB Response Integration Guide.
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Contacting Technical Support 8
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Before You Begin

What This Document Covers

This documentation provides information for administrators who are responsible for
integrating CB Response with various tools. It discusses:

Integration with CB Protection (formerly Bit9).

Integration with Microsoft Enhanced Mitigation Experience Toolkit (EMET).

Supported SAML 2.0 specifications and SAML 2.0 Single Sign-On (SSO) setup. This
includes integration with the OKTA, Shibboleth, and ADFS identify providers (IdPs).

The Duo plug-in, which you can configure two-factor authentication and download the
Duo Mobile application on a mobile device.

Syslog output for CB Response events.

CB Response support for Virtual Desktop Infrastructure (VDI) and how to configure

your machines to use it.

The following table summarizes the contents of this guide:

Chapter Description

1

Integrating CB Response

with CB Protection

Describes the procedure for integrating CB Response
with CB Protection. It also describes the features
available when this integration is active, as well as
general features that contribute to the coexistence of
the CB Response sensor and CB Protection agent on
the same computer.

Integrating EMET with
CB Response

Describes the procedure for integrating a CB
Response server with the Microsoft Enhanced
Mitigation Experience Toolkit (EMET).

Integrating with SSO
Identity Providers

Describes supported SAML 2.0 specifications and
SAML 2.0 Single Sign-On (SSO) setup. It also
explains how to integrate with the OKTA, Shibboleth,
and ADFS IdPs.

Integrating with Third-
Party Authentication

Describes how to integrate Duo plug-in, you can
configure two-factor authentication and download the
Duo Mobile application on a mobile device.

Syslog Output for CB
Response Events

Describes syslog output for CB Response events. It
provides descriptions and examples of the output,
and explains how you can use syslog output for
notification of alerts.

Server VDI Support

Carbon Black.

Describes CB Response support for Virtual Desktop
Infrastructure (VDI) and how to configure your
machines to use it.
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Other Documentation

You may need some or all of the following documentation to accomplish tasks that are not
covered in the CB Response Integration Guide. These documents, as well as other
technical support solution documents, are available on the Carbon Black User eXchange.

The technical solutions documents are a source of information that is maintained as a
knowledge base. Some of these documents are updated with every new released build,
while others are updated only for minor or major version changes.

CB Response User Guide — Describes the CB Response product and explains how to
use all of its features and perform administration tasks.

CB Response Integration Guide (this document) — Provides information for
administrators who are responsible for integrating CB Response with various tools,
such as CB Protection, EMET, VDI, SSO, and more.

CB Response Operating Environment Requirements (OER) — Describes performance
and scalability considerations in deploying a CB Response server. Note that this was
called the Server Sizing Guide in previous releases.

CB Response Server Configuration (cb.conf) Guide — Provides all of the cb.conf
configuration file functions, descriptions, and parameters.

CB Response Unified View Server Guide — Describes how to install and use the CB
Response Unified View server, which is a standalone server that ties multiple CB
Response servers together and provides a single interface. The Unified View interface
allows users to perform queries across multiple CB Response servers with a unified
result set. The Unified View server also allows users to manipulate the full functionality
of a single CB Response server.

CB Response Release Notes — Provides information about new and modified
features, issues resolved and general improvements in this release, and known issues
and limitations. It also includes required or suggested preparatory steps before
installing the server.

CB Response APl — Documentation for the CB Response REST API is located at
https://developer.carbonblack.com/reference/enterprise-response. Documentation for
the Python module that can be used for easy access to the REST API is hosted at
https://cbapi.readthedocs.io.

CB Response Connectors — Documentation describing how to install, configure and
maintain various Carbon Black connectors is located at https://
developer.carbonblack.com/guide/enterprise-response/#connectors. A connector
enables communication between a third-party product and CB Response server.

Other CB Response documentation is referenced in the appropriate sections of this guide.
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Contacting Technical Support

Carbon Black Technical Support offers several channels for resolving support questions:

Technical Support Contact Options

Carbon Black User eXchange: https://community.carbonblack.com

Email: support@carbonblack.com
Phone: 877.248.9098
Fax: 617.393.7499

Reporting Problems

When you call or email technical support, provide the following information to the support
representative:

Required Information Description

Contact Your name, company name, telephone number, and email
address
Product version Product name and version number

Hardware configuration Hardware configuration of the server or computer the
product is running on (processor, memory, and RAM)

Document version For documentation issues, specify the title, version and date
of the manual you are using. The date and version of the
document appear on the cover page, or for longer manuals,
at the end of the Copyrights and Notices section.

Problem Action causing the problem, error message returned, and
any other appropriate output

Problem severity Critical, serious, minor, or enhancement
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Chapter 1
Integrating CB Response with CB Protection

This chapter describes how to integrate CB Response with CB Protection. It also
describes the features that are available when this integration is active, as well as general
features that contribute to the coexistence of the CB Response sensor and CB Protection
agent on the same computer.

Note: Prior to CB Protection v8.0.0, the same product was known as the Bit9 Security
platform. You may see the term “Bit9” used in this document where an integration involves
a pre-8.0.0 version of CB Protection.

Sections
Overview 13
Activating CB Response-to-CB Protection 15
Integration
Creating a CB Response User for Integration 15
Configuring and Activating the Integration 17
Viewing Integration Settings in CB Response 19
Integration Features in the CB Protection Console 21
Correlation of Exported Data 27
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Overview

CB Response provides powerful features for endpoint threat detection and response. CB
Protection provides its own powerful features for endpoint threat protection. Both solutions
allow you to take advantage of their complementary features by installing both the CB
Response sensor and the CB Protection agent on your endpoints, and adding CB
Response features inside CB Protection to improve your security posture.

Note: In addition to integrating with each other, both CB Response and the CB Protection
can take advantage of information from the Carbon Black Predictive Security Cloud, which
provides reputation information, threat indicators, and attack classification intelligence.
See “Threat Intelligence Feeds” in the CB Response User Guide for more information on
the information that is available from the cloud.

Built-in Compatibility Features

The CB Protection agent recognizes the CB Response sensor and reports its presence to
the CB Protection server. The CB Protection server has many optimizations to allow
efficient operation of both the CB Protection agent and CB Response sensor on the same
endpoint. These include:

* Performance Optimizations — Internal performance optimizations nearly eliminate
any performance impact on either product from having the other product’s agent or
sensor installed.

* Trust for Sensor Updates — Updater rules allows seamless installation and upgrades
of CB Response Mac and Linux sensors that would otherwise have been blocked by a
CB Protection agent in Medium and High enforcement modes. See “Approving by
Updater” in the CB Protection console help for more information about updater rules.

* Publisher Trust for CB Response — A Publisher rule in CB Protection instructs
agents to trust (by default) Windows files that are identified as being from the
publisher “Carbon Black, Inc.”. This is the publisher for CB Response files. See
“Approving or Banning by Publisher” in the CB Protection console help for more
information about publisher rules.

¢ Server Integration Interface — The Licensing tab on the CB Protection System
Configuration page includes a CB Response tab that can be used to activate
integration with a specific CB Response server. Step-by-step instructions are detailed
in “Activating CB Response-to-CB Protection Integration” on page 15. The features
associated with this integration are listed in the following section.
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Features when Servers are Integrated

Additional CB Response-CB Protection integration features become available when you
explicitly configure the two servers to work with each other. The majority of these features
involve making information from and about CB Response available in the CB Protection
console:

* CB Response Sensor Details in CB Protection Console — Pages displaying details
about a computer running the CB Protection agent show whether the CB Response
sensor is installed, and if so, the version and status of the sensor. Note that this
information and the tab it is on currently shows only for Windows agents.

* CB Response File Statistics in CB Protection Console — Pages displaying details
about a file found on a computer running the CB Protection agent show CB Response
statistics about the file, such as how many watchlists it is on, the number of computers
and processes in which the file has been seen, and the number of network
connections.

* Links to the CB Response server in CB Protection Console — Menu and inline
links from the CB Protection console Events table, Computer Details, and File
Details pages connect to the CB Response data for the object being viewed.

¢ CB Protection Agent Status in CB Response Console — In the CB Response
console, the Host Information page for each computer running a sensor reports
whether a CB Protection agent is installed.

* Process Data Correlation — A globally unique process identifier called a Process Key
makes it possible to know when events on a CB Response server and a CB Protection
server are referencing the same process. It uniquely identifies an individual instance
of this running process. This identifier is available in Syslog output as well as data
exported for third-party analysis tools such as Splunk.

See “Integration Features in the CB Protection Console” on page 21 for more details on
integration features.
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Activating CB Response-to-CB Protection
Integration

The configuration settings for a CB Response-to-CB Protection integration appear in both
the CB Response and CB Protection consoles.

You perform the integration configuration on the Licensing tab of the System
Configuration page within the CB Protection console. After the integration is set up, you
can then view the configuration in the CB Response console.

Creating a CB Response User for Integration
If you do not already have a user account to use for CB Protection integration, follow this
procedure.

Note: The user account for the integration must be an Administrator with Global
Administrator privileges.

To create a CB Protection Integration user and API Token:
1. Log into CB Response.

2. In the left navigation menu, click Users to display the User Management page:

w User Management

Users 7 e
Teams
Q @ All Teams ¥
Name Teamis)
Administrators =0
Federation User o

Admin Name Adrmanistrators ry
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3. Click Add User in the top-right corner to display the Add User page:

Add user

Username Assign to: Select All/Deselect All
Administrators

First Name

Last Name
Email Address

Password .
Global administrator

Confirm Password

4. On the Add user dialog, define the user you will use for the integration:
a. Inthe Username field, enter a meaningful username such as CB Protection
Integration to depict the purpose of this account.

b. Inthe First Name and Last Name fields, enter meaningful values. These values
will appear in the CB Response console for this user. For example, you might
enter CB Protection as the first name and Integration as the last name.

c. Provide an email account for the user. An email account is required for CB
Response console users. However, this email account can be fictitious, because it
is not used as a normal account.

d. Enter and confirm a password for the account and keep it available for future use.

e. Inthe Assign to panel, select the Administrators check box to assign this user
to the Administrators team.

f. Select the Global administrator check box below the Assign to panel.
g. Click Save changes.
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Configuring and Activating the Integration

Review the information in Table 1 to prepare for the CB Response-to-CB Protection
integration. The following procedure involves using both consoles. You can copy
information from the CB Response console and paste it into the CB Protection console.

To activate CB Response-CB Protection Server integration:
1. Log into CB Response

2. In the top-right corner of the console, select your username > My Profile.
3. On the My Profile page, select APl Token on the left menu.

ea My Profile

Profile Info API] Token

fic2e16ace0dd2e9c8223dcB8d98:

Reset APl Token

4. In the API Token field, copy the presented API token.

5. Open another browser and log into the CB Protection console using an account with
Administrator privileges.

6. In the CB Protection console menu:

- If you are running v7.2.3, choose Administration > System Configuration.

- If you are running v8.0.0, click the Administration (gear) icon and choose System
Configuration.

7. On the System Configuration page, click the Licensing tab.

The CB Response server panel is at the bottom of the page when the Licensing tab is
displayed.

9. Enter the CB Response configuration settings as shown in Table 1.
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Table 1: Settings on the CB Protection Server for CB Response Integration

Field/Button Description

URL The URL of the CB Response server to link to the CB

Protection server. Port is only necessary if you do not
use standard ports on the CB Response server (80 for
HTTP and 443 for HTTPS).

You can copy the base URL (without any page-specific
additions) from the CB Response browser and paste it
into the relevant section of the CB Protection
configuration page.

For example, https://cbresponse.mycompany.local.

Validate SSL Selecting this check box causes a validity check on the
Certificate CB Response server certificate. This should be selected

only if the CB Response server certificate is issued by a
trusted certificate authority. Without manual
configuration, CB Response uses a self-signed
certificate and so this generally should not be checked.

API Token Enter the CB Response server AP| Token here by

copying it from the CB Response console. Click the Test
button to confirm that the server is accessible and the
key works. The test returns one of the following values:

* Success, version: <CB Response product version>
¢ Invalid APl Token
* Server not accessible

Receive Select this box to activate delivery of CB Response
Watchlist watchlist events from the configured server to the CB
Events Protection server.

Force Strong Select this box to cause the CB Response server to
SSL check the CB Protection server certificate before

sending events.

Important: This should not be selected if your CB
Protection server uses a self-signed CB Protection
certificate on IIS.

10. Click the Test button to determine whether the servers are able to communicate.
Possible causes of failure and their troubleshooting steps are:

Invalid APl Token — Make sure that the API token for the CB Protection user has
been copied correctly from the CB Response console and pasted into the
configuration page on the CB Protection console. Also make sure that this user is
an administrator and has global administrator privileges.

Server not accessible — Confirm that the correct URL and port number (if
needed) has been entered in the configuration page on the CB Protection
console, and that the Validate SSL certificate check box was not selected when
you are using a self-signed certificate. Also, make sure that access to the CB
Response server is not blocked by the network firewall.

Force Strong SSL — Selecting this check box causes the CB Response server to
check the CB Protection server certificate before sending watchlist events. This
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should be checked only if the CB Protection console certificate is issued by a
trusted authority (for example, not self-signed).

If you are unable to create a successful connection, contact Carbon Black Technical
Support.

11. When you have entered and successfully tested the CB Protection server settings in
the CB Protection console, click Update on the System Configuration/Licensing
page. The configuration should be complete and your servers should be integrated.

Viewing Integration Settings in CB Response

In the CB Response console, you can view the current CB Protection integration settings
using the CB Protection Server option.

To view CB Protection integration settings in the CB Response console:
1. Log into CB Response

2. In the top-right corner of the console, select your username > Settings.

3. Inthe left panel of the Settings dialog, select CB Protection Server to view the
current integration settings.

Settings

. E Cb Protection Server
Sites

E-Mail Server URL

License

Server Nodes

" Auth Token

Cb Protection Server
Verify SSL Certificate
Export Watchlist Hits

Notes

* You can change the watchlist and SSL settings in the CB Response
console. However, you cannot change the URL or AP| Token
parameters here. If you need to modify these, use the CB Protection
console.

* The value in the Server URL field on this page must be resolvable by
the CB Response server for proper communication to occur with CB
Protection.

To view the CB Protection integration status in the CB Response console:
1. Log into CB Response

2. In the left navigation menu, select Server Dashboard.

The status of the CB Protection server connection is shown in the Server
Communication Status panel in the top-right corner.
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3. Three possible statuses can occur. You may need to perform more steps depending
on the status:

a. CB Protection Server is connected — This status indicates that the integration
has been configured and the connection is currently functioning properly.

b. CB Protection Server not configured — If the CB Protection server connection
has not been configured, a Settings button appears in the status line for the
connection. Do not use this button. Keep in mind that you cannot configure the
API Token or URL on this page; they must be entered in the CB Protection
console.

c. Unable to connect to CB Protection Server — This status may indicate network
or firewall problems, or bad URL or port configuration. It can also occur if Force
Strong SSL was chosen on the CB Protection console’s System Configuration
page for CB Response when a self-signed certificate is being used on the CB
Protection console.

Regenerating the Authorization ID for Server Communication

The CB Protection server creates a hidden token that the CB Response server uses to
send back watchlist hits. This token is not visible in the console of either product, but can
be retrieved from the database. You can also enter it manually on the CB Response side
for diagnostic purposes. If you believe this token was compromised, or if your
configuration stops working (for example, because the CB Response server lost the token
due to a reinstall or a manual token change), you can regenerate a new key.

To regenerate the authorization key for server communications:
1. In the CB Protection console:
- If you are running v7.2.3, choose Administration > System Configuration. and
click the Licensing tab.
- If you are running v8.0.0, click the Administration (gear) icon and choose System
Configuration and click the Licensing tab.

2. Inthe CB Response panel, uncheck the Receive Watchlist Events box and click the
Update button.

3. Check the Receive Watchlist Events box and click the Update button. A new key is
generated.

4. \Verify on both servers that there is a successful connection between the CB
Protection server and the CB Response server.
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Integration Features in the CB Protection Console

Sensor Information

If you integrate the CB Protection server with the CB Response server, CB Protection
console pages that show computer information include CB Response sensor details when
they are available.

To view CB Protection-managed computers also running a CB Response sensor:

1. In the CB Protection console menu, select Assets > Computers. The Computers
page appears.

2. On the Saved Views menu, select Carbon Black Deployments to see computers
that are grouped by whether they have had a CB Response sensor installed on them.
This table also shows the CB Response sensor version and its current status.

Click the View Details button for any computer in this view to see more CB Response
sensor details on the Computer Details page. The CB Response panel on this page
reports the presence, version, status, and other details of any CB Response sensor found
on a computer running the CB Protection agent. If a CB Response server is not configured
or the computer is not running a CB Response sensor, this tab shows only Not installed.
By default, the CB Protection server checks CB Response status every 30 minutes.

The CB Response panel of the Computer Details page also provides a More
information link to the Sensors page of the CB Response console. You also can use the
CB Response Details link in the Related Views menu to go to the CB Response console.
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CB Protection console: Computer Details page with CB Response

Computer Details

(2]

Redated Views
Racsnt Events

General

Compater Namo:
IP Addrass:
Connection Status;
Health Check:
Platform:
Description:

Computer Tag:

Py
Policy:
Pelicy Made:
Connected Enforcement;
Dizconnected Enforcement:

LARTOP-1T
10.20.30.40
Connested
Fazaed

Windows

Standard Pratection

Caatial

Meadium (Prampt Unaparaved)
Madium (Prampt Unapproved)

Ch Protection Agent  Connection History | Policy Override | Systern Detalls

Sensor Version:
Last Status:
Uptimee:
Registration Time:
Last Checkin:
Next Checkin:

6.1.6.80405

Running

T2 houris)

Fab 12 2008 051 1:37 PM
May 16 2018 09:33:14 AM
May 16 2018 09:23:45 AM
More information

Ch Response

Health Chack Events

Files an this
Computer

Ch Response Detals

Actlons
Change Policy
Delete Computer
Priaritize Updales
Resat CLI Fasswornd

Adel Files to [+]
Snapshol

Achvanced
Canvert to Template
Set Debug Level

Canhgare Agent @
Dumps

Disable Tamper
Protsction

Change Local
State

Parform Cache @
CansEtendy
Check

Other sctions @

Table 2 describes the information available on the CB Response tab for CB Protection
Computer Details pages. Note that this information currently shows only for Windows
agents. OSX and Linux agents will report that CB Response information is "Unknown".
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Table 2: CB Response tab fields on the CB Protection Computer Details page

Field Description

Sensor Version

The version of the CB Response sensor installed on this
computer.

Sensor Status
Last Status
(on Details page)

The last CB Response sensor status for this computer, as
reported by the CB Protection agent to the CB Protection server.
The CB Protection server checks CB Response status every 30
minutes, and so status changes may be out of sync for up to that
amount of time.

The possible values for CB Response status in the table are:

¢ Unknown

* Installed, initializing — sensor installed but not fully initialized
¢ Installed, running

¢ Installed, not running

* Not installed

¢ Stopped

On the Details page, the Last Status field on the CB Response
tab is similar to Sensor Status in the table. However, it does not
appear if sensor status is Unknown. Its possible values are:

* Running

¢ Service not running
¢ Kernel not running
¢ Stopped

Notes: In addition to up to a 30-minute gap between sensor
installation and CB Protection polling of CB Response status,
status will continue to report as Not installed until the CB
Response sensor connects to the CB Response server and
receives a sensor id. Also, if the CB Protection agent is offline or
uninstalled from a computer, the last CB Response sensor status
reported by the agent is displayed in the CB Protection console,
even if sensor status changes.

Uptime

Number of minutes and hours that the CB Response sensor has
been running since it was last started.

Registration Time

The date and time the CB Response sensor on this computer
registered with its server.

Last Checkin

The date and time the CB Response sensor on this computer last
checked in with its server.

Next Checkin

The date and time of the next scheduled server checkin for the
CB Response sensor on this computer.

More Information

Carbon Black.

Connects to the login page of the CB Response server that is
configured on the System Configuration page Licensing tab.
Logging in takes you to the Sensors page in CB Response, so
you can view additional details about this computer.

Note: You must have valid login credentials for the CB Response
server to successfully open the CB Response console.
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File and Process Information

In the CB Protection console, you can view CB Response statistics on files, such as:
¢ How many watchlists it is on.
* The number of computers and processes in which the file has been found.

Note

For 5.1.1 and previous sensors, CB Response process information is
available to the CB Protection from Windows sensors only. It is not
available in CB Protection from the CB Response OS X and Linux
Sensors.

To view CB Response details for a file on a CB Protection-managed computer:
1. In the CB Protection console, choose Assets > Files to display the Files page.
2. Click the File Catalog tab to view a table of unique files discovered on computers

managed by this CB Protection server. You can also choose Files on Computers to
view a table of all file instances.

3. When you locate the file for which you want to view more details, click the View
Details icon (file and pencil) on the left of that file row. The File Details page appears.

Cb Protection File Details Page: Cb Response Panel
File Details ©  Related Views

All File Instances
zemearal
File Evenlts

First Seen Name:  notepad.exe Comeuters with this

Ff;f'if;:f;; E.Z;;iﬁléﬁééiﬁiiﬁh B Z":;ﬂp_,tm_m,t

Ch Response

First Seen Activity:  Dec 19 2017 10:34:05 PM
Watchlists:
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Table 3: CB Response fields on CB Protection File/File Instance Details pages

Field Description

First Seen The date and time when activity involving this file was first reported to

Activity the CB Response server.

Watchlists The number of CB Response watchlists on which this file appears.
This appears if watchlist export is configured on the CB Protection
System Configuration page for CB Response.

Frequency The frequency of the file is the number of endpoints that have this file

Data associated with a process. The number of processes is the count of

all processes that have been associated with this file.

Unique Paths

The number of unique paths in which this file has been seen. (only
appears if data is available)

Network
Connections

Whether there have been any network connections associated with
this file, and if so, on how many computers. (only appears if data is
available)

Registry
Modifications

Whether there have been any registry modifications associated with
this file, and if so, on how many computers. (only appears if data is
available)

File Icon The icon for this file (if any).
More Link to the CB Response console showing more information about
information this file (from the File Details page) or a particular instance of this file

Event Information

on a particular computer (from the File Instance Details page). See
“Links to the CB Response Console” on page 26.

The CB Protection console Events page can display two different CB Response-related

event subtypes:

* CB Response sensor status

¢ CB Response watchlist

CB Response events may be seen in unfiltered views of the events table, but there is also
a Saved View for CB Response events.

To view CB Response-related events in the CB Protection Console:
1. In the CB Protection console menu, choose Reports > Events to display the Events

page.

2. On the Saved Views menu, choose CB Response.

Carbon Black.
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The following shows the CB Response view with filters displayed:

Events
I —

Saved Views: (The Current View Has Unsaved Changes - Discard) Group By:
Ch Response v Add (none) v

Hide Filters ~ | Show Columns ~ | Export to CSV | Access Event Archives | Refresh Page

Filters

Add filver b

© Subtype is v | Cb Responsa watchlist ¥

(] of | Cb Bespense senser status v [ +]

[ Apply || Cancel | | Reset |

| ) Action - | 412345 pH Search: Automatically apply

Timestamp = Severity Description

Cb Responze process Watchlist ‘Metconns to .cnor ru’ hit for
process python2. 7' on computer 'System.

Ch Response process Watchlist ‘Metconns to .on or oru’ hit for
process python2. 7' on computer ‘System’.

Ch Response process Watchlist ‘Mon-System Filemods to
May 17 2018 05:18:03 PM | Motice  system32' hit for process ‘configsecuritypolicy.exe’

[D6A22.. 4DEEY) on computer "LAPTOP-4 '

May 17 2018 031951 PM | Maotice

May 17 2018 051936 PN Motice

Both process and binary watchlist event are exported to CB Protection from CB Response
(when export is activated).

For process watchlist events, you can add a column to display the unique Process Key ID
that correlates process information between CB Protection and CB Response. See
“Correlation of Exported Data” on page 27 for more information.

When CB Response watchlist hits appear in the CB Protection Events table, the watchlist
name appears in the Rule Name and Description fields of the table.

Links to the CB Response Console

Where CB Response information is displayed in the CB Protection console, there is often
a link to the relevant location in the CB Response console. The link is identified with the
CB Response logo, and uses the server URL provided in the CB Response server section
of the CB Protection System Configuration page.

The following example from the Events page in the CB Protection console shows how
such a link appears.

Cb Response process Watchlist 'Non-Svstem Filemods to
system32' hit for process ‘Dolicy.exe peskrop-3s pelicy.exe
[D&A22. 4DEEQ] on computer 'DESKTOP-25 .

In other cases, there may be a menu link on a page to “CB Response Details”.

When a user clicks one of these links, the CB Response login page appears, where the
user must provide CB Response login account credentials.

If this browser remains open, the login credentials stay active for 90 minutes, and
subsequent use of links during this period will go directly to the relevant page.
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Correlation of Exported Data

“File and Process Information” on page 24 describes how file and process data correlation

is used inside the CB Protection console. The CB Response and the CB Protection
servers both make event data available for external use. CB Response and the CB
Protection users might consider correlating or analyzing data from both sources.

Integrating CB Response with CB Protection

To facilitate this, events that include process data have a unique “Process Key" for each
process. The process key is available as follows:

Syslog output from the CB Response server

Syslog output from the CB Protection server

CB Response API queries

CB Protection Live Inventory SDK/Public API queries

Data exported specifically for Splunk from the CB Protection server
External event exports and event archives from the CB Protection server
CB Response email alerts

See the CB Protection console online help or the Using CB Protection guide for
information about theses CB Protection features.
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Chapter 2

Integrating EMET with CB Response

This chapter describes how to integrate a CB Response server with the Microsoft
Enhanced Mitigation Experience Toolkit (EMET).

Important: Beginning with Windows 10 version 1709 (Fall Creators Update), also known

as Redstone 3, Microsoft replaced EMET with Windows Defender Exploit Guard.
Microsoft also announced that EMET reached end of life on July 31, 2018.

Sections
Overview 29
EMET Events in CB Response 30
Disabling Sensor EMET Event Reporting 33
EMET Status on an Endpoint 33
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Overview

One of the endpoint protection applications you might have on some or all of your
endpoints is the Microsoft Enhanced Mitigation Experience Toolkit (EMET). EMET is
designed to detect and protect against common attack techniques and actions.

Integrating EMET into the CB Response environment gives you a single place to go
investigate attacks detected and stopped by EMET while taking advantage of the
additional visibility provided by CB Response on your endpoints.

When EMET events become part of the CB Response database, you can search for them,
use them to trigger alerts, and perform process analysis to understand the relationships
between an EMET event and other events on one or more endpoints in your organization,
including the timeline of those relationships. In addition, EMET events can become part of
the syslog output from the CB Response server.

Notes

¢ This documentation uses the term “EMET event” to indicate the case
where EMET detects an exploit attempt. It uses the term “EMET
configuration” to indicate the protections enabled by EMET for that
process.

¢ EMET features and terminology are not detailed in this document. If you
need more information about EMET, see the documentation provided by
Microsoft.

¢ Proper functioning of this integration assumes EMET is installed and
configured per Microsoft recommendations. EMET 5.x versions should be
compatible.

* Reporting of EMET events to CB Response requires that the Windows
Event Log be selected as one of the Reporting options in the EMET
interface on the host. This is explained in this document.

* Microsoft has announced that EMET will reach end of life on July 31, 2018
and be replaced by Windows Defender Exploit Guard, which replaced
EMET beginning with Windows 10 Fall Creators Update (Redstone 3).

By default, EMET-enabled sensors report EMET events and configuration to the CB
Response server. The integration does not require interaction with another server. For any
reporting sensor, this information appears in several places in the CB Response console:

* On the Search Processes page, you can search for processes for which an EMET
mitigation occurred and/or processes whose sensor has EMET protection enabled.
For more information on this page, see “Process Search and Analysis” in CB
Response User Guide.

* On the Process Analysis page, EMET events are displayed and labeled in the table
of events, and the EMET settings specific to the current process on the reporting
sensor are included on the page. For more information on this page, see “Process
Search and Analysis” in CB Response User Guide.

* On the Sensor Details page, the general EMET configuration (if any) is shown. For
more information on this page, see “Managing Sensors” in CB Response User Guide.
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To further enhance the EMET integration, you can enable the EMET Protection Feed on
the Threat Intelligence Feeds page (see “Threat Intelligence Feeds” in CB Response
User Guide). This does not actually enable/disable delivery of events from sensors, but it
does enable you to:

* Create alerts based on EMET events and manage them on the Triage Alerts page.
¢ Specify delivery of an email alert when an EMET event occurs.
* Include EMET events in the syslog output from your CB Response server.

EMET Events in CB Response

This section describes the places in the CB Response console where you can view and
analyze EMET events.

Process Search and Analysis for EMET Events

If you open the Process Analysis page for a process on a host that has EMET
protections enabled for the process, two types of EMET-related information can appear. In
both cases, the sensor group for the host must have EMET reporting enabled:

* Process-specific Protections on the Host — The Process Analysis page includes
a list of the EMET Protections Enabled on the host for the process that is being
analyzed. These will appear even if EMET did not perform any mitigations when an
exploit was attempted on the process.

Process: emet_testb4 exe v

emet_testbd.exe: Unsigned v

N Alliance Feeds 1 hit(s) in 1 report(s) v
N On Demand Feeds 0 hit{s) in 0 report(s) & v
EMET Protections Enabled: 12 -~

Bottom-up Address Space Layout Randomization
Caller Checks

Data Execution Prevention

Export Address Table Access Filtering
Heapspray Allocation

Load Library

¢ EMET Mitigation Events — If EMET took mitigation actions related to an exploit of the
process, EMET events for these actions are listed in the event table and can be
expanded for additional detail.
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% O & Timea Type Description Q
@ 2015-06-02 11:41:55 490 GMT amiat EMET detected ASR mitigation in iexplore exe S
1 computer|s) have seen this EMET event in 1 processes: laplopd Search QQ

EMET detected ASR matigaticn in IEXPLORE.EXE
Time: Tue Jun 02 2015 OF:41:58 GMT-0400 ;5:1:'"15“' f“m:-.p 1 WInt EXPLORE ., EXE
. Application @ C:\Program Files {x8s)%\Internet Explorer\IEXPLORE.EX
MET ID: 140933
€ E. D: 14093 . User Hame : randerson
Warning: ASH check failed gassion I : 1
PID | @mD5+ (3a12)
TED : exiBAC (78d4)
Module : jp2iexp.dll
web address : http://]ava.comfsen/download/installedsd. jspidetect-Jre

url zome : Internet

EMET Configuration Searches

In addition to searching for processes that have an EMET mitigation event associated with
them, you can search for processes that are on a host that either has or does not have an
EMET configuration related to that process. This allows you to determine whether a
process might have been reported on a system that did not have endpoint protection
enabled. The EMET configuration search option is available on the Add Criteria menu on
the Search Processes page.

For more information on the Search Processes page, see “Process Search and Analysis”
in the CB Response User Guide.

Keep in mind that this search will not only help you determine if EMET is installed on a
host but will also help you determine process-specific protections.

EMET Events and Threat Reports

EMET threat reports are delivered as part of the EMET Protection Feed. If this feed is
enabled, these reports are searchable and processes with an EMET mitigation event are
tagged with “EMET Protection Feed” and get a score of 90. See “Threat Intelligence Feed
Scores in CB Response User Guide.

To view EMET threat reports:
1. Log into CB Response

2. Inthe left navigation menu, select Threat Intelligence.

3. Onthe Threat Intelligence Feeds page, scroll down to the EMET Protection panel
and click the Threat Reports link.
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E EMET Protection

This feed reports on EMET events
observed on the endpoint

There are no requirements to share
any data to receive this feed.

More Info »

* o (2]

i Enabled
Email Me On Hit

» Notifications

cess Matches i
Process Matches » 4~ Actions w
Binary Matches »

Threat Reports »

4. The Search Threat Reports page appears with the results of the EMET reports
search (labeled as cbemet in the Description column).

iE Search Threat Reports @ Vatching Reports

Q Search 'O Reset search terms

+ Add Criteria

Showing results for: feed id:2

Feed Name (1) ©  Feed Category (0) L] Report Score Li) Report Timestamps Ui}
Q Q
cbemet (100.0%; -
Show | 10 | of1 Sortbyi Severty ¥
Description Indicators Report Score Iignore
cbemet N N
MD5s IPs Domains ueries
EMET Carbon Black Detected EMET Event AR I a 5 {1 E1) No
® 6 months ago

First

You can also click the Details link for in the far right column for any report in the table of
reports to get additional information about the report.

See “Searching for Threat Reports” in CB Response User Guide for more information on
what you can do with CB Response threat reports.
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Enabling and Disabling the EMET Protection Feed

The Threat Intelligence Feeds page (accessed via Detect > Threat Intelligence on the
CB Response console menu) includes an EMET Protection feed. This feed is disabled by
default. You can enable it to include EMET event reports with the other reports received on
your CB Response server. When the EMET Protection is enabled, you can enable any of
the following:

* (B Response console alerts based on EMET events
¢ Delivery of an email alert when an EMET event occurs
* Inclusion of EMET events in the syslog output from your CB Response server

For instructions on enabling a feed and configuring its alert and syslog features, see
“Enabling, Disabling, and Configuring a Feed” in the CB Response User Guide.

For more information on the Threat Intelligence Feeds page, see “Threat Intelligence
Feeds” in the CB Response User Guide.

Note: The CB Response server receives EMET events regardless of whether the EMET
Protection feed is enabled. EMET event collection can be disabled per-sensor group from
the Group Settings page on the CB Response server Ul.

EMET Status on an Endpoint

If EMET is installed on a host running a CB Response sensor, information about that
host's EMET configuration is provided to the CB Response server. That information is
displayed in the Computer Vitals panel on the Sensor Details page for each sensor.

For more information on the Sensor Details page, see “Managing Sensors” in the CB
Response User Guide.

Hostname SM-W2K8R2X64-1

OS Version Windows Server 2008 R2 HPC Edition Service Pack 1, 64-bit
IP Address/MAC Info: 10.201.2.47 — 00:50.56:81.60:31

Computer Name: SM-W2K8R2X64-1

Computer SID: S$-1-5-21-2504423351-3375153316-4275605011
Amount of RAM: 4GB

Free Disk Space: 669 GB

Total Disk Space: 19.9 GB

Host Uptime: 2 months

Power State: Running

Clock Delta: A 31 seconds

EMET Version: 5.2.5546.26811

EMET Exploit Action: Block (Locally configured)

EMET Telemetry
Path:

EMET Report

None (Locally configured
Settings: \ Y 9 )

EMET Dump Flags:

EMET Process Count: 31
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Hosts without EMET installed do not include the fields for EMET status on their Sensor
Details page. If one of the types of EMET data shown in the Computer Vitals panel is not
available, that field will be blank.

Table 4 shows the EMET-related fields included on the Computer Vitals panel.

Table 4: EMET Information on the Sensor Details page

Field Description

EMET Version

If the Microsoft Enhanced Mitigation Experience Toolkit
(EMET) is installed on the endpoint, the toolkit version number.

EMET Exploit Action

The EMET configuration for what to do when an exploit attempt

occurs:

¢ Audit -- Do not kill the process, when applicable, but log the
exploitation attempt.

* Block -- Terminate the program when an exploitation attempt
is detected (“Stop” in the EMET interface)

EMET Telemetry Path

If Local Telemetry mode is enabled on EMET for this endpoint,
this field shows the path where Early Warning information is
sent on the local machine. See the Microsoft EMET
documentation for the Registry path for this setting.

EMET Report Settings

Identifies which Reporting checkboxes are checked in the
EMET interface, which controls where mitigation events are
reported on the local host. Options are one or more of:

* Windows Event Log
¢ Tray Icon
¢ Early Warning

In addition, for any active option, there will also be an indication
of whether the choice is Locally or GPO configured.

Note: If Windows Event Log is not active, CB Response will
not received EMET events.

EMET Dump Flags

If present, identifies the type of MiniDump file created if the
LocalTelemetryPath key is set.

EMET Process Count

The number of active processes that have EMET mitigations
configured on the host.

Disabling Sensor EMET Event Reporting

By default, sensors on any host with EMET installed will include EMET events in the logs
reported back to their CB Response server. However, you can disable EMET event
reporting for all sensors in a Sensor Group.
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To disable EMET event reporting from a Sensor group:
1. Log into CB Response.

2. In the left navigation menu, select Sensors.

3. Onthe Sensors page, choose the sensor group (top-left corner of the page) for which
you want to disable EMET event reporting.

@ Server Group ¥ * [ Create Group & Download Sensor Installer v (& Edit Settings
> Server Group
_ =9 Sensor Versions @ Lastt
Test Group 10
Test2
1
Spence !
= Sensor Test
== TestGroup 60111 51002 60406 years year mor
> Sensor
X & Show Uninstalled Sensors

4. When you have selected the sensor group, click the Edit Settings button to display
the Edit Group Settings page.

5. Click on the Event Collection tab and when it displays, uncheck the EMET events
box.

Click Save Changes.

7. EMET event collection will no longer be included in the logs sent to the CB Response
server.

Edit Group Settings

Settings Advanced Permissions Event Cellection

Event types to collect

Collection for each type of event can be enabled/disabled here. Disabling event collection will impact visibility, but may
improve sensor and server performance

Process information

File modifications i
Registry modifications )
Binary module (.dll, .sys, .exe) loads L4
Network connections )
Binaries o
Binary info o)
Process user context € 4
MNon-Binary File Writes =

Cross process events

EMET events @

To re-enable EMET event collection for a sensor group, follow the same procedure but
check the EMET events box before saving the changes.
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Chapter 3

Integrating with SSO Identity Providers

This chapter describes supported SAML 2.0 specifications and SAML 2.0 Single Sign-On
(SSO) setup. It also explains how to integrate CB Response with the OKTA, Shibboleth,

and ADFS IdPs.
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Integrate ADFS IdP with CB Response On-Premise 47
Troubleshoot SSO Integration with CB Response On-Premise 49
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Overview

Single Sign-On (SSO) allows multiple systems (possibly more than one vendor) to share a
user authentication provider so that:

* Users can maintain a single set of credentials for a variety of services.

¢ Users need not re-authenticate when switching from one system to another since their
initial login.

* Context is remembered after the initial login.

CB Response supports the Security Assertion Markup Language (SAML) 2.0 for SSO
integration. The following sections provide a summary of supported capabilities and the
procedures for configuring and troubleshooting SSO integration with external SAML 2.0-
compliant identity providers (IdPs).

Supported SAML 2.0 Specifications

SAML 2.0 is a relatively flexible and generic specification, which allows it be used in many
different scenarios and use cases. It comes with a certain level of complexity.

The SAML 2.0 specification is described in four documents:
¢ SAML 2.0 Core — Describes basic SAML assertions and protocols
¢ SAML 2.0 Bindings — Describes various types of HTTP calls supported by the protocol

¢ SAML 2.0 Profiles — Describes a set of profiles (use-cases), each one defining a set of
calls made through one of the bindings to exchange SAML messages

¢ SAML 2.0 Metadata — Describes the format of the metadata XML files that must be
exchanged between identity and service providers in order to establish mutual trust

CB Response supports a subset of functionality that is described in these specifications:
¢ Supported SAML 2.0 Bindings:

- HTTP Redirect Binding — Section 3.4
- HTTP POST Binding — Section 3.5

¢ Supported SAML 2.0 Profiles:
- Web Browser SSO Profile — Section 4.1

Supported SSO Identity Providers
CB Response currently supports the following SSO IdPs:

* OKTA
e Shibboleth
e ADFSIdP

Any other IdP that implements the SAML 2.0 specification and supports the bindings and
profiles that are listed here will probably work, but Carbon Black has not validated them
and cannot support their configuration or operation.
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SAML 2.0 Single Sign-On Setup for CB Response
On-Premise

Before establishing a trust relationship between a SAML service provider and an IdP, the
two services must have well-established, cryptographically secure identities. This identity
information must be exchanged so that the service provider (SP) knows who its IdP is and
vice versa.

The exchange is performed by having each service generate a metadata XML file that is

then provided to the other service. By default, the identity certificate/private key files used
by CB Response On-Premise (acting as the SAML service provider) is /etc/cb/cert/

cb-server. [crt, key] . This identity is also used for server-sensor authentication and
for web user interface HTTPS server authentication.

You can also configure CB Response On-Premise to use a separate set of certificate/key
files for SSO by updating configuration fields in the SSO configuration file.

Attribute Mapping

With CB Response (version 5.2 and later), when SSO is configured, users who are
authenticated by the configured IdP can be automatically provisioned in CB Response if
they are authorized and if the IdP returns the user’s first name, last name, and email
address as user attributes.

The fields returned by the IdP are not part of the SAML 2.0 specification and vary between
IdPs. For CB Response On-Premise, the attr map.py script maps the attributes that
are returned by an IdP to the fields that are required by CB Response.

CB Response supports the following seven attributes:
Table 5: Supported Attributes

Attribute Required Use

username Required The username to log in as.

authorized Optional (but strongly | Required to authorize access.
recommended) Boolean.

“True” if this user is authorized access to
the CB Response server.

first_name Optional Required to provision a new user.

last_name Optional Required to provision a new user.

email Optional Required to provision a new user.

builtin_roles Optional RTquired to set permissions. A list of
roles.

Valid roles: “GlobalAdmin”
If None, this field is ignored.
If an empty list ([]), all roles are removed.

Carbon Black. January 2020 38



CB Response 7.0 Integration Guide Integrating with SSO Identity Providers

Table 5: Supported Attributes

Attribute Required Use

teams Optional Required to set permissions.
A list of teams this in which the user is a
member.

Names must match an existing
configured team.

If None, this field is ignored.

If an empty list ([]), all team associations
are removed.

Your IdP administrator is responsible for providing you a list of attributes that are returned
by the IdP. The username, first_name, last_name and email should map directly to the
fields returned by your IdP. You must configure the authorized, builtin_roles, and teams
fields, based on your business policies.

The following diagram describes the attribute mapping process:

403 Forbidden

Perm ( Update ] (
ey S User‘logged

exist? Yes L to match J L n

attribute
missing

SP entityid

in sso.conf

LaJ;:sr Create
exist? e

403 Forbidden
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Example Attribute Mapping Script

This section provides an example attribute mapping script. It pertains to CB Response On-
Premise only; this section does not apply to CB Response Cloud.

The attribute mapping is not contained in a config file, but in a user-defined Python script.
This gives the most flexibility to match CB Response -required values with the defined
values that are returned by the IdP.

def callback(saml response, db_session, logger, sso_config):

Takes a SAML Response object and returns a dictionary
of fields. This is a default implementation, it is
expected to be overridden by a user in the SSO config.

This instance will return empty values for all fields so
behavior maintains backwards compatibility with

existing SSO configurations.

logger.debug ("Default SAML attribute map, user

authorized, not parsing attributes in SAML Response.")

Carbon Black.

result = {}

result["authorized"] = True
result ["username"] = None
result["first name"] = None
result["last name"] = None
result["email"] = None
result["builtin roles"] = None
result["teams"] = None

return result
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The default callback returns authorized = True and None for all attributes. This keeps
behavior consistent with the current SSO implementation. An example script for a fully
featured install is included in /etc/cb/sso/ together with the example config file:

def callback(saml response, db_session, logger, sso_config):
result = {}

attrs = saml response.attrs

result["authorized"] = True if "cbserver" in attrs
["groups"] else False

result ["username"] = attrs["uid"][0] if "uid" in attrs
else None

result["first name"] = attrs["givenName"] [0] if
"givenName" in attrs else None

result["last name"] = attrs["sn"][0] if "sn" in

attrs else None

result["email"] = attrs["mail"][0] if "mail" in

attrs else None

if "cbserver-owners" in attrs["groups"]:

result["builtin roles"] = ["global admin",]
result["teams"] = None

else:
result["builtin roles"] = []
result["teams"] = None

return result

In the example above, the IdP returns the following fields:

* username — The user’s login ID.

e givenName — The user's first name.

¢ sn - The user's last name (surname).

* mail — The user’s email address.

¢ groups — Alist of relevant group memberships.

The example uses the resource parameter to determine group membership.
Two group names are defined by this IdP:

* cbhserver

¢ cbserver-owners

A user must be a member of cbserver to have access to the CB Response server. Any
user part of cbserver-owners is granted global admin and is included in the
administrators group.
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The following is example debug output of a user being authenticated, authorized, created,
added to global admins and the administrators team.

15:08:06.799 api routes saml.py(214): <DEBUG> Attributes
returned in SAML response:

15:08:06.800 api routes saml.py(216): <DEBUG> mail:
['jguy@carbonblack.com']

15:08:06.801 api routes saml.py(216): <DEBUG> givenName:
['Bill']

15:08:06.801 api routes saml.py(216): <DEBUG> groups:
['cbserver-owners', 'cbserver']

15:08:06.801 api routes saml.py(216): <DEBUG> uid: ['bill']
15:08:06.801 api routes saml.py(216): <DEBUG> sn: ['Smith']
15:08:06.801 api routes saml.py(218): <DEBUG> Custom SAML
attribute map returned:
15:08:06.802 api routes saml.py (220
15:08:06.802 api routes saml py (220
15:08:06.802 api routes ~saml. py (220
15:08:06.802 apl_routes_saml py (220
['global admin']

15:08:06.802 api routes saml.py(220): <DEBUG> teams:
["Administrators']

15:08:06.803 api routes saml.py(220): <DEBUG> authorized: True
15:08:06.803 api routes saml py (220) : <DEBUG> email:
joguy@carbonblack.com

15:08:06.806 api routes saml.py(242): <WARNING> bill
authenticated and authorlzed but not found in user database.
Creating user.

15:08:06.812 api routes saml.py(261): <DEBUG> Updating bill to
Global Admin role.

15:08:06.814 api routes saml.py(269): <DEBUG> Updating team
membership for bill to [{'id': 1,

<DEBUG> username: bill
<DEBUG> first name: Bill
<DEBUG> last name: Smith

)

) :
) :
) : <DEBUG> builtin roles:
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Integrate OKTA IdP with CB Response On-Premise

This section describes how to integrate the OKTA |dP with CB Response On-Premise.

To integrate the OKTA IdP with CB Response On-Premise:

1. Acquire metadata XML from the OKTA IdP and place it in the /etc/cb/sso directory
on the CB Response server host. (You are not required to use this directory, but itis a
good default location.)

2. On the CB Response server, navigate to /etc/cb/sso and:

a.
b.
c.

Copy /etc/cb/sso/sso.conf.example.oktato /etc/cb/sso/sso.conf.
Copy attr map.py.example.okta to attr map.py.

Make appropriate changes to the attr map.py file based on the attributes
returned from Okta. Each configurable property is accompanied with additional
inline documentation in the attr_map. py file to assist with this process.

3. Review and edit the /etc/cb/sso/sso.conf file as described here.

Caution: The syntax of the sso.conf configuration file must fully conform to the JSON
data-interchange format. Failure to do so may create an invalid configuration file,
which will prevent the cb-coreservices services from launching properly. When
changes are made to this file and cb-enterprise is restarted, check /var/log/cb/
coreservices/debug.log to ensure there are no errors.

Also, if the administrator configures the Single Logout (SLO) service in both the IdP
Service and Endpoint sections and a user logs out of the CB Response server, the
user is also logged out of the Okta application. (This will, in effect, log the user out of
all Okta applications.)

a. Specify the file path to the location of the metadata XML from the OKTA IdP. For
example:
"metadata": {
"local": [
"<file path to location of IdP XML>"
]
}y
b. Make sure the attribute mapper field has the path to the Python Mapper file:
"attribute mapper": "/etc/cb/sso/attr map.py",
c. Change the accepted time diff field if needed:
"accepted time diff": 600,
d. Update the service / sp/ idp section with the appropriate appid from the OKTA
IdP. For example:
"service": {
" Sp" : {
"nameid format": "urn:0id:1.3.6.1.4.1.1466.115.121.1.15-
NameID",
A\ ldp A\ . {

"http://www.okta.com/<appid>": {
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e. Update the single sign on service and single logout service
sections with the appropriate name and appid from the OKTA IdP For example:

# URLs in this section MUST be updated to match the URLs defined

by the

# IdP you are integrating with

"single sign on service": {
"urn:oasis:names:tc:SAML:2.0:bindings:HTTP-Redirect": "https:/

/fakeidp.okta.com/app/<name>/<appid>/sso/saml"

}y

"single logout service": ({
"urn:oasis:names:tc:SAML:2.0:bindings:HTTP-Redirect": "https:/

/fakeidp.okta.com/app/<name>/<appid>"

}

f. Inthe endpoints section, update the assertion consumer service and
single logout_ service fields with the appropriate IP address of FQDN of
the CB Response. For example:

"endpoints": {
"assertion consumer service": ({
"https://<IP Address or FQDN of the CB Server>/api/saml/
assertion":"urn:ocasis:names:tc:SAML:2.0:bindings:HTTP-POST"

Hy

"single logout service": ({
"https://<IP Address or FQDN of the CB Server>/api/saml/
logout": "urn:ocasis:names:tc:SAML:2.0:bindings:HTTP-POST"

}
by

g- Update the entityid field with the appropriate IP address or FQDN of the CB
Response server. For example:

"entityid": "https://<IP Address or FQDN of the CB Server>/",

h. Search the sso.conf file for “TODO” and ensure that all “TODO” tasks are
completed.

4. Openthe /etc/cb/cb.conf file and edit the SSOConfig property so that it contains
the full path to the SSO configuration file that was previously created. This single
property defines whether CB Response server will be started in standalone vs.
federated authentication mode.

Note: To deactivate SSO integration, comment out the SSoConfig property.

5. Generate CB Response server's SSO service provider metadata XML file by issuing
this command:

/usr/share/cb/cbssl sso --make-metadata > /<your file path>
6. Give the XML file to the IdP to complete the trust.

7. Restart CB Response server by issuing this command:

sudo service cb-enterprise restart
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Integrate Shibboleth IdP with CB Response On-
Premise

This section describes how to integrate the Shibboleth IdP with CB Response On-
Premise.

To integrate the Shibboleth IdP with CB Response On-Premise:

1.

Acquire metadata XML from the Shibboleth IdP and place it in the /etc/cb/sso
directory on the CB Response server host. (You are not required to use this directory,
but it is a good default location.)

On the CB Response server, navigate to /etc/cb/sso and:
a. Copy /etc/cb/sso/sso.conf.example.shibto /etc/cb/sso/sso.conf.
b. Copyattr map.py.example.shibtoattr map.py.

Note: Make appropriate changes to the attr map.py file based on the attributes
returned from Shibboleth. Each configurable property is accompanied with additional
inline documentation in the attr map. py file to assist with this process.

Inthe /etc/cb/sso/sso.conf file:

Caution: The syntax of this configuration file must fully conform to the JSON data-
interchange format. Failure to do so can create an invalid configuration file, which will
prevent the cb-coreservices services from launching properly. When changes are
made to this file and cb-enterprise is restarted, check /var/log/cb/
coreservices/debug. log to for errors.

a. Specify the file path to the location of the metadata XML from the Shibboleth IdP.
For example:

"metadata": {
"local": [
"<file path to location of IdP XML>"
]
by

a. Make sure the attribute mapper field has the path to the Python Mapper file:
"attribute mapper": "/etc/cb/sso/attr map.py",

b. Change the accepted time diff field if needed:
"accepted time diff": 600,

c. Update the service / sp/ idp section with the Shibboleth IdP. For example:

"service": {
"Sp": {
"idp": {
# EntityId of the IDP
"https://fakeipd.example.com": {
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d. Update the single sign on service and single logout service
sections with the appropriate name and appid from the Shibboleth IdP. For
example:

# URLs in this section MUST be updated to match the URLs defined

# by the IdP you are integrating with

"single sign on service": {
"urn:oasis:names:tc:SAML:2.0:bindings:HTTP-Redirect":

"https://fakeipd.example.com/saml2/idp/SSOService"

by

"single logout service": ({
"urn:oasis:names:tc:SAML:2.0:bindings:HTTP-Redirect":

"https://fakeipd.example.com/saml2/idp/SingleLogoutService"

}

e. Inthe endpoints section, update the assertion consumer service and
single logout_service fields with the appropriate IP address of FQDN of
the CB Response. For example:

"endpoints": {
"assertion consumer service": ({
"https://<IP Address or FQDN of the CB Server>/api/saml/
assertion":"urn:oasis:names:tc:SAML:2.0:bindings:HTTP-POST"

}y

"single logout service": ({
"https://<IP Address or FQDN of the CB Server>/api/saml/
logout": "urn:ocasis:names:tc:SAML:2.0:bindings:HTTP-POST"

}
}y

f. Update the entityid field with the appropriate IP address or FQDN of the CB
Response server. For example:

"entityid": "https://<IP Address or FQDN of the CB server>/",

g. Search the sso.conf file for “TODO” and ensure that all “TODO” tasks are also
completed.

4. Openthe /etc/cb/cb.conf file and edit the SSOConfig property so that it contains
the full path to the SSO configuration file created in the previous steps. This single
property is what defines whether or not CB Response server will be started in
standalone vs. federated authentication mode.

Note: If you need to deactivate SSO integration at any time, comment out the
SSOConfig property.

5. Generate CB Response server's SSO service provider metadata XML file by issuing
this command:

/usr/share/cb/cbssl sso --make-metadata > /<your file path>
6. After this file is created, you must give it to the identity provider to complete the trust.

7. Restart the CB Response server by issuing the following command:

sudo service cb-enterprise restart
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Integrate ADFS IdP with CB Response On-Premise

This section describes how to integrate the ADFS IdP with CB Response On-Premise. To
configure ADFS, see your Microsoft documentation.

To integrate the ADFS IdP with CB Response On-Premise:
1. Acquire metadata XML from the ADFS IdP and place it in the /etc/cb/sso directory

on the CB Response server host. (You are not required to use this directory, but itis a
good default location.)

2. On the CB Response server, navigate to /etc/cb/sso and:

a. Copy /etc/cb/sso/sso.conf.example.adfsto /etc/cb/sso/sso.conf.
b. Copy attr map.py.example.adfs toattr map.py.

Note: Make appropriate changes to the attr map.py file based on the attributes
that are returned from ADFS. Each configurable property is accompanied with inline
documentation in the attr map.py file to assist with this process.

3. Inthe /etc/cb/sso/sso.conf file:

Caution: The syntax of this configuration file must fully conform to the JSON data-
interchange format. Failure to do so may create an invalid configuration file, which will
prevent the cb-coreservices services from launching properly. When changes are
made to this file and cb-enterprise is restarted, check /var/log/cb/
coreservices/debug. log to ensure that there are no errors.

a. Specify the file path to the location of the metadata XML from the ADFS IdP. For
example:

"metadata": {
"local": [
"<file path to location of IdP XML>"
]
by

b. Make sure the attribute mapper field has the path to the Python Mapper file:
"attribute mapper": "/etc/cb/sso/attr map.py",

c. Change the accepted time diff field if needed:
"accepted time diff": 600,

d. Update the service / sp/ idp section with the appropriate appid from the ADFS
IdP. For example:

"service": {
"Sp": {
"idp": {
# EntityId of the IDP
"https://fakeipd.example.com": {
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e. Update the single sign on service and single logout service
sections with the appropriate name and appid from the ADFS IdP For example:

# URLs in this section MUST be updated to match the URLs defined

# by the IdP you are integrating with

"single sign on service": {
"urn:oasis:names:tc:SAML:2.0:bindings:HTTP-Redirect":

"https://fakeipd.adfs.com/adfs/1ls/"

by

"single logout service": ({
"urn:oasis:names:tc:SAML:2.0:bindings:HTTP-Redirect":

"https://fakeipd.adfs.com/adfs/ls/?wa=wsignoutl.0"

}

f. Inthe endpoints section, update the assertion consumer service and
single logout_ service fields with the appropriate IP address of FQDN of
the CB Response. For example:

"endpoints": {
"assertion consumer service": ({
"https://<IP Address or FQDN of the CB Server>/api/saml/
assertion":"urn:ocasis:names:tc:SAML:2.0:bindings:HTTP-POST"

Hy

"single logout service": ({
"https://<IP Address or FQDN of the CB Server>/api/saml/
logout": "urn:ocasis:names:tc:SAML:2.0:bindings:HTTP-POST"

}
b

g- Update the entityid field with the appropriate IP address or FQDN of the CB
Response server. For example:

"entityid": "https://<IP Address or FQDN of the CB Server>/",

h. Search the sso.conf file for “TODO” and ensure that all “TODQO” tasks are also
completed.

4. Openthe /etc/cb/cb.conf file and edit the SSOConfig property so that it contains
the full path to the SSO configuration file created in the previous steps. This single
property is what defines whether or not CB Response server will be started in
standalone vs. federated authentication mode.

Note: To deactivate SSO integration at any time, comment out the SSOConfig
property.

5. Generate CB Response server's SSO service provider metadata XML file by issuing
this command:

/usr/share/cb/cbssl sso --make-metadata > /<your file path>
6. Give the file to the IdP to complete the trust.

7. Restart CB Response server by issuing this command:

sudo service cb-enterprise restart
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Troubleshoot SSO Integration with CB Response
On-Premise

If SSO does not function as expected, review the log file located at:

/var/log/cb/coreservices/debug.log

You can also inspect the actual SAML requests being sent and the responses being
received by increasing the logging level of the
cb.flask.blueprints.api routes saml and saml2 modules.

To increase the logging level of cb.flask.blueprints.api_routes_saml and saml2
modules:

1.
2,

Open the /etc/cb/coreservices-logger.conf file.

Append cb.flask.blueprints.api routes saml and saml2 to the list of keys
under the [1loggers] section.

[loggers] section example:

keys=root, gunicorn.access,
cb.flask.blueprints.api routes saml, saml2

Paste the following below the [1oggers] section in the coreservices-
logger.conf file:

[logger cb.flask.blueprints.api routes saml]
level=DEBUG

handlers=debug syslog
gqualname=cb.flask.blueprints.api routes saml
propagate=1

Also, paste the following below the [1oggers] section in the coreservices-
logger.conf file:

[logger samlZ2]

level=DEBUG

handlers=debug_ syslog

propagate=0

qualname=saml?2
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Overview

Using the Duo plugin, you can configure two-factor authentication and download the Duo
Mobile application on a mobile device.

Duo two-factor authentication:
* Adds a second authentication factor to your server
* Facilitates authentication management and security monitoring

You can add several device types for two-factor authentication, including mobile phone
devices, tablets, and landlines. For information on how to add these devices using Duo
Mobile, see Duo’s product documentation at https://duo.com.

Set Up Duo Administrator Unix Application
Account

The CB Response server administrator must create a Unix application account in order to
integrate with CB Response.

To set up a Duo Administrator Unix application account:
1. Go to https://duo.com.

2. Click Sign Up in the top-right corner of this page and follow the prompts to create an
account and activate the Duo Mobile application on your preferred device.

Note: If you already have a Duo Mobile account, you can use this. You do not have to
create a new account for the CB Response-Duo plugin.

3. When your account is active and you have activated the Duo Mobile application on
your device, log in with your account at https://duo.com.

4. Select Applications in the left panel.
5. Click Protect an Application.

6. Scroll down to locate the Unix Application selection and click the Protect this
Application blue link.

7. Scroll down to the Settings > General panel.

In the Name field, enter a name for the Unix application, such as "CB Response
Server".

9. For Username normalization, select the choice that best represents your security
posture.
This setting is related to the field specified in the /usr/share/cb/plugins/duo/

secrets.ini settings file for mapping CB Response users to Duo users. See “Map
CB Response Users to Duo Users” on page 53.

If the Duo Mobile application is setup for Simple normalization of the username, and
CB Response-Duo integration is configured for email, then only the name in the CB
Response user email field (the value before the “@” symbol) is used to match the Duo
user.

If password is setup for None and CB Response-Duo integration is configured for
email or username, then the entire string must match a Duo user account.

10. Click Save Changes.
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Configure Duo Plugin

To configure the Duo plugin and enable communication of the Duo plugin through an
Internet proxy, you will edit the following settings file:

/usr/share/cb/plugins/duo/secrets.ini

To configure the Duo plugin:

Enter values for the following Duo plug settings. These values are specific to the
administrator’'s Duo Mobile application configuration, which is available on the Duo Admin
Portal. For more information on using the Duo Admin Portal, see https://duo.com/docs/
administration.

* ikey
* skey
® host

To enable communication of the Duo plugin through an Internet proxy:
Enter values for the following Internet proxy settings:

* hostname

® port

® username

® password

The Duo plugin supports the basic_auth username/password proxy authentication.
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Map CB Response Users to Duo Users

Refer to the following section in the secrets. ini settings file (see “secrets.ini Settings
File” on page 53):

# how to map CB users to Duo users? Choices are “username” or
“email”. Default to “email”

duo mapping=email

This specifies the data in the CB Response user account that will be sent as the username
to the Duo authorization server.

secrets.ini Settings File

The following is the secrets.ini settings file for your reference:

# Secret keys for your Duo security integration. Get your ikey,
skey, and host from your Duo
# Security administrative console.

[duo]
ikey=
skey=
host=

[config]

# number of seconds a "session" should last until 2fa is
required again. Default to 60

session lifetime=500

# how to map CB users to Duo users? Choices are "username" or
"email". Default to "email"
duo _mapping=email

# create a new 2fa session for each source IP address? True or
false. Default to "false"
use ipaddr session key=false

# Uncomment the next section if you need a web proxy to reach
the outside world

# [proxy]
#hostname=

#port=

#

## if the proxy requires authentication, put the username &
password here

#username=

fpassword=
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Enable Two-Factor Authentication

To enable two-factor authentication on your CB Response server:
1. Search for the following section in the the cb. conf configuration file:

# Two factor authentication plugin path

#TwoFactorAuthCallbackModulePath=/usr/share/cb/plugins/duo/
duo 2fa auth callback.py

For more information, see the CB Response Server Configuration (cb.conf) Guide
located on the Carbon Black User eXchange.

2. Uncomment the TwoFactorAuthCallbackModulePath setting in the cb.conf
configuration file as follows:

# Two factor authentication plugin path

TwoFactorAuthCallbackModulePath=/usr/share/cb/plugins/duo/
duo_2fa auth callback.py
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Chapter 5

Syslog Output for CB Response Events

This chapter describes syslog output for CB Response events. It provides descriptions
and examples of the output, and explains how you can use syslog output for notification of

alerts.
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Carbon Black.

January 2020

96

55



CB Response 7.0 Integration Guide Syslog Output for CB Response Events

Overview of Logging

CB Response logs the following types of events to syslog:
* Notification logs — for watchlist and feed hits, and binary information events
¢ Audit logs — for banning, isolation, and CBLR sessions

With audit logging enabled (as described in “Audit Logs” on page 57), audit logs
include all user API activity, including HTTP request details.

See the CB Response Server/Cluster Management Guide for information about all
CB Response server logs.

Notification Logs

CB Response logs the following events to syslog:

¢ Watchlist hit — This event occurs when activity or binaries found on one of your
endpoints matches a query in a watchlist. See the “Watchlists” chapter in the CB
Response User Guide for more information.

* Feed hit — This event occurs when activity or binaries found on one of your endpoints
matches an I0C reported by a threat intelligence feed. See the “Threat Intelligence
Feeds” chapter in the CB Response User Guide for more information.

By default, a feed hit is logged only at the ingress as feed events arrive at the CB
Response server. These are feed.ingress.hit events.

Optionally (when enabled via the EnableSolrFeedNotifications configuration
optionin /etc/cb/cb.conf), the feed hit is also logged when committed to
persistent storage. In the latter case, the notification can contain additional key-value
pairs in the binary or process hit. These are feed.storage.hit events.

* Binary information event — This event occurs when a process execution adds a
binary to the CB Response database.

The program name prefix for logged events is cb-notifications-. By default, logged
events are written to log files at /var/log/cb/notifications on the CB Response
server (based on the syslog configuration at /etc/rsyslog.d/cb-coreservices).

Note

Currently, the binary information events are not published in the cb-a11-
notifications.logfile.

Inthe /var/log/cb/notifications directory, there is one file for all hits, one file for
each watchlist, and one file for each feed. Watchlist files include the watchlist ID in the
program name and in the log file name, while feed files include the feed ID in the program
name and in the log file name. Binary information events are logged in a separate file.
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For example, the /var/log/cb/notifications directory listing below contains log
files for the following events:

¢ All watchlist and feed hits

¢ Hits to Watchlist ID 10

¢ HitstoFeedID 8

¢ All binary information events

[root@localhost coreservices]# 11 /var/log/cb/notifications/*.log

—rw——————-— . Jun 9 15:30 /var/log/cb/notifications/cb-all-
notifications.log

—rwWw-—————- . Jun 9 15:30 /var/log/cb/notifications/cb-
notifications-watchlist-10.1log

—rw-—————- . Jun 9 18:02 /var/log/cb/notifications/cb-
notifications-feed-8.log

—rw——————-— . Jun 9 18:04 /var/log/cb/notifications/cb-
notifications-binaryinfo.log

Audit Logs
CB Response audit logs are located in /var/log/cb/audit, and are available through
syslog. They include the following files:
* Dbanning.log - hash banning activity (add, remove, toggle)
* isolation.log— sensor isolation activity (enable and disable)

* live-response.log-endpoint CBLR session activity such as cd, exec, reg, and
so on; does not include commands issued in CBLR that are not part of an endpoint
session, such as sensor and help.

* useractivity.log (audit logging enabled only) — all user API activity, including
HTTP request details

You can enable audit logging with the EnableExtendedApiAuditLogging=True
parameter in /etc/cb/cb.conf. See the CB Response Configuration Guide
(cb.conf) for details.

Syslog Format

Each watchlist and feed hit consists of a series of key-value pairs. This section provides
the following information about the different key-value pairs for watchlist and feed hits:

¢ Examples of key-value pairs in the different types of hit
¢ The default process template used to create the key-value pairs for the hit
¢ Descriptions of the key-value pairs for the different types of hit
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Note

To improve readability in the examples, line breaks appear between fields
In the template files, however, fields are separated by spaces.

Watchlist Hit on Process

The following describes the process watchlist hit.

Process Watchlist — Example

Mar 13 10:00:09 [1037] <warning> reason=watchlist.hit type=event
process guid=00000c42-0000-172¢c-01d0-5d6ccazadbb?2

segment 1d=1488563344023 host='WORKSTATION-8LT' sensor 1d=4322
watchlist id=3 watchlist name='Netconns to .cn or .ru'
timestamp="'1426255209.17"' start time='2014-11-13T09:05:02.347"'
group="'Default Group'

process md5='b9d6d7e6e5c4£fcd8dd7£88ec9d563085"

process sha256="A31C76B026966D8A01BB929402B17A5C0B35037CF53908770D
TF3D1F28F6ATBD’

process name='chrome.exe' process path='c:\program files

(x86) \google\chrome\application\chrome.exe' last update='2014-11-
13T713:49:39.3617"

Process Watchlist — Default Template
reason=watchlist.hit type=event

process guid={{doc['id']}}

segment id={{doc["segment id"]}}
host="'{{doc['hostname'] }}"'
comms_ip='{{doc['comms ip']}}"'

interface ip='{{doc['interface ip']}}"'
sensor id={{doc['sensor id']l}}

watchlist id={{doc['watchlist id']}}
watchlist name='{{doc['watchlist name']}}"'
timestamp="'{{doc['event timestamp']}}'
start time='{{doc['start']}}'
group="'{{doc['group']}}"

process md5="'{{doc['process md5']}}"'
process sha256="'{{doc['process sha256']}}"'
process name='{{doc['process name']}}"'
process _path='{{doc['path']}}"'

last update='{{doc['last update']}}"

{% for k in doc %}{% if k.startswith("alliance ")
{{k}}="{{doc[k]}}'"{% endif %$}{% endfor %}

o\
—
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Syslog Label
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Solr Doc
Reference

Syslog Output for CB Response Events

Description

reason No doc reference Text that describes the entry. The reason
label is hard-coded in the syslog template
and identifies the type of the event as
"watchlist.hit," "feed.hit," or "binaryinfo."

type No doc reference Text that identifies the type of data that is

returned with the event. For example:
¢ event (process events)

* module (binary modules)

* host (host-level information only)

process_guid id Process doc identifier.

segment_id segment_id Process doc segment identifier.

host hostname Hostname of the computer on which the
process executed.

comms_ip comms_ip IP address from which CB Response
received the event (which could be a NAT
or proxy address, if one is configured for
the computer on which the process
executed; otherwise will be the same as
interface_ip).

interface_ip Interface_ip IP address of the computer on which the
process executed.

sensor_id sensor_id Sensor ID of the computer on which the
process executed.

watchlist_id watchlist_id The ID of the watchlist that matched the hit

criteria (-1 is the internal syslog test
watchlist ID. When you use the cbsyslog
command line tool to test the output of your
custom template, -1 is hard-coded to be the
watchlist_id attribute, and is displayed in
place of the actual watchlist_id when you
run the test.)

watchlist_name

watchlist_name

Name of the watchlist that matched the hit
criteria.

timestamp event_timestamp Epoch time of the watchlist hit event.

start_time start Start time of this process, in the computer’s
local time.

group group Sensor group to which this sensor was
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Syslog Label

process_md5

Solr Doc
Reference

process_md5

Syslog Output for CB Response Events

Description

MD5 hash value of the executable backing
this process.

process_sha256

process_sha256

SHA-256 hash value of the executable
backing this process.

process_name

process_name

Filename of the executable backing this
process.

process_path path Full path to the executable backing this
process.
last_update last_update Last activity in this process, in the
computer’s local time.
forlif loops alliance_* * alliance * identifies and prints all
ioc_attr attributes whose names start with

Watchlist Hit on Binary

The following describes the binary watchlist hit.

Binary Watchlist — Example

Mar 13 03:50:19 [1037] <warning>

"alliance_" in all documents that contain
feed hits, including documents reported
by watchlist hits. These attributes
represent feed hits.

* ioc_ attr identifies and prints additional
attributes on IOC values that were
matched.

NOTE: for/if loops are not required. Their
purpose is to report attributes that do not
have predefined sets. You can create
customized templates that do not contain
them if you do not need to report on
alliance_* or ioc_attr attributes.

reason=watchlist.hit type=module

md5=7931ADC31F0180855E05D6666630B3A3 host=WORKSTATION-2'
sha256=F6F9A4834AFES7EBCOB77CF1E83F0C24B298C2FCBBF214CF6CC4DBD24ES

BEFB4B

sensor_id=74 watchlist id=8 watchlist name='Newly Loaded Modules'

timestamp='1426233008.59"

first seen='2014-11-13T07:47:17.862%"

group=["'Default Group'] desc='AntiMalware Definition Update'
company name='Microsoft Corporation' product name='Microsoft
Malware Protection' product version='1.193.2512.0'

file version='1.193.2512.0"
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Binary Watchlist — Default Template
reason=watchlist.hit type=module

md5={{doc["md5"]}}

sha256={{doc["sha256"]}}

host=’' { {doc.get (' hostname’) } }’
sensor_id={{doc.get (’'sensor id’)}}

watchlist id={{doc[’watchlist id’]}}

watchlist name=' {{doc[’watchlist name’]}}’
timestamp='{{doc[’event timestamp’]}}’

first seen=’{{doc["server added timestamp"]}}’
group={{doc["group"]}}

desc=’{{doc["file desc"]}}’ company name='{{doc["company name"]}}’
product name=' {{doc["product name"]}}’

product version=’{{doc["product version"]}}’

file version=’{{doc["file version"]}}’
signed=’ { {doc["signed"]}}’

{% for k in doc %}{% ifk.startswith("alliance ") %}
{{k}}="{{doc[k]}}’"{% endif %}{% endfor %}

Binary Watchlist — Key-Value Pairs

Syslog Label Solr Doc Description
Reference
reason No doc reference Text that describes the entry. The reason

label is hard-coded in the syslog template
and identifies the type of the event as
"watchlist.hit," "feed.hit," or "binaryinfo."

type No doc reference Text that identifies the type of data that is
returned with the event. For binary
modules, the value is module.

md5 md>5 MD5 hash value of a process, a parent
process, a child process, a loaded module
or a written file.

sha256 sha256 SHA-256 hash value of a process, a
parent process, a child process, a loaded
module or a written file.

host hostname Hostname of the computer on which the
binary was observed.

sensor_id sensor_id Sensor ID of the computer on which the
binary was observed.

watchlist_id watchlist_id The ID of the watchlist that matched the hit
criteria (-1 is the internal syslog test).

watchlist_name watchlist_name Name of the watchlist that matched the hit
criteria.
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Syslog Label Solr Doc Description
Reference
timestamp event_timestamp Epoch time of the watchlist hit event.
first_seen server_added Time that this binary was first seen by the
timestamp CB Response server.
group group First sensor group in which this binary was
observed.
desc file_desc File description string from the class

FileVersionInfo.

company_name

company_name

Company name string from the class
FileVersioninfo.

product_name

product_name

Product name string from the class
FileVersioninfo.

product_version

product_version

Product version string from the class
FileVersioninfo.

file_version file_version File version string from the class
FileVersioninfo.
signed signed Digital signature status of the binary.
forlif loops T * alliance * identifies and prints all
ioc_attr attributes whose names start with

Feed Hit on Process Ingress

"alliance_" in all documents that contain
feed hits, including documents reported
by watchlist hits. These attributes
represent feed hits.

* ioc_ attr identifies and prints
additional attributes on IOC values that
were matched.

Note: for/if loops are not required. Their
purpose is to report attributes that do not
have predefined sets. You can create
customized templates that do not contain
them if you do not need to report on
alliance_* or ioc_attr attributes.

The following describes the process ingress feed hit.

Process Ingress — Example

Aug 12 14:24:19
host=’ SERV12R2X64-01"

ioc_type='ipv4’
protocol="TCP’
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port='22"'

[26070] <warning> reason=feed.ingress.hit
type=event process guid=00000001-0000-de04-01lcf-b65a8ecb26ct
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ioc_value=’38.229.70.52" direction=’Outbound’
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Process Ingress — Default Template
reason=feed.ingress.hit type=event
process _guid={{doc[’process_id’]1}}
host=’ {{doc[’hostname’]}}’
sensor_id={{doc[’sensor id’]}}
feed id={{doc[’feed id']1}}

feed name=’{{doc[’feed name’]}}’
ioc_type=’ {{doc[’'ioc_type’]}}’
ioc_value='{{doc[’ioc_value’]}}’
{% for k in doc[’ioc_attr’] %}

Syslog Output for CB Response Events

{{k}}="{{doc[’"ioc_attr’][k]}}’{% endfor %}
timestamp='{{doc[’event timestamp’]}}’

Process Ingress — Key-Value Pairs

Syslog Label Solr Doc Description
Reference
reason no doc reference Text that describes the entry. The reason

label is hard-coded in the syslog template
and identifies the type of the event as
"watchlist.hit," "feed.hit," or "binaryinfo."

type no doc reference Text that identifies the type of data that is

returned with the event. For process events,
the value is ‘event’.

process_guid process_id Process doc identifier.

host hostname Hostname of the computer on which the feed
hit was detected.

sensor_id sensor_id ﬁ_(::nsor ID of endpoint that observed the feed

it.

feed_id feed_id ID of the feed that matched the hit criteria.

feed_name feed_name Name of the feed that matched the hit
criteria.

ioc_type ioc_type Type of the I0C that caused the hit.

ioc_value ioc_value Value of the IOC that matched the hit criteria.
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Syslog Label Solr Doc Description
Reference

forl/if loops o * alliance * identifies and prints all
ioc_attr attributes whose names start with

"alliance_" in all documents that contain
feed hits, including documents reported by
watchlist hits. These attributes represent
feed hits.

* ioc_attr identifies and prints additional
attributes on IOC values that were
matched.

Note: for/if loops are not required. Their
purpose is to report attributes that do not have
predefined sets. You can create customized
templates that do not contain them if you do
not need to reporton alliance_* orioc_attr
attributes.

timestamp event_timestamp Epoch time (seconds since 00:00:00 on 1
January 1970) of the feed hit event.

Feed Hit on Process Storage

The following describes the process storage feed hit.

Process Storage Feed Hit — Example

Aug 12 14:26:10 [26070] <warning> reason=feed.storage.hit
type=event process guid=00000001-0000-de04-01lcf-b65a8ecb26ct
segment 1d=1488563344023 host='SERV12R2X64-01’ sensor_ id=l1

feed 1d=10 feed name=’tor’ ioc_type='ipvi4’
ioc_value='38.229.70.52" direction=’Outbound’ protocol='TCP’
port='22" timestamp=’'1407867970.49’ start time=’'2014-08-
12T718:23:47.602Z" group='Default Group’

process md5='a3ccfdlaalbl7£d23aa9£d0d84b86c05’

process _sha256='""7AFB56DD48565C3C9804F683C80EF47E5333F847F2D3211EC1
1ED13AD36061E1’

process name='putty.exe’
process_path=’c:\users\ssmith\desktop\putty.exe’

last update=’2014-08-12T18:23:55.4152’ alliance link tor="http://
www.torproject.org’ alliance score tor=’0’

alliance updated tor='2014-05-06T17:15:23.0002"

alliance_data tor='TOR-Node-38.229.70.52'

Process Storage Feed Hit — Default Template
reason=feed.storage.hit type=event
process guid={{doc['process_id']}
segment id={{doc|['segment id']}}
host="'{{doc['hostname']}}"'
comms_ip='{{doc['comms ip']}}"'
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interface ip='{{doc['interface ip']}}"'
sensor id={{doc['sensor id']}}

feed id={{doc['feed id']}}

feed name='{{doc['feed name']}}"'
ioc_type='{{doc['ioc type']}}"'
ioc_value='{{doc['ioc value']}}"'

% for k in doc['ioc attr'] %}
{{k}}="{{doc['ioc_attr'][k]}}'{% endfor %}
timestamp="{{doc['event timestamp']}}'
start time='{{doc['start']}}'
group="'{{doc['group']}}'
process md5='{{doc['process md5']}}"'
process sha256='{{doc['process sha256']}}"'
process name='{{doc['process name']}}"'
process path='{{doc['path']}}"'
last update='{{doc['last update']}}"'

{% for k in doc %}{% if k.startswith("alliance ") %}
{{k}}="{{doc[k]}}"{% endif %$}{% endfor %}

Process Storage Feed Hit — Key-Value Pairs

Syslog Label Solr Doc Description
Reference
reason no doc reference Text that describes the entry. The reason

label is hard-coded in the syslog template
and identifies the type of the event as
"watchlist.hit," "feed.hit," or "binaryinfo."

type no doc reference Text that identifies the type of data that is
returned with the event. For process events,
the value is ‘event’.

process_guid process_id Process doc identifier.
segment_id segment_id Process doc segment identifier.
host hostname Hostname of the computer on which the

feed hit was detected.

comms_ip comms_ip IP address from which CB Response
received the event (which could be a NAT or
proxy address, if one is configured for the
computer on which the process executed;
otherwise will be the same as interface_ip).

interface_ip Interface_ip IP address of the computer on which the
process executed.

sensor_id sensor_id Sensor ID of endpoint that observed the
feed hit.

feed_id feed_id ID of the feed that was matched.
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Solr Doc
Reference

feed_name

Syslog Output for CB Response Events

Description

Name of the feed that was matched.

report_title

report_title

Name of the item in the feed that was
matched.

ioc_type

ioc_type

Type of the IOC that caused the hit.

ioc_value

ioc_value

Value of the I0C that matched.

forl/if loops

*

joc_attr

* alliance_* identifies and prints all
attributes whose names start with
"alliance_" in all documents that contain
feed hits, including documents reported by
watchlist hits. These attributes represent
feed hits.

* ioc_ attr identifies and prints additional
attributes on IOC values that were
matched.

NOTE: for/if loops are not required. Their
purpose is to report attributes that do not
have predefined sets. You can create
customized templates that do not contain
them if you do not need to report on
alliance_* or ioc_attr attributes.

timestamp

event_timestamp

Epoch time of the feed hit event.

start_time

start

Start time of this process, in the computer’s
local time.

group

group

Sensor group to which the sensor was
assigned at the time of process execution.

process_md5

process_md5

MD5 hash value of the executable backing
this process.

process_sha256

process_sha256

SHA-256 hash value of the executable
backing this process.

process_name

process_name

Filename of the executable backing this
process.

process_path path Full path to the executable backing this
process.
last_update last_update Last activity in this process, in the
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Feed Hit on Binary Ingress

The following describes the binary ingress feed hit.Binary Ingress Feed Hit — Example

Aug 12 14:06:39 [26070] <warning> reason=feed.ingress.hit
type=module md5=B84E2D174DC84916A536572BB8F691A8
sha256=A23B2D174DC84916A539872CD8F775A8B84F1E234DC84916A564738DC4E
A6B76 host='SERV12R2X64-01’ sensor id=1 feed id=2

feed name=’srstrust’ ioc_ type='md5’
ioc_value='"b84e2d174dc84916a536572bb8£691a8’
timestamp='1407866781.79’

Binary Ingress Feed Hit — Default Template
reason=feed.ingress.hit type=module
md5={{doc[’'md5"]}}
sha256={{doc[’sha256’]}}

host=' { {doc[’hostname’]}}’

sensor id={{doc[’sensor id’]}}

feed id={{doc[’feed id']}}

feed name=' {{doc[’feed name’]}}’

ioc_ type=’{{doc[’ioc type’]}}’
ioc_value=’{{doc[’ioc _value’]}} '

{% for k in doc[’ioc_attr’] %} {{k}}='{{doc[’ioc _attr’][k]}}’'{5%
endfor %}

timestamp='{{doc[’event timestamp’]}}’

Binary Ingress Feed Hit — Key-Value Pairs

Syslog Label Solr Doc Description
Reference
reason no doc reference Text that describes the entry. The reason

label is hard-coded in the syslog template
and identifies the type of the event as
"watchlist.hit," "feed.hit," or "binaryinfo."

type no doc reference Text that identifies the type of data that is
returned with the event. For example:

¢ event (process events)
* module (binary modules)
¢ host (host level information only)

md5 md5 MDS5 hash value of a process, a parent
process, a child process, a loaded module or
a written file.

sha256 sha256 SHA-256 hash value of a process, a parent
process, a child process, a loaded module or
a written file.

host hostname Hostname of the computer on which the
feed hit was detected.
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Syslog Label Solr Doc Description
Reference
sensor_id sensor_id Sensor ID of the endpoint that detected the
feed hit.
feed_id feed_id ID of the feed that was matched.
feed_name feed_name Name of the feed that was matched.
ioc_type ioc_type Type of IOC that caused the hit.
ioc_value ioc_value Value of the IOC that matched the hit
criteria.
forlif loops x * alliance * identifies and prints all
ioc_attr attributes whose names start with

"alliance_" in all documents that contain
feed hits, including documents reported by
watchlist hits. These attributes represent
feed hits.

* ioc_attr identifies and prints additional
attributes on |OC values that were
matched.

NOTE: for/if loops are not required. Their
purpose is to report attributes that do not
have predefined sets. You can create
customized templates that do not contain
them if you do not need to report on
alliance * or ioc_attr attributes.

timestamp event_timestamp Epoch time of the feed hit event.

Feed Hit on Binary Storage

The following describes the binary storage feed hit.

Binary Storage Feed Hit — Example

Aug 12 14:06:39 [26070] <warning> reason=feed.storage.hit
type=module md5=B84E2D174DC84916A536572BB8F691A8
sha256=7AFB56DD48565C3C9804F683C80EF47E5333F847F2D3211EC11ED13AD36
061E1 host='SERVI12R2X64-01’ sensor id=1 feed id=2

feed name='srstrust’ ioc_ type='md5’

ioc _value='b84e2d174dc84916a536572bb8f691a8’
timestamp="1407866797.20" first seen='2014-08-12T18:06:22.1902"
group=['Default Group’] desc=’'Windows Security Center ISV API’
company name=’'Microsoft Corporation’ product_name=’MicrosoftA@
WindowsA® Operating System’ product version=’'6.1.7600.16385"
file version="6.1.7600.16385 (win7 rtm.090713-1255)'
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signed='Signed’ alliance updated srstrust='2014-05-
16T04:39:55.000Z2" alliance score srstrust='-100'

alliance data srstrust=’['b84e2d174dc84916a536572bb8f691a8” 1’

Syslog Output for CB Response Events

alliance link srstrust=’'https://servic