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Summary

Cb Response Windows Sensor v6.1.7 provides bug fixes and stability improvements. This
sensor release also includes all changes and fixes from previous releases.

This document provides information for users upgrading to Cb Response Windows Sensor
v6.1.7 from previous versions as well as users new to Cb Response. The key information
specific to this release is provided in the following major sections:

e Corrective content — Describes issues resolved by this release as well as more general
improvements in performance or behavior.

e Known issues and limitations — Describes known issues or anomalies in this version
that you should be aware of.

Server compatibility

Cb Response sensors included with Cb Response server releases are compatible with all server
releases going forward. However, they are incompatible with Cb Response server releases prior
to the version they shipped with.

Sensor operating systems

Cb Response sensors interoperate with multiple operating systems. For the most up-to-date list
of supported operating systems for Cb Response sensors (and all Carbon Black products), refer
to the following location in the Carbon Black User eXchange:
https://community.carbonblack.com/docs/DOC-7991

Documentation

This document supplements other Carbon Black documentation. Click here to search the full
library of Cb Response user documentation on the Carbon Black User eXchange.

Technical support

Cb Response server and sensor update releases are covered under the Customer Maintenance
Agreement. Technical Support is available to assist with any issues that might develop during
the installation or upgrade process. Our Professional Services organization is also available to
assist to ensure a smooth and efficient upgrade or installation.

Note: Before performing an upgrade, Carbon Black recommends reviewing content on the User
eXchange for the latest information that supplements the information contained in this
document.
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Corrective Content

This release provides the following corrective content changes:

e Addressed some driver interoperability issues related to network isolation and network
filtering. [CB-18849, CB-19190, CB-18589]

e Fixed an issue causing high memory consumption by the CbR Windows Sensor.
[CB-19764]

e Resolved slow boot times for machines running the Windows 10 1803 build. [CB-20072]

Known Issues and Limitations

Known issues associated with this version of the sensor are included below:

e Sensor name change after install reboot: In some cases of using SCCM, when the
sensor is installed it appears as “Cb Enterprise Sensor”. Upon reboot the name changes to
“Carbon Black Sensor”. [CB-19155]

e Install/Uninstall & Upgrade/Downgrade of Sensor on WinXP & WinServer2003
Requires Reboot: Customers running the Windows sensor on a Windows XP or
Windows Server 2003 machine should note that a reboot of the machine will be required
for all install/uninstall and upgrade/downgrade methods in order to successfully load and
unload Cb drivers.

e Cb Logo Is Different Between MSI and EXE Installers: Customers using the
Add/Remove Program window to manage their Cb Response installation should be
aware that the Cb logo between the MSI and EXE installers is different.

Contacting Support

Use one of the following channels to request support or ask support questions:
e Web: User eXchange

e Email: support@carbonblack.com

e Phone: 877.248.9098
e Fax: 617.393.7499

Reporting Problems

When contacting Carbon Black Technical Support, be sure to provide the following required
information about your question or issue:

e Contact: Your name, company name, telephone number, and email address

e Product version: Product name (Cb Response server and sensor version)
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e Hardware configuration: Hardware configuration of the Cb Response server
(processor, memory, and RAM)

e Document version: For documentation issues, specify the version and/or date of the
manual or document you are using

e Problem: Action causing the problem, error message returned, and event log output (as
appropriate)

e Problem severity: Critical, serious, minor, or enhancement request
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