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General Notes

Starting the second week in January 2018, Cb Defense customers will receive an automatic
upgrade to the Cb Defense Management Console. This document describes usability and
performance improvements and bug fixes in the October release.

Features

Predictive Policy Searches

On the Investigate page, eight unique Suggested Searches have been added to help you
predict how new policy rules would be applied to endpoints in your environment. As you
click into the investigate search box, the suggested searches appear. Select one of the
searches, which are each named after policy rule operations. The searches are made up of
a combination of Threat Indicators and TTPs. Add a reputation to the search definition to
determine what to enter in the application field of a new policy rule. Utilizing the
reputation (application field) in tandem with the suggested search (operation field) helps
you more easily map events in your environment so that you can created advanced policy
rules.

EYDEFENSE

INVESTIGATE Ensble Advanced Search  Clear Search

l:’nrer a search term and select a suggestion to create a query
' saved search: SavedSearchExamplel

saved search: SavedSearchExample2

Suggested Search: Actor tries to invoke a command interpreter (Windows)

| Suggested Search: Actor tries to invoke a command interpreter (Mac)

Suggested Search: Actor tries to invoke an untrusted application

Suggested Search: Actor tries to inject code or modify memory of another process
Suggested Search: Actor performs ransomware-like behavior

Suggested Search: Actor tries to communicate over the network

Suggested Search: Actor tries to scrape memory of another process
=
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Usability Improvements

Cross Application

In this release, we have improved our users' experience with tables in the product by
providing a consistent look and feel to all tables that are display in various pages. In
addition to consistency, we have added the capability to store user preferences with
respect to the number of rows shown per table. After a user makes a row count selection
on a page the selection will be stored on a per user, per page basis.

Alert List

Added TTP severity colors to TTP tags associated with each alert.

FIRST SEEN ~ TAKE ACTION

v @ Policy Applied  1:44:26am The application V3-Non-Malware.docm dropped an executable file (~$-Non-Malware.docm), CbUser
® Ran Dec8, 2017 1 JH-VM-10C-64 o€, & -

LAST SEEN: 1:48:21am Dec 8 2017 ALERTID: 32IGWOW] LOCATION AT TIME OF THREAT: ONSITE 0S: WINDOWS / Windows 10 x64 THREAT CATEGORY: Potential Malware

explorer.exe policy_deny
Veonaareso (i (2 (T T (i L

wwwmu.scﬁ
cmd.exe run_another_app run_system _app

PEUELNS OO code.drop | enumerate,processes | moaty. memory protection | modiy own process | modty_process LT )
test.docx m run_encther app  unknown spp

Live Response

In the Live Response console, we have added the ability to cut and paste, tab complete the
names for files and directories, and a link to display all alerts related to the device rather
than just those that have occured over the past 24 hours.

Policy Page

We have added accordion behavior to the Permissions, Blocking and Isolation, and Uploads
sections on the Policy Settings page to make it easier for you to narrow your focus to the
specific rule set that you are interested in.
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In coordination with the release of the Windows 3.1 sensor the
following features will be enabled for all customers.

Sensor Management

The Enrollments page has been renamed to Sensor Management to more accurately reflect
the capabilities that this page provides our users. In addition to renaming the page, we
added the capability to group Cb Defense sensors using specific metadata about the device
on which it is installed.

It is important to note that users are not required to create sensor groups and can
continue to use the current methods of managing sensors and policies with no change in
expected behavior.

To begin grouping sensors, add your first group by clicking the Add Group button now
available on this page.

k) CSV EXPORT SENS0R OPTIONS ~ + ADD GROUP

Users can create sensor groups and add sensors to these groups using the following
criteria:

For Cb Defense sensors prior to version 3.1:
e Operating system (Any, Windows, macOS)
e Device host name
e Subnet (The subnet filtering is applied to the internal IP address of the sensor.)

For Cb Defense sensor version 3.1 (in addition to all of the above):
e Active Directory organizational unit (Windows only)
e Active Directory domain (Windows only)
e Active Directory distinguished name (Windows only)

All the sensors in the sensor group receive an automatic assignment to a policy group
based on the metadata that is associated with the sensor, and the criteria that you define.

This can save you time in managing large numbers of sensors.

For full details on configuring sensor groups please refer to the Cb Defense User Guide.

Controlled Uninstall

For Windows 3.1+ sensors, you can protect the action of uninstalling the sensor at the
endpoint by requiring a unique, randomly generated code. Admins can use this feature to
enhance their security posture and increase tamper protection from end users.



Carbon Black.

The controlled uninstall setting can be enabled per policy group by selecting the “Require
Code to Uninstall Sensor” checkbox. After the setting is enabled, there are two uninstall
code options--a device-level Uninstall Code, which is used to uninstall individual devices via
the command line:

@ > STATUS  DEVICENAME - USER ~ DEVICE INFO GROUFP/POLICY ~ T~ LAST CHECK-IN ~ TAKE ACTION
¢ v @ DESKTOP-E6NS0PA 111111@wegwewgeqgewewg.com Windows 10 x64 Windows Group 8:18:07am
(Sensor 3.1.0.11) default Nov 7, 2017 ©

Installation Code: 8T3K6AH301Q70#702AEZ370#7A8X Expires: 8:16:29am Nov 14, 2017 Device ID: 99501 Internal IP: 192.168.136.131 External IP: 104.207.192.98 0
Registered: 8:17:51am Nov 7, 2017 Live Response Status: DISABLED [Uninstall Code: 35EQCCYG |

and an org-level Company Deregistration Code, which can be used to uninstall the sensor
on multiple devices simultaneously using .bat files or SCCM.

Company Deregistration Code

This is your company code which can be used for
uninstalling sensors from endpoints if their policy
requires it.

WMSRL6DW

Sensors that have been uninstalled will be tracked in the audit log.

Browsers Supported

e On Windows - Firefox, Chrome, and Edge
e On Mac - Safari, Firefox, and Chrome

Note that IE11 is not a supported browser.

Issues Resolved in January

ID Description

DSER-4691 Deleted devices should no longer show up in the Ul.

EA-10361 Resolved an issue that prevented Unsupported OS from appearing as a
Sensor Bypass reason.

EA-10913, Resolved an issue that caused irrelevant events to appear alongside
EA-10797 alert events when selecting an alert on the Alerts page and drilling into
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the details of that alert on the investigate page.

EA-10818 Resolved an issue that prevented the Clear All button from properly
functioning when selecting an alert on the Alerts page and drilling into
the details of that alert on the investigate page.

EA-10440 Resolved an issue that caused the cursor to jump up the Investigate
page when expanding a row to view the full event details.

EA-9376 Reintroduced the ability to delete pending devices from the Enroliment
page.
EA-10490 URL Verification tools in email clients no longer result in user

inadvertent user registration.

EA-10440 Resolved an issue resulting in inadvertent scrolling behavior when
expanding a row on the Investigate page.

EA-9509 Resolved an issue where Adobe Installer would trigger a level 7 alert
when attempting to modify the next instruction to execute.

Known Issues and Caveats

The following section lists known issues in this version of the Cb Defense backend/Ul.

ID Description
EA-7903 Automatic update of sensors from the cloud is currently disabled due
EA-7882 to network bandwidth concerns. Manual push from the cloud is

supported for 100 sensors at a time.

DSER-2951 Using Live Response to get or put a file greater than 2MB might be slow
or not occur.

The Allow Uploads for Scan setting on the policy configuration page is
currently disabled while we transition this service to the Carbon Black
Collective Defense Cloud.




