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General Notes

Starting in the final week of March, existing Cb Defense customers will receive an automatic
backend upgrade with a few new features. This document describes the new features.

New Features

RESTful API

Cb Defense now provides a RESTful APl interface to the Device and Event datastores, as
well as streaming notifications to retrieve Alerts. The new RESTful API are accessible by
querying the /integrationServices/v3 URL and provide a consistent interface to the Cb
Defense for those that are familiar with RESTful API standards.

Note: Existing connectors and customer developed integrations will continue to work as
expected leveraging the /integrationServices/v2 AP/

New API: Get Events Associated with an Alert

A new APl was added to associate events with an alert. If you have an alert ID from the
console or from the API, there is now an API that provides access to the details for every
event that led to the issuance of that Alert.

Note: Full documentation for this and all other API is available in the product by browsing to
Settings -> Connectors, then selecting the “Download” button and "API Specification”

Improved In-Product Notification

The customer managed updates functionality now provides in product notification of best
practices for updating devices directly from the Cb Defense Management Console

Issues Resolved in March (v 0.21.0)

ID Description

EA-7761 Corrected an issue with input validation on the Investigation page not
allowing specific special characters as part of search terms
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EA-7822 Corrected an issue in the Administrators page which was preventing
administrators from modifying the role of another user

EA-7827 Fixed multiple issues pertaining to Cb Defense Management Console's
compatibility with IE11

DSER-669 Improvements to the Certificate allowing for the user of special
characters in certificate names

DSER-859 Improvements to the Certificate whitelist accounting for organizations

with multiple signing certificates




